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ABSTRACT

Online social networking has precipitated profound modifications inside the manner
human’s communication and has interaction. In order to steal personal information,
disseminate destructive activities, and publish fake information, attackers and imposters
have been drawn to OSNs because of their rapid expansion and the vast amounts of
personal data that its users have provided. The proposed OSN focuses on identifying
fraudulent accounts. To identify bogus accounts using criteria such as attribute similarity,
friend network similarity and aadhar number verification. The user profile structure was
examined and fake users were predicted using similarity calculations and classifier
algorithms. It also supports age estimation based restriction process implementing for
social responsibility. It also suggest an effective trust-based data sharing method that takes

into account the permission needs of all involved parties when deciding whether to allow
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or prohibit the shared resources. To examine data privacy before sharing it with the public,
a logical model of the suggested data sharing method is created. Here, a user is linked to a
limited group of reliable users who were chosen from their social circle. Before being sent
information to the public share, the user needs to get from the trustees at least k (i.e.,
recovery threshold) threshold values. This demonstrates that employing a dynamic
threshold in accordance with the UCB policy might result in a larger pay-out than doing so
with a fixed threshold. Also provide automatic

download and share blocking approach for secure image sharing.
CHAPTER 1

INTRODUCTION
1.1 NETWORK SECURITY

Managing Security means understanding the risks and deciding how much risk is
acceptable. Different levels of security are appropriate for different organizations. No
network is 100 percent secure, so don’t aim for that level of protection. If you try to stay
up-to-date on every new threat and every virus, you’ll soon be quivering ball of anxiety
and stress. Look for major vulnerabilities that you can address with your existing

resources.

Here present numerous advantages of computer networks and the Internet.
Connecting your network to the Internet provides access to an enormous amount of
information and allows you to share information on an incredible scale. However, the
communal nature of the Internet, which creates so many benefits, also offers malicious
users easy access to numerous targets. The Internet is only as secure as the networks it

connects, so we all have a responsibility to ensure the safety of our networks.

Information Security is the process of securing information data from unauthorized
access, use, modification, tempering, or disclosure. The theft of personal identity, credit
card information and other important data using hacked user names and passwords have
become common these days. In addition the theft of confidential business data may lead

to loss of business for commercial Organizations.
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1.2 PROBLEMS PRESENT IN NETWORK DOMAIN

e Hacking unauthorized access to or use of data, systems, server or networks
including any attempt to probe, scan or test the vulnerability ofa system,
server or network or to breach security or authentication measures without
express authorization of the owner of the system, server or network. Members
of the University should not run computer programs that are associated with
hacking without prior authorization. Obtaining and using such programs is not

typical of normal usage and may therefore otherwise be regarded as misuse.

e Use of University owned computer equipment, including the network, for
illegal activities including copying Copyright material without permission.
The vast majority of files shared on P2P (peer-to-peer) networks violate
copyright law because they were posted without permission of the artist or
label.

e Sending abusive e-mails or posting offensive Web pages.
o Creation or transmission of any offensive or indecent images.
o Deliberately creating or spreading computer viruses or worms.

1.3 TYPES OF ATTACKS

Networks are field to attacks from malicious sources. Attacks will also be from
two classes: "Passive” when a network intruder intercepts data travelling via the
network, and "active" where an outsider initiates commands to disrupt the network's
usual operation or to behavior reconnaissance and lateral action to seek out and
achieve access to belongings available through the network. Here listed below are

some of the most common types of the security threats.

131 DoS

The DOS- denial of service attack overwhelms the network host with the
stream of bogus data which keep it to process the designed data. The DoS attacks
will be launched against the computers and against the network devices. The DoS
attack is the security threat which implies that the larger attacks are in progress.
When the users computers are blocked by a DoS attack, then the attacker access the

resource and receive the needed information and returns the control to a user who
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does not know what occurred in it.

1.3.2 DDoS

The distributed denial of service is the attack occurs when the multiple system
Is used to flood the resources or bandwidth of a group of servers or one server. The
main purpose of this attack is to saturate a resource so that it is not available longer
for the legitimate use. The specialized software called DDS can able to block the

traffic that has a legitimate content but the bad intent.

1.3.3 Man in the middle

The man in the middle attack occurs when the person keeps a logical
connection or equipment between 2 communicating parties. These 2 communicating
parties assume they are directly communicating with each other, but the information
Is being sent to a man in the middle who forwards it to the proposed recipient. Most
of the organizations will adopt measures such as strong authentication as well as

latest protocols, including IPSec/L2TP with the tunnel endpoint authentications.

1.34 Social engineering

A social engineering attacks are not relying on technology or protocols to
succeed, but instead it relies on the human nature. Users generally trust each other
and where the this type of attacks start. It may comprise of false sites that ask for the

information from the unsuspecting web surfers.
1.35 Virus

The computer virus is the program which can infect the computer and copy
itself without user knowledge. These viruses started infecting the computers in 1980
itself and also continued to evolve till date. As the viruses changed over the years
and years, companies like McAfee and Symantec have specialized in the software,

which can eradicate and detect viruses from the computer system.

1.3.6 Worms

The worm is the something different from viruses; it is just a program andjust
not an infestation. These worms will use a computer network to send worm copies to
the other computers without the user's knowledge. They are proposed to cause

network problem such as resource utilization and bandwidth  issues. The most
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famous worms such as sobig and mydoom worms have affected more thousands of

servers and computers in the past.

1.3.7 Buffer overflow

The buffer overflow is the attack created anomaly by the rogue program when
writing data to the buffer intentionally overwrite the buffer memories and the
adjacent memory. It may result in memory errors and erratic behavior and a crash or

breach of the system security.

1.3.8 Packet sniffing

The attacker can use the protocol analyzer to launch the attack by the packet
sniffing. This is the process in which an attacker gathers the data sample with a
software or hardware device which allows data inspection at a packet level. The
attacker may see the IP addresses, unencrypted passwords, sensitive data and MAC

addresses.

1.4 TYPES OF SECURITY MEASUREMENTS
14.1 Authentication

e Authentication is used by a server when the server needs to know exactlywho
IS accessing their information or site.

e Authentication is used by a client when the client needs to know that the
server is system it claims to be.

e Usually, authentication by a server entails the use of a user name and
password. Other ways to authenticate can be through cards, retina scans,
voice recognition, and fingerprints.

14.2 Authorization

e Authorization is a process by which a server determines if the client has
permission to use a resource or access a file.

e Authorization is usually coupled with authentication so that the server has
some concept of which the client is that is requesting access.

e The type of authentication required for authorization may vary;
passwords may be required in some cases but not in others.
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1.4.3 Encryption

e Encryption involves the process of transforming data so that it is unreadable
by anyone who does not have a decryption key.

e The Secure Shell (SSH) and Socket Layer (SSL) protocols are usually used in
encryption processes. The SSL drives the secure part of “https://” sites used in
e-commerce sites (like E-Bay and Amazon.com.)

e All data in SSL transactions is encrypted between the client (browser)and the
server (web server) before the data is transferred between the two.

15 USES OF AUTHENTICATION, AUTHORIZATION AND
ENCRYPTION

Authentication, authorization, and encryption are used in everyday life. One
example in which authorization, authentication, and encryption are all used is

booking and taking an airplane flight.

Encryption is used when a person buys their ticket online at one of the many
sites that advertises cheap ticket. Upon finding the perfect flight at an ideal price, a
person goes to buy the ticket. Encryption is used to protect a person’s credit card and

personal information when it is sent over the Internet to the airline.
1.6 AUTHENTICATION

A key area in security research is authentication, the determination of whether
a user should be allowed access to a given system or resource. The important aspect
of authentication is confidentiality and integrity. Here, for protection of resource we
use authentication as a service. It is important that the same authentication technique
should not be used in every situation. A complication is that users may have many
passwords for Bank, network and web sites. The large number of passwords

increases interference and it is lead to forgetting or confusing passwords.

However, our proposal can also be used in other scenario where
confidentiality and integrity are the major security requirements. We propose
Authentication System for banking using Implicit Password. Implicit password is
particularly suited for mobile phones and portable computers, although itmay be
implemented for any computer. To put it simply, authentication is the process that

confirms a user’s identity. Traditionally, this is done through a username and
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password. The user enters their username, which allows the system to confirm their
identity; this system relies on the fact that only the user and the site’s server know

the password.

1.6.1 Password Authentication

While password authentication is the most common way to confirm a user’s
identity, it isn’t even close to the most effective or secures method.Anyone with
your credentials could access your account without your permission, and the system

wouldn’t stop them.

1.6.2 Email Authentication:

Email authentication is a password less option that allows users to
securely log in using just an email address. The process is very similar to
signing in with a Facebook or Twitter account, but this method offers a universal

approach.

e The user clicks the login button. This opens a mail to link that directsthe
person to pre-written email that includes an encrypted token.

e The user sends the email. The message already comes with a recipient
address so the user doesn’t need to enter any information.

e The server verifies the request. Using a combination of token-based
security checks, the user’s identity is verified.

1.6.3 Biometric Authentication:

Biometric authentication includes any type of authentication method that
requires a user’s biology. While this may seem like new-age technology, you’re
probably already using it to unlock the screen on your smartphone. Fingerprint
scanning is the most well-known form of biometric authentication, but face

recognition tools are an increasingly popular choice for developers.

Multiple images of part of a fingerprint are much less secure than a single,
clear image. Remember, too, that biometric authentication can’t be changed or
altered if a wuser’s fingerprints have been compromised. While biometric
authentication holds a lot of promise, it’s now most useful as an additional login tool

to bolster another system.
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1.7 AUTHORIZATION

Once a user has been authenticated, the authorization process determines what
permissions they have Permissions are what the user is able to do and see on your
website or server, and without them every user would have the same abilities and

access to the same information. Permissions are crucial for a few a reasons:
e They prevent a user from accessing an account that isn’t theirs.
e They restrict free accounts from getting premium features.

e They ensure internal accounts only have access to what they need.

CHAPTER 2 SYSTEM ANALYSIS
2.1 LITERATURE SURVEY

211 TWITTER NEWCOMERS: UNCOVERING THE BEHAVIOR AND
FATE OF NEW ACCOUNTS THROUGH EARLY DETECTION AND
MONITORING

AUTHOR: Michele Mazza, and Maurizio Mesconi
YEAR: 2023

The approach implies collecting tweets using queries related to a particular
topic or sampling random tweets in real time through the API. The accounts are
collected first and then, through monitoring, the tweets shared by them are captured.
These accounts were monitored since their registration on the platform. Our
analysis of deactivations and suspensions in the first 21 days confirms the relevance
of such accounts. For a broader temporal view, wescreened the accounts’ status two
years after creation. The results suggest a lack of sustained engagement with the
platform: only of the initial set of accounts were still active and produced more than
20 tweets over two years. Moreover, Bolometer based classification revealed that

most of these account is potential social bots.

Advantage:

% The use of a timestamp in the most significant bits ensures that IDs are time-
ordered with millisecond precision; the worker part identifies a specific thread.
% Early detection of bot activity.
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Disadvantage:

% It support for this repository was discontinued in earlier versions.

% Limited Generalizability.
212 EVALUATING THE INFLUENCE OF TWITTER BOTS VIA

AGENT-BASED SOCIAL SIMULATION
AUTHOR: Aldo Averza, Khaled Slhoub

YEAR: 2022

The propose an agent-based social simulation environment that utilizes the
social network Twitter, with the objective of evaluating how the beliefs of agents
representing regular Twitter users can be influenced by malicious users scattered
throughout Twitter with the sole purpose of spreading misinformation. We applied
two scenarios to compare how these regular agents behave in the Twitter network,
with and without malicious agents, to study how much influence malicious agents
have on the general susceptibility of the regular users. The successfully developed a
multi- agent system simulating the Twitter social media network through the Soil
Framework. We simulated two distinct scenarios, one with malicious agents and one

without them, to compare how much influence they have on the neutral agents.

Advantage:

% It used to represent social networks due to similarities in their design.

% Agent-based social simulation allows researchers to model the behavior of
individual agents and observe how their interactions contribute to emergent

phenomena at the macro level, such as influence on public opinion.

Disadvantage:

% When the shared information is not trustworthy and receives a largenumber of

interactions, it alters the public’s perception.

% Agent-based models often require simplifications and assumptions about real-
world phenomena, which may limit the accuracy and generalizability of the

simulation results.
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213 EXPLORING ADVERSARIAL ATTACKS AND DEFENCES FOR
FAKE TWITTER ACCOUNT DETECTION

AUTHOR: Panagiotis Kantartopoulos, Alexios Mylonas
YEAR: 2020

The proposed system is to deceive other users employing various methods, or
even create a stream of fake news and opinions in order to influence an idea upon a
specific subject, thus impairing the platform’s integrity. Threat actors update their
arsenal and launch a range of sophisticated attacks to undermine this detection
procedure, either during the training or test phase, rendering machine learning
algorithms vulnerable to adversarial attacks. Nowadays online social media suffers
from the proliferation of fake accounts, which are either manually or automatically
created. Fake accounts are used as the vector to interact with a population in a social
network, aiming to deceive or mislead them Dby posting either malicious or
misleading content. This content includes using shortened URLs that contain
malware and tricking innocent usersto click them, identity theft, data leakage, and
generic social engineering techniques. As a result, this impairs the capability of
social media to identify and stop the distribution of malicious content from those

accounts.

Advantage:

< It remedies the effects of the adversarial attacks that we have
implemented.

% Improved detection accuracy.

Disadvantage:

% Malicious Twitter users can also be human and present behaviors such as
Engaging heavily in political content.
% Some defense mechanisms may inadvertently impact legitimate users or

introduce new vulnerabilities.
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214 MEASURING EARLY DETECTION OF ANOMALIESAUTHOR:

Manuel F. Lépez-Vizcaino, Francisco J. Novoa

YEAR: 2022

The proposed early detection is a matter of growing importance in multiple
domains as network security, health conditions over social network services or
weather forecasts related disasters. It is not enough to make a good decision but it
also needs to be made on time. In this paper, we define a method to evaluate
detection of anomalies in time-aware systems. A set of experiments using three
different datasets from different fields are performed in order to compare the
behaviour of the different metrics. Two different approaches conduct first a batch
evaluation is performed, followed by a streaming evaluation which allows
presenting a more realistic behaviour of the systems. In the future, we expect to
extend this research in different ways. We would like to research specific early
detection models for some of the problems considered in this work (e.g. network
attacks) and analyse their performance using Tap. Within that work we will delve
into feature extraction or generation, preprocessing and model definition. Also
interesting is the use different datasets from the same topic to compare the
performance of different machine learning models in a time-aware prediction, using

the methodology and metric proposed.

Advantage:
% It prevents their use for performance comparison.
% Improve security.

Disadvantage:

% The evaluations do not actually consider the time required for the
detection.
 Early detection systems may produce false positive alerts, flagging normal

variations or benign anomalies as potential issues.

215 AN EFFICIENT DECENTRALIZED IDENTITY MANAGEMENT
SYSTEM BASED ON RANGE PROOF FOR SOCIAL NETWORKS

AUTHOR: Xinjie Zhu, Debiao He

YEAR: 2023
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The proposed protocol includes a range proof protocol to provide attribute
privacy. The range proof protocol works with anonymous credentials and does not
need a trusted setup. Moreover, the identity model behind the DID protocol is
extended from an existing model, which achieves identity revocation. Finally, we
implement a system prototype on the blockchain for evaluation. The security analysis
shows that our protocol provides stronger privacy protection. The performance
evaluation indicates that the computation cost and blockchain overheads of our
protocol are acceptable in OSNs. Most of the existing OSNs are based on centralized
identity model, such as Facebook and Twitter. Users have an identity on each OSNs
service providers, and need tohandle a number of identities. The identity profile
cannot be reused between different service providers. Federated identity model
appeared to solve this, which utilizes a OSNs service provider as an identity provider

(IDP) to manage users’ identity.

Advantage:

% The performance evaluation indicates that the computation cost and
blockchain overheads of our protocol are acceptable in OSNs.

% Reduce dependency on central authorities.

Disadvantage:

% The range proof protocol works with anonymous credentials and does not
need a trusted setup.

% While decentralized identity management systems offer greater user control
and privacy, they may also be exploited for illicit activities such as money

laundering, terrorist financing, or identity fraud.

216 UNRELIABLE USERS DETECTION IN SOCIAL MEDIA: DEEP
LEARNING TECHNIQUES FOR AUTOMATIC DETECTION

AUTHOR: Giuseppe Sansonetti, Fabio Gasparetti
YEAR: 2020

The purpose of the research work documented here in has concerned the
realization of a model, based on Deep Learning techniques, able to detect fake news

and unreliable users through two elements: the text content and the social context in
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which the news is available. In the research literature, there exist several noteworthy
systems that exploit different approaches to predict the news reliability degree based
on the text content only. A reliable profile is defined in terms of the ratio between the
number of real stories deliberately posted and the number of all shared stories. In our
evaluation, we took advantage of a popular fact-checker website to build up a
significant dataset of both reliable and unreliable social network profiles and news.
Starting from this dataset, two different processes have been developed. First, we
extract features from the news content to create a dataset that can be given in input
to various types of classifiers, thus obtaining a result in terms of news classification

(fake or real).

Advantage:

% News content in the collected dataset has been extracted and used for training
the four classifiers.

% Deep learning techniques have demonstrated high accuracy in pattern
recognition tasks, making them effective for detecting unreliable users in

social media.

Disadvantage:

% The resulting matrix would be too large and sparse.
% Deep learning models are often complex and difficult to interpret, making it

challenging to understand the rationale behind their decisions.

217 DETECTING FAKE ACCOUNTS ON SOCIAL MEDIA USING
NEURAL NETWORK

AUTHOR: Snehal Bhambar, Kanchan Khairnar

YEAR: 2022

This proposed work uses the techniques like neural networks i.e. NN and
support vector machine called as SVM for classification of real and fake accounts.
The feature set that influences the detection of fake accounts detection of the fake on
Facebook or Twitter will be used. This proposed work is expected to generate the

higher value of f-measure and recall required for detection of fake account in
International Journal of Novel Research and Development (www.ijnrd.org)
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Facebook or Twitter or Twitter. The propose machine learning techniques such as
Neural Networks and SVM for detecting the fake accounts on Facebook or Twitter .
Different data mining tools has been used for the simulation of the algorithm and the
obtained results are presented by the proposed plan. In this proposed hybrid
technique be used to most successful classifier neural network and SVM. K-means
clustering is also used to improve the accuracy and reduce the time complexity of
the algorithm. In proposed work collected real-time data set of Facebook or Twitter

from Facebook or Twitter users.

Advantage:

% The machine learning techniques are neural network and Support vector
machine provides the accurate results.
% Neural networks have demonstrated high accuracy in various classification tasks,

including the detection of fake accounts on social media.

Disadvantage:

% The difficulty of identity management.

% It provides computational complexity.
218 RESEARCH ON THE RELATIONSHIP BETWEEN PERCEIVED SOCIAL

SUPPORT AND EXERCISE BEHAVIOR OF USER IN SOCIALNETWORK
AUTHOR: Licai Lei and Enyu Zeng

YEAR: 2020

The results show that the decision tree can detect the heterogeneous intervention
effect. In some cases, there is not a perfectly positive correlation between the degree of
perceived social support and the number of average daily steps, and the relationship with
friends has a great impact on the user’s perceived social support. In addition, it also
reveals the relationship between social comparison and perceived social support, and their
interaction on exercise behavior. Finally, this study provides practical suggestions for the
design and operation of health social network platform. In this paper, based on the issues
and background, we first review the available literature related to this topic; then we
introduce the data sources used in this study. The paper concludes with research

contributions and implications, aswell as limitations.
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Advantage:

% A data-driven approach that provides a more direct and understandable result.
% Research findings can inform the design and implementation of intervention
strategies aimed at leveraging social support networks to promote exercise and

physical activity.
Disadvantage:

% The degree of perceived social support and the number of average.
% Reliance on self-reported data may introduce inaccuracies and limitationsin

assessing the true relationship between these variables.

219 RESEARCH ON THE LINK PREDICTION MODEL OF DYNAMIC
MULTIPLEX SOCIAL NETWORK BASED ON IMPROVED GRAPH
REPRESENTATION LEARNING

AUTHOR: Tianyu Xia, Yijun Gu, and Dechun Yin
YEAR: 2020

The proposed model selected time slices for dynamic social network to get the
graph embeddings in different snapshots. The time step embedding vector was used
to validate t time step prediction effect and the proposed model performed better than
traditional graph representation learning methods. Research on complex network,
there are no types of edge relationships between nodes. The network structure
formed by this situation is called a single- dimensional complex network. However,
in actual situations, in addition to the characteristic that the topology of the real
network changes dynamically over time, the connections between its nodes are also
complex and multi-dimensional. At this time, it is believed that there may be more
than one node between two nodes in the network. In actual
network,multidimensional complex network has more practical significance than
single- dimensional complex network. Therefore, it is necessary to introduce more

dimensional information in network analysis.

Advantage:

% In actual network, multidimensional complex network has more practical

significance than single-dimensional complex network.
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 Enhanced prediction accuracy.

Disadvantage:

% It has no types of edge relationships between nodes.
% Advanced graph representation learning techniques often result in

complex models that are challenging to interpret and understand.

2110 MULTI-ORDER HYPERGRAPH CONVOLUTIONAL NEURAL
NETWORK FOR DYNAMIC SOCIAL RECOMMENDATION SYSTEM

AUTHOR: Yu Wang and Qilong Zhao
YEAR: 2022

Propose a Multi-Order Hypergraph Convolutional Neural Network (MOHCN) for
dynamic social recommendation system to improve the recommendation task, which
models the users’ dynamic interest evolution at the session level. In this paper, we
propose a Multi-order Hypergraph Convolutional Neural Network for dynamic social
recommendation system, which uses hypergraph to model user-item interaction graphs
and user-user social graphs together. To compensate for the lack of social information
of some users, we combine the implicit social relations obtained from user-item
interaction graph with the explicit social relations from user-user social graph. The first
to fill the gap by modeling session-based data as a multi-order hypergraph structure
dynamically, which can better encode high-order data correlation. The experimental
results on two real-world datasets prove the effectiveness of our proposed MOHCN

compared to the state-of-the-art.

Advantage:

% Uses hypergraph to model user-item interaction graphs and user-user social graphs
together.

% Itimproves recommendation accuracy.

Disadvantage:

% It recommendation task, which models the users’ dynamic interest evolution at the
session level.
% The complexity and computational cost of these models may limit their practical

applicability, particularly for resource-constrained environments or platforms.
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2.2 EXISTING SYSTEM

Most of the OSN are free but some charge the membership fee and uses this
for business purposes and the rest of them raise money by using the advertising. The
social networking sites are making our social lives better but nevertheless there are a
lot of issues with using these social networking sites. An efficient private graph
intersection operation is a crucial technology in the field of graph data managing,
which is widely existed in SIoT network applications such as social relationship
retrieval and social network analysis. Each of the participants holds a private graph,
which is intended to be kept secret from other participant and obtain the intersection
of the graphs from the participants. However, in some real-world applications of
graph intersection, thegraph is extremely complex. Due to the high complexity, the
graph data owner requires a large quantity of storage space to store the graph data.
Thus, the limited storage space makes it far more difficult for the data owner to
handle the above tasks. Furthermore, even though the data owners have enough
storage space to store the graph data, the data calculation and analysis may encounter
other obstacles for lack of computation ability. Here introduced a cutting-edge deep-
transfer learning model that streamlines fake-profile detection. Audio signals
undergo 1D Fourier, Cosine, Convolutional, Gabor, and Wavelet Transforms. Image
and video data are processed with their 2D counterparts. Then binary Convolutional

Neural Network (bCNN) used to distinguish between genuine and fake profiles.

Disadvantages

% Due to the high complexity of the graph, the graph data owner requires a

large quantity of storage space to store the graph data.
% Decision-making problem occurs when predicting fake account.

% Possible to create multiple accounts with fake profile information.
2.3 PROPOSED SYSTEM
The project aims to revolutionize the detection of fake profiles on social
networking platforms by leveraging the platforms' own data while prioritizing user
privacy and enhancing security through blockchain technology. By analyzing vast
amounts of user data using machine learning algorithms, the system can identify

patterns indicative of fake profiles, such as unusual behavior or inconsistencies in
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profile information. Crucially, the project ensures compliance with privacy
regulations by accessing only necessary data and employing techniques like
differential privacy. The proposed project incorporates attribute similarity analysis
classified using Support Vector Machine (SVM) classification algorithm as a pivotal
component in detecting fake profiles on social networking platforms. By employing
SVM, the system can effectively classify profiles based on similarities in attributes
such as profile information, activity patterns, and interaction history.It automatically
detects on user age based on aadhar and provide restrictions for account creation.
This approach enhances the accuracy of fake profile detection by identifying subtle
discrepancies that may indicate fraudulent behavior. Users' loss of privacy is
correlated with their trust values, and the suggested mechanism can incentivize users
to show greater consideration for the privacy of other users. To modify the trust-
based mechanism's parameter, a bandit strategy is suggested. Applying the UCB
policy allows the user to weigh the pros and cons of sharing data while maintaining

privacy.
Advantages
% Avoid the fake account creation in online social network application.

¢ Trust values to indicate how much influence a user’s opinion will have onthe

aggregated decision.

% Avoids the privacy loss of user by validating the shared information.
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CHAPTER 3 SYSTEM ARCHITECTURE
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Fig 3.1 System Architecture
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CHAPTER 4 SYSTEM
REQUIREMENTS

4.1 HARDWARE REQURIEMENTS

% Processor - Intel processor 2.6.0 GHZ
% RAM 4GB

% Hard disk 1160 GB

% Compact Disk : 650 Mb

% Keyboard : Standard keyboard

% Monitor : 15 inch color monitor

4.2 SOFTWARE REQURIEMENTS

% Operating System : Windows OS

% Front End : PHP

“ IDE : Macromedia Dreamweaver 8
% Back End : MySQL

% Application : Web Application

CHAPTER 5 SOFTWARE DESCRIPTION
5.1 FRONT END : PHP

PHP: Hypertext Preprocessor is a widely used, general-purpose scripting
language that was originally designed for web development to produce dynamic web
pages. For this purpose, PHP code is embedded into the HTML source document and
interpreted by a web server with a PHP processor module, which generates the web
page document. As a general-purpose programming language, PHP code is
processed by an interpreter application in command-line mode performing desired
operating system operations and producing program output on its standard output
channel. PHP was originally created by Rasmus Lerdorf in 1995. PHP is free
software released under the PHP License, which is incompatible with the GNU
General Public License (GPL) because restrictions exist regarding the use of the term

PHP. Hypertext refers to files linked together using hyperlinks, such as HTML
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(HyperText Markup Language) files. Preprocessing is executing instructions that
modify the output. Below is a demonstration of the difference between HTML and
PHP files.

Accessing an HTML Page

Browsers Requests File =

A 4

Server Sends Requested File

A

User Computer Server

Fig 5.1 Accessing an HTML page
1. Your browser sends a request to that web page's server (computer) for thefile

(HTML or image) you wish to view.

2. The web server (computer) sends the file requested back to your

computer.
3. Your browser displays the file appropriately.
4. If you request a PHP file, the server handles it differently.

Accessing a PHP Page

Browser Reguests a PHP File

Sarver Sends The
Output of the File Server

Your Computer

Server Executes
Instructions in File

Fig 5.2 Accessing a PHP Page
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1. Your browser sends a request to that web page's server for the PHP fileyou

wish to view.

2. The web server calls PHP to interpret and perform the operations calledfor in
the PHP script.

3. The web server sends the output of the PHP program back to yourcomputer.

4. Your browser displays the output appropriately.

Benefits of PHP

Because the server does processing, the output of PHP files changes whenits input

changes.

For example, most of the pages on the Horticulture site have only two (2) PHP

commands:

1. Include the header file that defines the links on the left, the banner, andthe

quick links at the top.

2. Include the footer file that displays the mission statement and

Horticulture contact information.

Security

About 30% of all vulnerabilities listed on the National VVulnerability Database are
linked to PHP. These vulnerabilities are caused mostly by not following best practice
programming rules: technical security flaws of the language itself or of its core libraries
are not frequent (23 in 2008, about 1% of the total). Recognizing that programmers
make mistakes, some languages include taint checking to detect automatically the lack
of input validation which induces many issues. PHPIDS adds security to any PHP
application to defend against intrusions. PHPIDS detects attacks based on cross-site
scripting (XSS), SQL injection, header injection, directory traversal, remote file

execution, remote file inclusion, and denial-of- service (DoS)

Syntax

The PHP interpreter only executes PHP code within its delimiters. Anything
outside its delimiters is not processed by PHP (although non-PHP text is still subject to
control structures described in PHP code). The most common delimiters are <?php to
open and ?> to close PHP sections. <script language="php"> and </script> delimiters
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are also available, as are the shortened forms <?or<?= and ?> as well as ASP-style
short forms <% or <%= and %>. While short delimitersare used, they make script files
less portable as support for them can be disabled in the PHP configuration, and so they
are discouraged. The purpose of all these delimiters is to separate PHP code from non-
PHP code, including HTML.

The first form of delimiters, <?php and ?>, in XHTML and other XML
documents, creates correctly formed XML 'processing instructions'. This means that the
resulting mixture of PHP code and other markup in the server-side file is itself well-
formed XML.

Variables are prefixed with a dollar symbol, and a type does not need to be

specified in advance. Both double-quoted (") and here-doc strings provide the ability
to interpolate a variable's value into the string. PHP treats newlines as whitespace in the
manner of a free-form language (except when inside string quotes), and statements are
terminated by a semicolon. PHP has three types of comment syntax: /* */ marks block

and inline comments; // as well as # are usedfor one-line comments.

Data types

PHP stores whole numbers in a platform-dependent range, either a 64-bit or
32-bit signed integer equivalent to the C-language long type. Unsigned integers are
converted to signed values in certain situations; this behavior is different from other
programming languages. Integer variables can be assigned using decimal (positive
and negative), octal, and hexadecimal notations. Floating point numbers are also
stored in a platform-specific range. PHP has a native Boolean type that is similar to
the native Boolean types in Java and C++. The null data type represents a variable
that has no value. Variables of the "resource” type represent references to resources

from external sources.

Functions

PHP has hundreds of base functions and thousands more via extensions. These
functions are well documented on the PHP site; however, the built-in library has a
wide variety of naming conventions and inconsistencies. PHP currently has no
functions for thread programming, although it does support multi-process

programming on POSIX systems.
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52 BANK END : MySQL
Graphical

The official MySQL Workbench is a free integrated environment developed by
MySQL AB, which enables users to graphically administer MySQL databases and
visually design database structures. MySQL Workbench replaces the previous
package of software, MySQL GUI Tools. Similar to other third- party packages, but
still considered the authoritative MySQL frontend; MySQL Workbench lets users
manage database design & modeling, SQL development and Database

administration.

MySQL Workbench is available in two editions, the regular free and open
source Community Edition which may be downloaded from the MySQL website,
and the proprietary Standard Edition which extends and improves the feature set of

the Community Edition.
Command line

MySQL ships with some command line tools. Third-parties have also

developed tools to manage a MySQL server, some listed below.

Maatkit - a cross-platform toolkit for MySQL, PostgreSQL and Memcached,
developed in Perl Maatkit can be used to prove replication is working correctly, fix

corrupted data, automate repetitive tasks, and speed up

servers. Maatkit is included with several GNU/Linux distributions such as CentOS

and Debian and packages are available for Programming.

MySQL works on many different system platforms, including AlIX, BSDi,
FreeBSD, HP-UX, eComStation, i5/0S, IRIX, Linux, Mac OS X, Microsoft
Windows, NetBSD, Novell NetWare, OpenBSD, OpenSolaris, OS/2 Warp, QNX,
Solaris, Symbian, SunOS, SCO OpenServer, SCO UnixWare, Sanos and Tru64. A
port of MySQL to OpenVMS also exists. MySQL is writtenin C and C++,

FEATURES OF MYSQL
As of April 2009, MySQL offered MySQL 5.1 in two different variants: the

open source MySQL Community Server and the commercial Enterprise Server.

MySQL 5.5 is offered under the same licences. They have a common code base and
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include the following features:
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A broad subset of ANSI SQL 99, as well as extensions
Cross-platform support

Stored procedures

Triggers

Cursors

Updatable Views

Information schema

Strict mode

X/Open XA distributed transaction processing (DTP) support; two phase
commit as part of this, using Oracle's InnoDB engine

Independent storage engines

Transactions with the InnoDB, and Cluster storage engines; savepointswith
InnoDB

SSL support

Query caching

Sub-SELECTsS (i.e. nested SELECTS)

Full-text indexing and searching using MyISAM engine
Embedded database library

ACID compliance when using transaction capable storage engines

CHAPTER 6 SYSTEM SPECIFICATION

6.1 MODULES

*»* OSN Framework

% Age Estimation
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+»» Fake Account Classification
% Information Sharing

«*» Trust Value Estimation

*

L)

*

Avoid lllegal Activity

L)

6.2 MODULES DESCRIPTION
6.21 OSN FRAMEWORK CREATION

Social network refers to interaction among people in which they create,
share, and/or exchange information and ideas in virtual communities and
networks. In face book, GUI is a type of user interface that allows users to
interact with users through graphical icons and visual indicators such as
secondary notation, as opposed to text-based interfaces, typed command labels
or text navigation. In this module, we can have three types of users such as
Image owner, image users and image server. Image owner can be upload the
Image into system and image server stores the images in database. Image users

use images which are shared by image owner.

6.22 AGEESTIMATION

Profile information in online networks will also be static or dynamic. In this
proposed system, user should enter their aadhar information with their profile
information. The unique identification of aadhar will make the identification of
fake accounts in efficient manner. During aadhar verification process, user’s age

will be estimated and provide restrictions for some age limitations.

6.23 FAKE ACCOUNT CLASSIFICATION

In this proposed system, user should enter their aadhar information with
their profile information. The unique identification of aadhar will make the
identification of fake accounts in efficient manner. To find fake accounts based
on attribute similarity, aadhar number verification, and similarity of attribute
together with IP address. In the proposed method, the user profile structure was
analyzed and the fake users were predicted by computing similarity and the
classifier algorithms. Here SVM classification technique could be utilized to

predict fake account. The besthyperplane for an SVM method that the one with

International Journal of Novel Research and Development (www.ijnrd.org)



http://www.ijrti.org/

© 2024 IJNRD | Volume 9, Issue 4 April 2024| ISSN: 2456-4184 | JNRD.ORG

the biggest line between the two classes.

SVM Classification

Support Vector Machine (SVM) is a supervised algorithm based on
machine learning which can be used for both classification and regression
problems. However, it's far ordinarily used in classification work. In this work,
plot each data item as a point in n-dimensional space with the value of every
feature being the count of a particular coordinate. Then, we perform
classification by finding the hyper-plane that differentiates the two classes very

well. The hyperplane is the line with the biggest margin to both groups.

Y

Support Vectors % ©

X

Support Vector Machines has higher effectiveness in higher dimensional
spaces. It is even very effective on data sets where number of dimensions is

greater than the number of samples.
Hyperplane
The two-dimensional linearly separable data can be separated by a line.
The function of the line is y=ax+by.
We rename x with x1 and y with x2 and we get:

ax1—x2+b=0

If we define x = (x1,x2) and w = (a,—1) we get:
w-X+b=0

This equation is derived from two-dimensional vectors. But in fact, it also

works for any number of dimensions. This is the equation of the hyperplane.
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Classifier
Once we have the hyperplane, we can then use hyperplane to make
predictions. We define the hypothesis function h as:
h(xi)={+1if w-x+b>0
h(xi)={-1if w-x+b<0
The point above or on the hyperplane will be classified as class +1, and

the point below the hyperplane will be classified as class -1.

So basically, the goal of the SVM learning algorithm is to find a
hyperplane which could separate the data accurately. There might be many such
hyperplanes. And we need to find the best one, which is often referred as the
optimal hyperplane.Support Vector Machines has higher effectiveness in higher

dimensional spaces.

Stepl: Malicious URLs and keywords have been collected and stored on

blacklist storage.

Step 2: For the collection of Malicious URLs number of features could be
used like URL length, the number of dots, ip Address, SSL connection, at
symbol(@) and dash symbol(-).

Step 3: The selected features identified from URL then stored on
blacklist.

Step 4: User could enter the URL or Keyword for searching details.

Step 5: Input data classified with trained dataset with the help of SVM

classifier.

Step 6: SVM classifier returns either an URL is phishing or non-phishing.

6.24 INFORMATION SHARING

Given the data item that a user wants to post and the privacy policy specified
by the user, every involved user makes a “vote” to state whether he/she
approves of the privacy policy. Only when the aggregation of the votes satisfies a
certain condition, the data can be posted. The interaction between the trust value and

the privacy loss implies that if the user wants to reduce his/her privacy loss, then
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when posting a co-owned data item, the user should always consider others’ privacy

requirements rather than taking a unilateral decision.

6.25 TRUST VALUE ESTIMATION

Trust-based privacy management mechanism, we introduce a threshold
based on which the user makes the final decision on data posting. Simply
speaking, a high threshold indicates that the user has a relatively low tendencyto
share the data with others, and only when the majority of the involved users or
users that are highly trusted agree to post the data, the data can finally be posted.
Considering that a user continually posts data items in an OSN, we model the
threshold selecting problem as a sequential decision-making problem. More
specifically, we formulate the problem as a multi-armed bandit problem and
apply the upper confidence bound (UCB)policy to solve the problem. Simulation
results show that dynamically adjusting the threshold according to the UCB
policy can lead to a higher payoff than using a fixed threshold.

Upper Confidence Bound Algorithm

Upper Confidence Bound (UCB) is the most widely used solution method
for multi-armed bandit problems. This algorithm is based on the principle of
optimism in the face of uncertainty. In other words, the more uncertain we are

about an arm, the more important it becomes to explore that arm.

e Distribution of action-value functions for 3 different arms al, a2 and a3
after several trials. This distribution shows that the action value for al has
the highest variance and hence maximum uncertainty.

e UCB says that we should choose the arm a; and receive a reward making us
less uncertain about its action-value. For the next trial/time step, if westill
are very uncertain about a;, we will choose it again until the uncertainty is

reduced below a threshold.
Class UCB1():
def init_(self, counts, values):
self counts = counts.

Self values = values.

IJNRDTH00133
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return

def-initialize(self, n_arms):

self.counts = [0 for col in range(n_arms)]
self.values = [0.0 for col in range(n_arms)]

return

6.2.5 AVOID ILLEGAL ACTIVITY

After estimating trust value the image will be sharing to the public
users.Public users can view the shared image, and they can post their comment
for that image.This proposed approach avoids the illegal sharing of image and

download properties.

CHAPTER 7 SYSTEM DESIGN

7.1 DATAFLOW DIAGRAM
Level 0

Database

Social Network
Application

User

Fig 7.1 Data Flow Diagram Level 0
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Level 1

Account
Creation

User

h 4

Similarity
Analysis

A 4

Aadhar Number
Verification

A 4

Fake Account
Detection

Database

Age Estimation

Fig 7.2 Data Flow Diagram Level 1
Level 2

Access

:Qount

h 4

User

Send Friend
Request
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Group Creation
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Fig 7.3 Data Flow Diagram Level 2
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Level 3

Access

:Qount

w

Group User

View Post

v

Provide Opinion

Database

Trust Value
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Fig 7.4 Data Flow Diagram Level 3
Level 4

Access
Account

Public User

Comment Process Database

Fig 7.5 Data Flow Diagram Level 4
7.2 USECASE DIAGRAM

A use case is a list of steps, typically defining interactions between a role
(known in Unified Modeling Language (UML) as an "actor") and a system, to

achieve a goal. The actor can be a human, an external system, or time.

IJNRDTH00133
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In systems engineering, use cases are used at a higher level than within

software engineering, often representing missions or stakeholder goals.

Use

Case Diagram has actors like sender and receiver. Use cases show the activities

handled by both sender and receiver.

Its purpose is to present a graphical overview of the functionality

provided by a system in terms of actors, their goals and any dependencies

between those usecases. The main purpose of a usecase diagram is to show what

system functions are performed for which actor. Roles of the actors in the

system can be depicted.

System

Framework Creation

Account Creatlon

Fake Account Detection
Blockchain Creation

Data and Image Sharing

\\//

/

Trust Value Analysis/
Threshold Checking

Data and Image View

Fig 7.6 Usecase Diagram
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7.3 SEQUENCE DIAGRAM

A Sequence diagram is an interaction diagram that shows how processes
operate with one another and in what order. It is a construct of a Message
Sequence Chart. A sequence diagram shows object interactions arranged in time
sequence. Sequence diagram is sometimes called event trace diagrams, event
scenarios, and timing diagrams. A sequence diagram shows, as parallel vertical
lines, different processes that live simultaneously and horizontal arrows. The
messages exchanged between them. Sequence diagram has three objects. The

connection between the objects is mentioned using stimulus and self-stimulus.
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7.4 ACTIVITY DIAGRAM

Activity diagrams are graphical representations of workflows of stepwise
activities and action with support for choice, iteration and concurrency. In the
Unified Modeling Language, activity diagrams are intended to model both
computational and organizational processes Activity diagrams show the overall flow of
control. Activity diagram has initial and final state. Then activities are mentioned

between the states.
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CHAPTER 8 SYSTEM TESTING

8.1 SYSTEM TESTING

Testing is a process of checking whether the developed system is working
according to the original objectives and requirements. It is a set of activities thatcan be
planned in advance and conducted systematically. Testing is vital to the success of the
system. System testing makes logical assumption that if all the parts of the system are
correct, the global will be successfully achieved. In adequate testing if not testing leads

to errors that may not appear even many months.

This creates two problems, the time lag between the cause and the appearance of
the problem and the effect of the system errors on the files and records within the
system. A small system error can conceivably explode into a much larger Problem.

Effective testing early in the purpose translates directly into long term cost savings from
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a reduced number of errors. Another reason for system testing is its utility, as a user-
oriented vehicle before implementation. The best programs are worthless if it produces

the correct outputs.

Description Expected result

Test for application window | All the properties of the windows are

properties. to be properly aligned and displayed.

_ All the mouse operations like click
Test for mouse operations.
drag, etc. must perform the necessary

operations without any exceptions.

UNIT TESTING:

A program represents the logical elements of a system. For a program to run
satisfactorily, it must compile and test data correctly and tie in properly with other
programs. Achieving an error free program is the responsibility of the programmer.
Program testing checks for two types of errors: syntax and logical. Syntax error is a
program statement that violates one or more rules of the language in which it is written.
An improperly defined field dimension or omitted keywords are common syntax errors.
These errors are shown through error message generated by the computer. For Logic

errors the programmer must examine the output carefully.

Description Expected result

Test for application window | All the properties of the windows are

properties. to be properly aligned and displayed.

All the mouse operations like click,

Test for mouse operations. drag, etc. must perform the necessary

operations without any exceptions.
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FUNCTIONAL TESTING:

Functional testing of an application is used to prove the application delivers
correct results, using enough inputs to give an adequate level of confidence that will
work correctly for all sets of inputs. The functional testing will need to prove that the
application works for each client type and that personalization function work correctly.
When a program is tested, the actual output is compared with the expected output. When
there is a discrepancy the sequence of instructions must be traced to determine the
problem. The process is facilitated by breaking the program into self-contained
portions, each of which can be checked at certain key points. The idea is to compare

program values against desk-calculated values to isolate the problems.

Description Expected result
Test for all modules. All peers should communicate in
the group.

Test for wvarious peer in a

distributed network framework The result after execution

as it display all users available in | ¢p14 give the accurate result.

the group.

NON-FUNCTIONAL TESTING:

The Non Functional software testing encompasses a rich spectrum of testing
strategies, describing the expected results for every test case. It uses symbolic analysis
techniques. This testing used to check that an application will work in the operational

environment.

Non-functional testing includes:
e Load testing
e Performance testing
o Usability testing

o Reliability testing
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e Security testing

LOAD TESTING:

An important tool for implementing system tests is a Load generator. A Load
generator is essential for testing quality requirements such as performance and stress. A
load can be a real load, that is, the system can be put under test to real usage by having

actual telephone users connected to it. They will generatetest input data for system test.

Description Expected result

It is necessary to ascertain |Should designate another
that the application behaves [active node as a Server.

correctly under loads
when _Server busy*

response is received.

8.2 PERFORMANCE TESTING:

Performance tests are utilized in order to determine the widely defined
performance of the software system such as execution time associated with various parts
of the code, response time and device utilization. The intent of this testing is to identify

weak points of the software system and quantify its shortcomings.

Description Expected result

This is required to assure that an Should handle large input values,
application perforce adequately, land produce accurate result in a
having the capability to handle [expected time.

many peers, delivering its results
in expected time and using an
acceptable level of resource and it
IS an aspect of operational

management.
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RELIABILITY TESTING:

The software reliability is the ability of a system or component to perform its
required functions under stated conditions for a specified period of time and it is being
ensured in this testing. Reliability can be expressed as the ability ofthe software to

reveal defects under testing conditions, according to the specified requirements.

Description Expected result

This is to check that the server is| In case of failure of the
rugged and reliable and can handle | server an alternate server
the failure of any of the components | should take over the job.

involved in provide the application.

8.3 SECURITY TESTING:

Security testing evaluates system characteristics that relate to the availability,
integrity and confidentiality of the system data and services. Users/Clients should be
encouraged to make sure their security needs are very clearly known at requirements

time, so that the security issues can be addressed by the designers and testers.

Description Expected result
Checking that the user In case failure it should not be
identification is authenticated. connected in the framework.
Check whether group keys in The peers should know group
a tree are shared by all peers. key in the same group.

8.4 WHITE BOX TESTING:

White box testing, sometimes called glass-box testing is a test case design
method that uses the control structure of the procedural design to derive test cases.
Using white box testing method, the software engineer can derive test cases. The White

box testing focuses on the inner structure of the software structure to be tested.
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Description Expected result

Exercise all logical decisions on| All the logical decisions must be

their true and false sides. valid.

Execute all loops at their

boundaries  and  within | Ajjhe loops must be finite.

their operational bounds.

Exercise internal data structures | All the data structures must be

to ensure their validity. valid.

8.5 BLACKBOX TESTING

Black box testing, also called behavioral testing, focuses on the functional
requirements of the software. That is, black testing enables the software engineer to
derive sets of input conditions that will fully exercise all functional requirements for

a program. Black box testing is not alternative to white box techniques.

Rather it is a complementary approach that is likely to uncover a different class

of errors than white box methods.

Black box testing attempts to find errors which focuses on inputs, outputs, and

principle function of a software module.

The starting point of the black box testing is either a specification or code. The
contents of the box are hidden and the stimulated software should produce the desired

results.
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Description Expected result

To check for incorrect or missing| All the functions must be valid.

functions.

To check for interface errors. The entire interface must function

normally.

To check for errors in a data|The database updation and retrieval
structures or external database must be done.

aCCess.

To check for initialization and | All the functions and data structures

termination errors. must be initialized properly and

terminated normally.

All the above system testing strategies are carried out in as the development,
documentation and institutionalization of the proposed goals and related policies is

essential.

CHAPTER 9 SYSTEM
IMPLEMENTATION

9.1 USER TRAINING

Implementation of software refers to the final installation of the packagein its
real environment, to the satisfaction of the intended users and the operation of the

systems. The people are not sure that the software is meant to make their job easier.
e The active user must be aware of the benefits of using the systems.
e Their confidence in the software built up.

e Proper guidance is impaired to the user so that he is comfortable in using the
application.

Before going ahead and viewing the systems, the user must know that for viewing

the results, the server program should be running in the server. If the server object is not
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running on the server, the actual processes will not take place.

9.2 TRAINING ON THE APPLICATION SOFTWARE

To achieve the objective and benefits expected from the proposed system it is
essential for the people who will be involved to be confident of their role in the new
system. As system becomes more complex, the need for education and training is more

and more important.

Education is complementary to training. It brings life to formal training by

explaining the back ground to the resources for them.

Education involves creating the right atmosphere and motivating user staff.

Education information can make training more interesting and more understandable.

9.3 OPERATIONAL DOCUMENTATION

After providing the necessary basic training on the computer awareness, the users
will have to be trained on the new application software. This will give the underlying
philosophy of the use of the new system such as the screen flow, screen design, type of
help on the screen, type of errors while entering the data, the corresponding validation
check at each entry and the ways to correct the data entered. This training may be

different across different user groups and across different levels of hierarchy.

Operational maintenance is the care and minor maintenance of equipment using
procedures that do not require detailed technical knowledge of the equipment‘s or
system‘s function and design. This category of operational maintenance normally
consists of inspecting, cleaning, servicing, preserving, lubricating, and adjusting, as
required.

9.4 SYSTEM MAINTENANCE

Once the implementation plan is decided, it is essential that the user of the
system is made familiar and comfortable with the environment. A documentation

providing the whole operations of the system is being developed.

Useful tips and guidance is given inside the application itself to the user. The
system is developed user friendly so that the user can work the system from the tips

given in the application itself.

The results obtained from the evaluation process help the organization to
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determine whether its information systems are effective and efficient orotherwise.
the process of monitoring, evaluating, and modifying of existing information
systems to make required or desirable improvements may be termed
as system maintenance. System maintenance is an ongoing activity,which covers a wide
variety of activities, including removing program and design errors, updating

documentation and test data and updating user support.

9.5 CORRECTIVE MAINTENANCE

The maintenance phase of the software cycle is the time in which software
performs useful work. After a system is successfully implemented, it should be
maintained in a proper manner. System maintenance is the important aspect in the

software development life cycle.

Software product enhancements may involve providing new functional
capabilities, improving user displays and mode of interaction, upgrading the
performance characteristics of the system. So only through proper system maintenance

procedures, the system can be adapted to cope up with these changes.

This type of maintenance implies removing errors in a program, which might

have crept in the system due to faulty design or wrong assumptions.

9.6 ADAPTIVE MAINTENANCE

The first maintenance activity occurs because it is unreasonable to assume that
software testing will uncover all latent errors in a large software system.

During the use of any large program, errors will occur and be reported to the
developer.

The process that includes the diagnosis and correction of one or more errors is

called Corrective Maintenance.

Adaptive maintenance includes changes to the functionality of the system
developed for specific customer needs. Adaptive maintenance also implies the need for
modifications of certain functionalities, although the system works as expected and in
this sense that there is no fault or error in the system. It usually occurs when there

comes to a change in legal norms or a shift in the political business users.

Such changes usually cause divergence in originally set system and its

parameters, and therefore the need for harmonization and implementation of
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new functionalities based on user requests is required.
9.7 PERCEPTIVE MAINTENANCE

The second activity that contributes to a definition of maintenance occurs because
of the rapid change that is encountered in every aspect of computing. Therefore,
adaptive maintenance termed as an activity that modifies software to properly interfere

with a changing environment is both necessary and common place.

Perceptive Process Design is a user-friendly business process modelling
environment that allows business users to diagram, model, display, and document and
publishes business process maps and meets process-specific compliance requirements.
Perceptive Process Enterprise is a case-based business process management tool that
supports complex case-handling and work process execution and automation for a

variety of industries and organizations.

9.8 PREVENTIVE MAINTENANCE

The third activity that may be applied to a definition of maintenance occurs when
a software package is successful. As the software is used, recommendations for new
capabilities, modifications to existing functions, and general enhancement are received
from users. To satisfy requests in this category, perceptive maintenance is performed.

This activity accounts for the majority of all efforts expended on software maintenance.

Preventive (sometimes called preventative) maintenance is regularly performed
maintenance on a piece of equipment to reduce the likelihood offailure.Preventive
maintenance ensures that anything of value to your
organization receives consistent maintenance to avoid unexpected breakdowns and
costly disruptions. This work is called Planned or Preventive Maintenance (PM).
Preventive Maintenance is performed while the equipment is operating normally to
avoid the consequences of unexpected breakdowns, such as increased costs,

downtimeand more.
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CHAPTER 10
CONCLUSION AND FUTURE ENHANCEMENT
10.1 CONCLUSION

A social network application has been implemented with the feature of fake
account identification process. First all the features are selected on which the
classification algorithm is applied. After proper selection of attributes, the dataset of
previously identified fake and real profiles are needed for the training purpose of the
classification algorithm. A trust-based mechanism for collaborative privacy
management was proposed. Here proposed a bandit approach to help the user make a
tradeoff between data sharing and privacy preserving. The UCB policy was proposed for
the stochastic multi armed bandit problem. It has been shown that the UCB policy can
achieve a logarithmic regret uniformly over the number of trials. When a user is about to
post a data item, the user first solicits the stakeholders’ opinions on data sharing, and
then makes the final decision by comparing the aggregated opinion with a pre-specified
threshold. If a user suffers a privacy loss because of the data sharing behavior of another
user, then the user’s trust in another user decreases. The trust based mechanism can

help reduce the average privacy loss.

102 FUTURE ENHANCEMENT

In future work secure image sharing with face detection system will be
implementing. Here intimation will send to the every person who presents in the shared
image. Then trust values are collect and process before share the imagein public. The
future work focus on plan to refine our existing feature set to incorporate inter-user
behavioral pattern with an aim to further improve the accuracy of fake accounts
detection. Also implement various classification algorithms to improve the classification

accuracy of fake account detection process.
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APPENDIX-1CODING
SAMPLE SOURCE CODE

Dbconnect.php
<?php

$connect=mysql_connect("localhost","root","");

mysql_select_db("phpface”,$connect);

7>

Register page code:

<?php include("dbconnect.php");
session_start();
extract($_POST);
if(isset($_POST['btn))

{

$max_qry = mysql_query("select max(id) from register");

$max_row = mysql_fetch_array($max_qry);

$id=$max_row['max(id)]+1;

$qry=mysql_query("insert into register (id,name,email,pnumber,uname,
password,dob,work,address,image,ot)values(‘$id',' $name','$Semail’,' $Spnumber’,
‘$uname’,'$password’,",",",",") ");

if(3ary)

{

header("location:registerl.php?id=$id&name=%name");

}

else

{

7>

<script language="javascript'>
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alert("Register Unsuccess");

window.location.href="register.php";
</script>

<?php

¥

}

7>

<?php include("dbconnect.php™);

session_start();
extract($_POST);

$id=$_REQUESTT'id7;
$name=$ REQUEST['name’];

$qrt=mysql_query("select * from register where id!='$id");
while($row=mysql_fetch array($qrt))

{
$frid=$row['id’];

$frname=%row['name’];
$int=mysql_query("insert into frlist(id,name,mailid,frid, frname,status)Values

(‘$id','$name’,'Semail’,'$frid','$frname’,'0")");

$int;

$intl=mysql_query("insert into frlist(id,name,mailid,frid,frname,status)Values
('$frid',' $frname’,'Semail’,'$i d','$Sname’,'0")");

$intl;

¥

7>

<script language="javascript™>

alert("Register Success™);

window.location.href="index.php";
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</script>
login code:

<?php include("dbconnect.php");
session_start();
extract($_POST);
if(isset($_POST['btn))

{

$qrt=mysql_query("select * from admin where uname="$uname' &&

password="$password™);

$num1=mysql_num_rows($qrt); if($num1==1)

{

header("'location:admin.php™);

}

$qry=mysql_query("select * from register where uname="Suname' &&

password="$password™");

$num=mysql_num_rows($qry); if(Shum==1)

{

$qrt=mysql_fetch_array($qry);

$uid=$qrt['id;

$_SESSION['uid]=$uid:;

$d=rand(1000000,4000000);

$rt=mysql_query("update register set ot='$d' where id="$uid™);
$rt; header("location:home/home.php™);

}

else

{

7>
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<script language="javascript"> alert(""Username
Password Wrong");

window.location.href="index.php";

</script>

<?php
¥
¥

>
Add Friend List

<?php include("dbconnect.php™);
session_start();
extract($_POST);

$uid=$ SESSION['uid];

if(isset($_POST['btn))

{

$max_qry = mysqgl_query("select max(id) from grouplist");
$max_row = mysql_fetch_array($max_qry);
$id=$max_row['max(id)]+1;

$gry=mysql_query("insert into grouplist values('$id','Sgname’,'$uid’,'$frid",'1")");if($qry)
{

//$qry=mysql_query("insert into grouplist
values('$id','Sgname’,'$frid','$uid’,'1)");
I1$qe=mysql_query("select * from grouplist where frid="$uid' ")
7>

<script language="javascript">
alert("'Success");

window.location.href="gfriend.php";

</script>
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<?php
1}

7>
Post.php

<?php

include("dbconnect.php");
session_start();
extract($_POST);

$uid=$_SESSION['uidT;
$fg=mysql_query("select * from register where id="$uid");

$nm=mysql_fetch_array($fg);
$mn=$nm['name;

$fid=$_REQUEST['id";
$upid=$_REQUEST['upid;
$act=$ REQUEST['act1;
$gname=$ REQUEST['gname’;
if($act=="snt")

{

$qr=mysql_query("select * from gpost where id="$fid");
$gh=mysql_fetch_array($qr);
$s=$gh['status'];
$f=$gh['imageT;
$c=$gh['cptionT;

$st=$s+1;

$fg=mysql_query("update gpost set status="$st' where id="$fid"");

$fg;

$gh=mysql_query("update grpost set status="1" where frid="$uid' &&uid="$upid™);
$gh;
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$ghj=mysql_query("select * from grouplist where gname='$gname"’);
$b=mysql_num_rows($ghj);

$bb=$b/2;

if($st>=$bb)

{

$r0=mysql_query("select * from upost where type="$fid' and sid="$upid™);
$b=mysqgl_num_rows($r0);

if($b==1)
{
7>

<script language="javascript">
alert("'Success");

</script>

<?php

b

else

{

$max_qgry = mysql_query("select max(id) from upost™);
$max_row = mysql_fetch_array($max_qry);
$id=$max_row['max(id)]+1;
$date=date("d-m-y");

$t=date("h:i:sa");

$qry=mysql_query("insert into upost
values('$id','Supid','$f','$c','$status', $fid',' Sdate’,'$t')");
$ary; if($ary)

{

7>
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alert("Success");

</script>

<?php

1

7>

Group member view post

<?php include("dbconnect.php");
session_start();
extract($_POST);

$uid=$ SESSION['uidT;
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$fg=mysql_query("select * from register where id="$uid"");

$nm=mysgl_fetch_array($fg);

$mn=$nm['name’;
$fid=$_REQUESTT['idT;

$upid=$_REQUEST['upid];
$act=% REQUEST['act];
$gname=$_REQUEST['gname';

if($act=="snt")

{

$qr=mysql_query("select * from gpost where id="$fid"™);

$gh=mysql_fetch_array($qr);
$s=3gh['status];
$f=$gh['imageT;
$c=$gh['cption’];

Pst=$s+1;

$fg=mysql_query("update gpost set status='$st' where id="$fid"");

$fg;
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$gh=mysql_query("update grpost set status='1" where frid="$uid" &&uid="$upid™);
$gh;
$ghj=mysql_query("select * from grouplist where gname='$gname™);
$b=mysql_num_rows($ghj);

$bb=%b/2;
if($st>=$bh)

{
$max_qry = mysql_query("select max(id) from upost");

$max_row = mysgl_fetch_array($max_qry);

$id=$max_row['max(id)]+1;

$date=date("d-m-y");

$t=date("h:i:sa");

$gry=mysql_query(“insert into upost values('$id','$upid’, '$f','$c’, '$status’, ",'$date’,'$t")");
$ary; if($ary)

{

7>

<script language="javascript'>
alert(""Success");

window.location.href="home.php";

</script>

<?php

1}

if($act=="rjt");

{

$qr=mysql_query("select * from gpost where id="$fid");
$gh=mysql_fetch_array($qr);

$s=$gh['status];
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$st=%$s-1;
$fg=mysql_query("update gpost set status="$st' where id="$fid");

$fq;

$gh=mysqgl_query("update grpost set status='1" where frid="$uid' &&uid="$upid™);
if($gh)

{

$ghj=mysql_query("select * from grouplist where gname='$gname");

$b=mysql_num_rows($ghj);
$bb=%b/2;

if($st<$bb)

{
$f0=mysql_query(“delete from upost where sid="$upid' and type="$fid"™);

$f0;
}
7>

<script language="javascript">
alert("'Success");

window.location.href="home.php";
</script>
<?php

}
}

7>
Add Profile
<?php include("dbconnect.php");

session_start();
extract($_POST);

$uid=$ SESSION['uidT;

[JNRDTH00133

International Journal of Novel Research and Development (www.ijnrd.org)



http://www.ijrti.org/

© 2024 IJNRD | Volume 9, Issue 4 April 2024| ISSN: 2456-4184 | JNRD.ORG

if(isset($_POST['btn))

{
$imgpath=$_FILES['file']['name;

$errors=array();

$fname =$_FILES['file']['name];

$file_tmp =$_FILES['file']['tmp_nameT;
move_uploaded_file($_FILES[file]['tmp_name'],"images/".$fname);
$qry=mysql_query("update register set
dob="$dob’,work="$work',address="$from',image="$fname' where id="$uid™);
$ary; if($ary)

{

7>

<script language="javascript">
alert("Success");

window.location.href="home.php";
</script>

<?php

}

else

{

7>

<script language="javascript™> alert("Unsuccess");

window.location.href="profile.php";
</script>
<?php

}
}

7>
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APPENDIX-2 SCREENSHOTS

Fig. 1 Home Page

Fig. 2 User Register
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