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Abstract— With the emergence of online employment
portals, the number of employment opportunities has also
increased. However, this has also given rise to fraudulent
employment  opportunities.  Detection of  fraudulent
employment opportunities through manual means is extremely
difficult due to the sheer number of employment opportunities
being published online. Hence, there is a need to implement
intelligent systems to detect fraudulent employment
opportunities in real time to avoid scams. The Explainable Al-
Job Scam Risk Scoring System is a machine learning-based
solution to automatically detect fraudulent employment
opportunities. Natural Language Processing techniques have
been implemented to process and analyze the content of the
employment opportunity. Text data has been represented in
numerical form using TF-IDF vectorization. This technique
has been implemented to represent the importance of the
words in the employment opportunity. To make the system
transparent, SHAP-based Explainable Al has been
implemented to identify the important features. The system is
implemented in the form of a web application using Streamlit
for real-time job scam detection. It processes the job
description and makes predictions about whether a job posting
is legitimate or a scam. Apart from prediction, the system also
uses Explainable Al to increase transparency by explaining the
factors that influenced the prediction outcome.

Keywords— Explainable Al, Job Scam Detection, Machine
Learning, NLP, TF-IDF, Logistic Regression, SHAP

INTRODUCTION

Online job platforms and professional networking sites have
revolutionized the way employers and job seekers interact
with one another. Organizations post job vacancies online,
and they are able to reach potential candidates from different
geographical locations. At the same time, job seekers are
able to access a variety of job opportunities with minimal
effort. This has revolutionized the hiring process and
provided global employment opportunities. However, with
this increase in online hiring, there are also opportunities for
cyber criminals and fraudsters to carry out their activities.
Fake job postings are one of the most common types of
online fraud. Scammers post fake job postings that are
legitimate and attractive to potential candidates. Fake job
postings are one of the most common types of online fraud.
Scammers post fake job advertisements that are legitimate
and attractive to potential candidates. Job postings with high
salaries, flexible working hours, remote jobs, or few
qualifications are usually fake job postings. Scammers ask
for personal information such as identification documents,
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bank account information, or payment for training, visas, or
application fees once they get interested in the job posting.
There are thousands of new job postings on online job
platforms and it is very difficult to check all of them
manually by humans. Furthermore, fake job postings are
designed to resemble legitimate job postings, which makes it
very difficult to detect them manually. Hence, there is a need
to use Artificial Intelligence (Al) and Machine Learning
(ML) to detect and prevent fake job postings.

LITERATURE SURVEY

Researchers have also explored various methods using
machine learning, natural language processing, and data
mining techniques for detecting and preventing such
fraudulent activities. One of the initial methods for detecting
fraudulent on-line content is the use of text classification
methods. Researchers have used machine learning
algorithms such as Naive Bayes, Support Vector Machine
(SVM), and Logistic Regression for identifying patterns in
the data. These algorithms use features such as keywords
and sentence structures in the job description or
advertisement for fraud detection. The studies revealed that
machine learning-based classification ~methods can
effectively identify patterns in the data for fraud detection
applications. Though machine learning-based classification
methods provide accurate results for fraud detection, most
traditional Al systems are known for being a 'black box'
approach, meaning that the system does not provide any
explanation for its predictions. This has been a major
challenge for users in trusting the system's predictions. In
this regard, researchers have proposed a new approach
called Explainable Artificial Intelligence (XAl).

PROPOSED WORK

The proposed system adopts a machine learning process that
includes data collection, data preprocessing, feature
extraction, training a model, prediction, and explanation.
The system collects data from datasets that contain both
fraudulent and legitimate job postings. The system
preprocesses the data using various preprocessing
techniques such as removing special characters, converting
all the characters to lowercase, and removing stop words.
The system uses TF-IDF vectorization to convert the job
description into numerical features. The features represent
the importance of each word in the dataset. The system uses
a Logistic Regression classifier to train a model that learns
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to distinguish fraudulent job postings from legitimate job

postings. The system uses SHAP for explanation to
determine the most important features in the system.

SYSTEM MODULES

Module 1: Data Processing Module: This module is
responsible for the collection and preparation of the data
that will be utilized for the training of the machine learning
model. The data consists of job titles, company names, job
descriptions, and legitimate and fraudulent labels.
Preprocessing of the data is done by cleaning the data,
removing punctuation, tokenization, and stopping words.

Module 2: Machine Learning Prediction Module: This
module utilizes TF-IDF vectorization for converting the job
description into numerical values. The machine learning
model utilized here is Logistic Regression classification.
Once the machine learning model is trained on the data, it
predicts whether the job posting is legitimate or fraudulent
and provides the confidence level.

Module 3: Explainable Al and Deployment Module: This
module utilizes SHAP for explainability. The system
highlights the words that were responsible for the prediction
of the machine learning model. The deployment of the
application utilizes Streamlit for the interface.

ARCHITECTURE DIAGRAM

Figure 1: Architecture of Job scam risk scoring system

PROJECT PHASES / METHODOLOGIES
* PHASE 1: DATA COLLECTION
Collect the job posting dataset from public repositories.

* PHASE 2: DATA PREPROCESSING
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Clean and prepare the text data for analysis.
* PHASE 3: FEATURE ENGINEERING
Transform the data into TF-IDF vectors.

* PHASE 4: MODEL TRAINING

Train the Logistic Regression classifier.

* PHASE 5: EXPLAINABILITY

Apply SHAP to interpret model predictions.
* PHASE 6: DEPLOYMENT

Deploy the model using Streamlit.

Pseubo CoDE
#MODEL

model = LogisticRegression( max_iter=1000,
class_weight="balanced", solver="liblinear" )

pipeline = Pipeline( steps=[ ("preprocessor", preprocessor),
("classifier", model) 1)

#TRAIN MODEL
pipeline.fit(X_train, y_train)

#EVALUATION

y_pred = pipeline.predict(X_test)

y_proba = pipeline.predict_proba(X_test)[:, 1]
print("\nClassification Report:\n")
print(classification_report(y_test, y_pred))

roc_auc = roc_auc_score(y_test, y proba)
print("ROC-AUC Score:", round(roc_auc, 4))

#SHAP EXPLAINER (FOR EXPLAINABLE Al)
# Extract trained components

tfidf =
pipeline.named_steps["preprocessor"].named_transformers_
[“text"]

classifier = pipeline.named_steps[*'classifier"]

# Transform the full training dataset using the entire
preprocessor

# This ensures the input to SHAP explainer matches the
features the classifier was trained on (text + numeric)

X_train_transformed =
pipeline.named_steps["preprocessor"].transform(X_train)
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explainer = shap.LinearExplainer( classifier,
X_train_transformed, feature_ perturbation="interventional"

)
#SAVE ARTIFACTS

pickle.dump(pipeline, open("'model.pkl", "wb™))
pickle.dump(tfidf, open("vectorizer.pkl", "wb"))
pickle.dump(explainer, open(“explainer.pkl", "wh"))

print("Model, Vectorizer, and SHAP Explainer saved
successfully™)

IMPLEMENTATION

The Explainable Al Job Scam Risk Scoring System can be
implemented by utilizing the Python programming language
and various libraries related to machine learning. The
implementation steps are as follows:

1. Programming Language: Python

2. Libraries Used:

« Pandas— Handling data and data set processing

* NumPy— Numerical data processing

+ Scikit-learn— Machine learning algorithms and model
training

» SHAP- Explainable Al for model interpretation

« Streamlit— Web interface for user interaction

3. Implementation Steps:

Dataset Loading

The dataset containing job postings, both genuine and
fraudulent, is loaded.

Data Preprocessing

Text data preprocessing for the job postings.

Feature Extraction

TF-IDF Vectorization for the job postings.

Model Training

Logistic Regression model training.

Model Evaluation

Accuracy, precision, recall, and F1-score are calculated.
Explainability

Integration of SHAP for determining the words that affect
the model.

Model Deployment

Streamlit for creating a simple web interface for user input.

RESULTS AND DISCUSSION

The implemented system effectively analyzes the job
postings and makes predictions regarding their legitimacy or
fraudulent nature. The performance of the system can be
considered satisfactory as the Logistic Regression model
performs effectively in detecting fraudulent job postings.
The TF-1DF feature extraction method performs effectively
in detecting textual patterns in the job postings. The system
also provides real-time scam risk scores for job postings.
SHAP provides an explanation for the most influential
words in detecting fraudulent job postings.

Example Output

Input Job Description:
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“Work from home opportunity with high salary. No
experience required. Immediate joining with payment for
training materials.”

Output Prediction: Scam Risk Score: 0.87 (High Risk)
Prediction:

Potential Fraud Important Influencing Words:

“work from home”

“high salary”

“no experience required”

These keywords play a major role in helping the model
classify the post as suspicious. Based on the results
obtained, it is evident that machine learning algorithms can
be used to identify patterns associated with fraudulent job
postings. By analyzing the textual data, the system can
identify suspicious keywords associated with fraudulent job
postings. This is done by utilizing NLP techniques.
Moreover, by incorporating TF-IDF vectorization, the
system can assign weights to words in job postings. This
helps the classification model differentiate between
legitimate job postings and fraudulent job postings. Logistic
Regression has been selected based on its simplicity,
interpretability, and efficiency in text classification.

SCREEN SHOTS / CHARTS / GRAPHS
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The Explainable Al Job Scam Risk Scoring System shows

the use of machine learning and natural language processing
in identifying fraudulent job advertisements. The system
works by processing the job descriptions provided in the
advertisements. This is done using TF-IDF Vectorization,
where the raw text data is transformed into numerical
feature vectors that can be processed by machine learning
algorithms. The Logistic Regression Classification Model is
then applied to the processed data to identify patterns that
distinguish  between legitimate and fraudulent job
advertisements. Based on this, the system identifies whether

, the advertisement is legitimate or fraudulent and provides a
I I I I I scam risk score. One of the significant contributions of this

#ut it Pt Rats

project is the inclusion of Explainable Al concepts using the
SHAP (SHapley Additive Explanations) concept. However,
there are several opportunities to enhance the proposed
system. More data would allow the model to identify
different types of job scams. Other advanced machine
learning concepts like Deep Learning models can also be
: ,  wmmsmm IMplemented to identify better contextual relationships in
# Explainable Al - Job Scam Risk Scoring the data. Additionally, integration of the system with job
System portals may provide an opportunity to monitor fraudulent
job postings in real time. In conclusion, the Explainable Al
Job Scam Risk Scoring System provides a practical and
intelligent solution to combat job scammers. By utilizing a
combination of machine learning and explainable Al, the
system not only helps identify fraudulent job postings but
also provides an explanation for its predictions. This helps
protect people from falling prey to scammers and creates a
safer and more trustworthy environment.
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