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Abstract 

The rapid emergence of agentic artificial intelligence has introduced multi-agent LLM pipelines capable of autonomous planning, 

communication, tool use and delegated decision-making. However, these interconnected capabilities create security risks that extend 

beyond individual agent vulnerabilities. This paper critically examines existing research on attacks and defence mechanisms in multi-

agent LLM systems, with particular emphasis on inter-agent communication, memory, tool use, trust propagation and cascading 

compromise. It identifies limitations in existing security taxonomies and proposes an integrated analytical perspective linking attack 

surfaces, propagation mechanisms, system impacts and defence layers. This article argues for the development of architecture-aware, 

empirically validated security frameworks for multi-agent AI. Rather than proposing another general taxonomy of agentic AI attacks, this 

paper focuses on the underexamined relationship between attack initiation, inter-agent propagation, system-level impact and defence 

containment. It offers an initial literature-based framework for assessing the potential diffusion of local compromises through a network 

of interconnected agents, memory, communication channels and tool interfaces. This pipeline-oriented perspective thus complements 

existing taxonomies by emphasizing the dynamics in terms of mutually reinforcing mechanisms of compromise and containment.  
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1. Introduction 

Large language models (LLMs) have advanced astonishingly quickly, taking AI from answering single questions to modern more generic 

systems capable of planning, both reasoning and external tool use enable LLMs to perform multi-step operations. This move paved the 

way toward agentic AI, where LLM-based agents can independently or with sparse autonomy interpret goals, make decisions and interact 

with the external environment. Multi-agent LLM systems build on this by splitting tasks across multiple specialized agents that coordinate 

over a predefined workflow in order to communicate, allocate actions and exchange knowledge. While such architectures can improve 

scalability, specialisation and task performance, they also introduce security risks that are not adequately represented by security models 

designed for conventional LLM applications or isolated agents (Gan et al., 2026; Tang et al., 2026). 

The security challenge arises partly from the interconnected nature of multi-agent pipelines. An individual agent may interact with users, 

retrieval systems, memory stores, external tools and other agents, creating multiple points at which malicious instructions or compromised 

information can enter and propagate through the system. Research on indirect prompt injection has demonstrated that untrusted external 

content can manipulate LLM-integrated applications and influence subsequent model behaviour (Abdelnabi et al., 2023; Zhan et al., 

2024). In an agentic environment, however, the consequences may extend beyond the initially targeted component because an agent can 

pass manipulated information or instructions to another agent, invoke privileged tools or contribute to subsequent decisions. 

Consequently, a relatively local compromise may develop into a broader system-level failure. 

Recent scholarship has begun to establish taxonomies of attacks and defence mechanisms for LLM-based agents. For example, existing 

surveys classify threats involving prompts, tools, memory, environmental interaction and other agent components, while emerging 

benchmarks provide systematic approaches for evaluating attacks and defences (Gan et al., 2026; Tang et al., 2026; Zhang et al., 2025). 

Nevertheless, these contributions remain fragmented when considered from the perspective of multi-agent pipelines. In particular, 

insufficient attention has been given to systematically connecting the source of an attack, the targeted component, the inter-agent 

propagation mechanism, the resulting system impact and the corresponding defence layer. Recent research on agent workflows 
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further indicates that security vulnerabilities can arise at communication and protocol levels rather than 

solely within individual agents (Ferrag et al., 2026). 

This distinction is important because security in multi-agent systems cannot be assessed exclusively by testing whether individual agents 

resist known attacks. Agents operate within dynamic networks of trust, delegation and information exchange. A compromised agent may 

therefore become an attack vector against otherwise secure agents, particularly when information is implicitly trusted or when agents 

possess different levels of authority. Similarly, defensive mechanisms such as access control, sandboxing, monitoring and human 

oversight may protect individual components while failing to prevent malicious information from propagating across the wider workflow. 

The security problem is consequently better understood as a systemic and interaction-dependent risk rather than a collection of 

independent agent vulnerabilities. 

This paper proposes an integrated descriptive framework for the classification of adversarial threats and defences within multi-agent LLM 

pipelines. Instead of suggesting that security taxonomies do not exist in many research contributions, it asserts that a more architecture-

aware classification is needed to fill the gap between explaining how attacks are instantiated and propagated between agents versus 

broadly impacting system-level security. The paper thus explores multi-agent security through the attack surfaces, propagation pathways, 

impacts and defence mechanisms and highlights open research issues with regard to empirical investigation. This study does not contribute 

another generalised attack taxonomy, but shows the combination of attack source, propagation pathway, system impact and defence 

containment in a multi-agent pipeline perspective. This method extends current security hierarchies by assessing how a local breach 

subsequently propagates via inter-agent action and delegation into a system-level risk. 

Research Aim 

This paper aims to critically examine security threats in multi-agent LLM pipelines and develop an integrated analytical taxonomy linking 

attack surfaces, inter-agent propagation mechanisms, system impacts and corresponding defence mechanisms. 

Research Objective 

To critically analyse existing research on LLM-agent security and synthesise an architecture-aware classification of attacks and defences 

that explains how security compromises can propagate across multi-agent LLM pipelines. 

Research Question 

How can attacks and defence mechanisms in multi-agent LLM pipelines be systematically classified according to attack surface, inter-

agent propagation mechanism, system impact and defence layer? 

2. Conceptual Foundations of Multi-Agent LLM Pipelines 

Agentic AI refers to LLM-based systems that extend beyond passive text generation by enabling models to perceive information, reason 

over objectives, plan actions, use external tools and interact with their surrounding environment. While traditional LLM applications 

exercise the model to generate a response, agents can take action after iterative decision-making when the current behavior of the model 

is determined by prior observations and built experience. More recent agent architectures typically merge planning, memory and tool-use 

capabilities for more complex or longer-horizon tasks (Xu et al., 2025; Zhang et al., 2025). 

Multi-agent LLM systems are an extension of this architecture with one or more agents, and the agents may possess different roles, skills, 

or goals. Instead of using a single model to do an entire workflow, tasks can be decomposed on multiple specialised agents who 

communicate, exchange information, evaluate intermediate outputs and orchestrate subsequent actions. These systems may have 

centralisation, with ordering authority at top level and hierarchical delegation of responsibility down the agent stack; or more distributed 

forms of agent coordination. 

This way, a multi-agent pipeline usually has many constituencies, interconnected as LLM-based agents themselves often involves an 

orchestration or planning layer, inter agent communication between the components, memory or knowledge stores and external 

tools/APIs/retrieval mechanisms and execution environment around them. These elements establish dependencies that enable information 

and control choices to traverse the system. The security significance of this architecture is that an agent's output may become another 

agent's input, while delegated actions may provide access to external resources. Consequently, the system's security depends not only on  
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the robustness of individual agents but also on the integrity of information flows, communication relationships, delegated authority 

and shared resources (Gan et al., 2026). This interconnected architecture establishes the conceptual basis for examining multi-agent 

security as a system-level problem, where compromise of one component may influence the behaviour and security of other components. 

3. Existing Security Landscape and Taxonomy Gap 

The security literature on LLM-based agents has expanded rapidly, with recent studies moving beyond conventional prompt-level 

vulnerabilities towards threats involving tools, memory, retrieval, communication and autonomous action. Existing taxonomies 

demonstrate that agentic systems possess a broader attack surface than conventional LLM applications because malicious inputs can 

influence not only model outputs but also subsequent decisions and external actions (Gan et al., 2026; Tamuka et al., 2026). This 

development indicates a shift from model-centric security towards system- and workflow-level security. 

However, the emerging literature remains comparatively fragmented when applied specifically to multi-agent LLM pipelines. Existing 

agent-security taxonomies generally classify attacks according to dimensions such as the attack vector, targeted component, attacker 

capability or security objective. These classifications are valuable for identifying vulnerabilities within individual agents, including 

prompt injection, memory poisoning, tool manipulation and information leakage (Tang et al., 2026; Tamuka et al., 2026). Nevertheless, 

they do not consistently represent the relationships between multiple interacting agents, where one agent's output can become another 

agent's trusted input. 

Recent empirical research demonstrates the importance of this distinction. Shahroz et al. (2025) show that adversarial prompts can exploit 

communication structures within multi-agent systems, while Arif, Lou and Zheng (2026) demonstrate that attacks can emerge through 

the combination of individually benign inputs distributed across agents. These results indicate that attack success may be gated more by 

routing, topology and cross-agent composition than the susceptibility of an individual model.  

Moreover, a recent work found security issues in cross-domain collaboration where agents would be running under different trust 

assumptions and organisational boundaries (Ko et al., 2026). Consequently, evaluating agents independently may overlook attack 

propagation and systemic consequences. 

Hence, the most important research gap is not that there are no existing security classifications; rather there exists an immense lack of 

integration of attack source, attack surface, compromised component, inter-agent propagation, system impact and defence containment 

within a single analysis scope over multi-agent LLM pipelines. Current taxonomies and benchmarks lay groundwork for recognizing lone 

weaknesses and attack modes (Tang et al., 2026; Kavathekar et al., 2026; Shahroz et al., 2025). Nevertheless, the ability for a local breach 

to spread via communication, delegated authority, shared memory and tool interactions would benefit from more formal study. To advance 

in this direction, this paper first presents a conceptual and literature-empirical taxonomy which associates attack vectors to their possible 

propagation paths and systemic impacts, then maps them to the defence layers they can be addressed at through architectural knowledge. 

4. Proposed Analytical Taxonomy of Attacks 

Security threats in multi-agent LLM pipelines can be conceptualised through an integrated taxonomy that considers not only where an 

attack originates but also how it propagates and affects interconnected components. The first category comprises input and context-level 

attacks, including direct and indirect prompt injection, malicious retrieved content and contextual manipulation. Such attacks can 

influence an agent's interpretation of instructions and subsequently affect downstream decisions (Abdelnabi et al., 2023; Zhan et al., 

2024). 

The second category involves inter-agent communication attacks, in which malicious instructions or manipulated outputs are 

introduced into communication channels between agents. Because agents may implicitly trust information received from another system 

component, a compromised agent can function as an internal attack vector. This creates a distinctive risk that is less prominent in isolated 

LLM applications. 

The third category concerns memory and knowledge attacks. Shared or persistent memory can become a mechanism for storing 

malicious information that influences future decisions or contaminates the knowledge available to multiple agents. Consequently, memory 

integrity and provenance become important security properties (Gan et al., 2026). 
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The fourth category involves tool and privilege attacks, where agents misuse external APIs, software tools or privileged resources. 

Excessive permissions can transform a manipulated instruction into an external action with operational consequences (Ruan et al., 2024). 

Finally, orchestration and cascading attacks represent the most significant systemic category. Manipulation of planning, routing or task 

delegation can cause malicious information to move through several agents, producing cumulative effects. Thus, an effective taxonomy 

should map the pathway from attack source → targeted component → propagation mechanism → system impact rather than 

treating vulnerabilities as isolated events. This approach captures the distinctive security problem created by multi-agent coordination 

and provides a basis for evaluating corresponding defence mechanisms. 

This work presents a preliminary, pipeline-oriented taxonomy for classifying LLM attacks into five categories: input and prompt 

manipulation, inter-agent communication attacks, memory and context attacks, tool and privilege exploitation, and coordination and 

cascading attacks. The boundaries are defined in terms of the main mechanism and security boundary impacted within a multi-agent LLM 

pipeline that includes these categories. Aggressive agents are not a new type; they rely on existing research on security against agentic 

AI (Tang et al., 2026; Shahroz et al., 2025; Ko et al., 2026). 

This taxonomy organizes attacks in multi-agent LLM pipelines into five preliminary categories. Input and prompt manipulation are the 

changes of instructions or contextual information to lead the agent(s) in a certain way usually solved by some form of input validation. 

These attacks on agent-to-agent messages may occur during inter-agent communication (and require message authentication and 

validation). Memory and context attacks abuse intelligence from shared or persistent information, for which memory validation and access 

controls are necessary. It preys on either external tools or excessive permissions, and is mostly mitigated via least-privilege controls and 

sandboxing. Thirdly, coordination & cascading attacks spread compromise between agents and require real-time monitoring, anomaly 

detection and isolation of compromised agent nodes. 

The five categories were then mapped to documented attacks and recent systematic literature on agentic AI security in order to provide 

empirical grounding for the proposed taxonomy. The mapping relies primarily on an analysis of 116 security papers by Chu (2026) that 

summarizes threats across seven architectural layers, including multi-agent coordination, as well as the empirical TAMAS benchmark by 

Kavathekar et al. We train on 300 adversarial instances spanning six types and 211 tools (2026). The mapping shows that the proposed 

categories relate to attack mechanisms already reported in literature but gives a pipeline-oriented structuring of these threats. 

Literature mapping offers exploratory coverage validation results for the classification proposed. First, every category is bolstered by 

references to prior work demonstrating attacks or attack surfaces; second, together they cover the major phases of a multi-agent pipeline: 

input, communication, memory management, tool execution and system-level coordination. The categories should not be considered 

exclusive of each other, as an attack could traverse multiple stages. So, one example here might be if prompt manipulation then 

consequently flows via inter-agent communication and ends up in a system-level transient effect. Thus, the taxonomy is meant to serve 

as an analytical framework rooted in literature analysis rather than a statement of coverage of every conceivable attack. 

5. Defence Mechanisms and Their Limitations 

Defending multi-agent LLM pipelines requires controls that operate across multiple layers rather than relying exclusively on prompt 

filtering or model-level safeguards. At the input and context layer, prompt sanitisation, instruction filtering and separation of trusted 

and untrusted content can reduce the likelihood of indirect prompt injection. However, these methods remain susceptible to adaptive 

attacks and will break down if the attacker inserts malicious instructions into indistinguishable data (Tang et al. 2026; Tamuka et al. 

2026). 

By operating in a least-privilege manner at the identity and access-control layer, agents operate under very clear permissions based on 

what tools, APIs, memory and sensitive resources they are allowed to use. This is particularly important because a compromised agent 

should not automatically inherit the authority of another component. Tool restrictions, isolated execution environments, and explicit 

authorisation mechanisms can, therefore, limit the consequences of successful manipulation (Tamuka et al., 2026). 

The inter-agent communication layer requires additional safeguards because messages exchanged between agents can themselves 

become attack vectors. Agent identity verification, message provenance, trust assessment and authenticated communication can reduce 

the risk of information masquerading and unauthorised instruction propagation. Recent research identifies communication protocols and  
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inter-agent message manipulation as important security surfaces, demonstrating that threats can extend beyond the individual agent to 

interactions between interconnected components (Gan et al., 2026; Tamuka et al., 2026). 

Memory protection and runtime monitoring provide further defensive layers. Memory isolation, provenance tracking and validation 

can reduce persistent contamination, while runtime monitoring can identify anomalous tool calls, unexpected communication patterns 

and deviations from established security policies. Gan et al. (2026) emphasise memory management and tool-use mediation as important 

cross-stage security concerns, while Tamuka et al. (2026) identify memory poisoning, malicious tool outputs and communication-channel 

attacks as interconnected threat vectors. Nevertheless, these mechanisms introduce trade-offs involving computational overhead, false 

positives, reduced autonomy and incomplete visibility into agent behaviour. 

The central limitation is therefore defence compositionality. A control that protects an individual agent may not remain effective when 

multiple agents interact dynamically. A bad instruction may get through input filtering on one agent then be sent across a trusted 

communication path providing avenues for transmittal between agents. Thus, a proper security should be implemented by defence-in-

depth at the whole pipeline and each defence is not regarded as an isolated solution but rather, input validation, identity and privilege 

control, communication security as well as memory protection and continuous runtime monitoring (Gan et al., 2026; Tamuka et al., 2026). 

6. Critical Analysis: From Isolated Vulnerabilities to Cascading Systemic Risk 

The central security challenge of multi-agent LLM pipelines is the transition from isolated agent vulnerabilities to cascading system-level 

compromise. While simple single agent systems only allow information in the form of observations, multi-agent architectures allows 

communication and movement of instructions/decisions across the connected agents. As a result, an attack that this first spread to one 

component can impact future agents over trusted communication channels. Recent research demonstrates that manipulating inter-agent 

messages can compromise wider multi-agent workflows, highlighting the systemic consequences of communication-based attacks. 

A particularly important risk is trust propagation. When one agent treats another agent's output as reliable, a compromised agent can 

become an internal source of malicious instructions. Recent work on agent cascading injection shows that compromised agents can exploit 

inter-agent trust to propagate malicious instructions and generate cascading failures across the system (An et al., 2026). Similarly, 

conjunctive attacks demonstrate that individually benign inputs can become harmful when combined through agent routing, suggesting 

that component-level security testing may fail to identify system-level vulnerabilities (Arif, Lou and Zheng, 2026). 

That creates an inherent conflict between security and collaboration. More knowledge exchange speeds up execution yet in the meantime 

prompts a rise in the potential open doors for harmful data to stream This means security controls must not only check the individual 

agent securing, but also the overall workflow maintaining trust boundaries, enforcing privilege and controlling pervasive information 

flow. 

The analysis thereby advocates a defence-in-depth model, in which security is enforced at multiple points: input validation, agent 

authentication, least-privilege access, communication verification, memory protection and run-time monitoring. Such an approach is 

necessary because no individual defence can reliably prevent attacks that exploit interactions between otherwise protected components. 

Recent research similarly identifies inter-agent communication and coordination as distinct security challenges requiring system-level 

evaluation. 

7. Research Gaps and Future Directions 

Although the security of LLM agents is a relatively new area of research that has advanced rapidly, there are still large gaps in our 

understanding of whether or how to evaluate the security of mutli-agent pipelined systems. Previous benchmarks have mostly targeted 

single-agent environments which can not represent vulnerabilities due to agent cooperation, communication, and collective decision-

making (Kavathekar et al., 2026). Moreover, current works are still scattered across specific attack types, defence methods and evaluation 

environments; during long horizons and multi-agent propagation, risks are much less studied. 

A major research priority is therefore the development of standardised, architecture-aware benchmarks capable of evaluating attacks 

across different agent configurations, communication structures and privilege levels. The recent TAMAS benchmark represents progress 

in this direction but also demonstrates that systematic multi-agent security evaluation is still developing (Kavathekar et al., 2026). Future 

research should consequently investigate adaptive attacks, cascading compromise, persistent memory contamination and trust propagation  
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across agents. In parallel, defence mechanisms require empirical evaluation under realistic, long-horizon conditions rather than isolated 

attack scenarios. The taxonomy is grounded in existing literature and empirical benchmark evidence.  This would support the development 

of a validated taxonomy linking attack surface, propagation pathway, impact and defence effectiveness. 

8. Conclusion 

Multi-agent LLM pipelines introduce security challenges that extend beyond the vulnerabilities of individual agents. The interconnected 

nature of agent communication, memory, tool use and delegated authority creates opportunities for attacks to propagate across system 

boundaries and produce cascading consequences. Existing research has established important taxonomies for LLM-agent security, but 

the literature remains insufficiently integrated at the multi-agent pipeline level, particularly regarding propagation pathways and defence 

compositionality (Tang et al., 2026; Gan et al., 2026). An architecture-aware taxonomy linking attack surface, propagation mechanism, 

system impact and defence layer can therefore provide a stronger basis for systematic security evaluation and future empirical research. 

Consequently, the principal contribution of this study is multi-agent security from a pipeline-oriented perspective. By linking initiation 

from an attack to its consequent propagation and coarse-grained system-level impact, as well as to defence containment, this framework 

is intended to complement existing taxonomies and benchmarks. This perspective offers groundwork for future empirical work on 

quantifying attack propagation and evaluating containment mechanisms in multi-agent LLM runtimes. 
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