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Abstract:  The threats in the cyber world have matured at a rapid pace and have become an important threat to Cyber-Physical 

Systems (CPS) that combine computational intelligence and physical processes from the real world. Traditionally, cyber security 

has been a reactive subject and only focused on post attack scenarios, reducing its ability to cope with present, complex threats. To 

overcome this limitation, there is a need for proactive and predictive security mechanisms, which will be able to detect potential 

cyber-attack patterns before they harm. In this project, the aim is to predict cyber threats using secondary datasets, which are 

structured data (e.g. CSV files, databases) but can be converted to time-series data to record temporal attack behaviors. It has a 

comprehensive preprocessing pipeline that involves cleaning, normalizing, and selecting relevant features, ensuring that the input 

data is of high quality and relevance. The predictive model used is the Random Forest algorithm, which is chosen for its reliability 

and robustness in dealing with complex datasets, using ensemble methods such as bootstrap sampling and randomness in features. 

Evaluation of the model performance is done through measures including accuracy, precision, recall, F1-score and confusion matrix 

analysis. The overall architecture encompasses the integration of data collection, preprocessing, model training, model evaluation, 

and user interface, creating a comprehensive and efficient framework for predictive cyber threat analysis. The suggested framework 

allows users to enter new data and receive immediate forecasts of possible cyber attacks. In this study, comparison is made between 

statistical and machine learning methods and ensemble methods are found to be more effective in the context of cybersecurity 

forecasting. The findings illustrate how predictor models based on data can be useful in improving the proactivity defense 

mechanisms in CPS. Moreover, this research will serve as a foundation for future studies on graph-based threat modeling and 

advanced AI systems for cybersecurity. 

 

Keywords—Cyber Security, Threat Prediction, Time Series Analysis, Machine Learning, Predictive Analytics. 

 

INTRODUCTION 

  In industries like healthcare, transportation, energy, and manufacturing, Cyber-Physical systems (CPS) are widely used 

and are a key integration of computational algorithms and physical processes. As systems become more dependent on each other, 

CPS is now an ideal target for cyber-attacks. These attacks can be disruptive, can impact sensitive data and can lead to substantial 

financial and operational losses. Cyber security has become a significant issue in digital infrastructure due to the increasing 

complexity and frequency of cyber threats with the advancement of technology. Current Cyber Security technologies are mostly 

used for attack detection and reaction after the event. These are ‘reactive' strategies, but can often be not enough to counter 

sophisticated and quickly changing threats. Attackers continually develop new tactics and methods and it is difficult for static 

defense systems to stay ahead of them. As cyber threats have grown more sophisticated, there has been a significant need for 

proactive security measures that can detect, prevent, and stop attacks before they even happen. To tackle this challenge, Predictive 

Analytics and Machine Learning have been proved to be effective solutions. In recent years, cybersecurity research has been 

increasingly oriented towards data-driven approaches where historical data on attacks is analysed to determine patterns and trends 

that can be used to predict future attacks. Therefore, time-series analysis is an important technique in this context, because it allows 

the observation of the temporal evolution of cyber-attacks. Predicting the future is still difficult, however, because cyber threats are 

dynamic and unpredictable and because data quality and data preprocessing are crucial to the performance of cyber threat forecasting 

models. 

https://ijnrd.org/
http://www.ijnrd.org/


INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 
© 2026 IJNRD | Volume 11, Issue 7, July 2026 | ISSN: 2456-4184 | IJNRD.ORG 

 

IJNRD2607316 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) 

 

 

d141 

The potential of ensemble methods like Random Forest, which have proven effective in cybersecurity with complex and high-

dimensional data, is highlighted. The potential of ensemble methods, like Random Forest, which have proven effective in 

cybersecurity with complex and high-dimensional data is highlighted. The models learn from past patterns, enhance predictive 

accuracy, and prevent overfitting by aggregating the results of several decision trees. Incorporating these models into cybersecurity 

systems can help detect threats and even predict potential attacks before they happen. The project aims to examine the evolution of 

cyber-attack and create a predictive framework by using a time-series methodology and Random Forest algorithms. The goal is to 

move towards proactive cybersecurity approaches in Cyber-Physical Systems, leading towards more intelligent and efficient threat 

detection and prevention mechanisms. 

 

LITERATURE REVIEW. 

Cyber-Physical Systems (CPS) have become the main part of the operation of critical national infrastructure, an 

unprecedented convergence of digital processes and physical mechanisms. This all-encompassing integration will be able to 

optimize the seamless operation of energy, transportation and industrial automation networks, but will also massively expand the 

digital attack surface. Traditional security infrastructure is not well suited to meet the protection needs of such hybrid environments, 

as traditional security concepts are developed for environments that are totally isolated with digital software layers. Defending the 

physical aspects of a system through digital points of ingress and egress has therefore become imperative, and conventional firewalls 

are no longer effective. This change calls for advanced, intelligence-driven predictive systems capable of identifying vulnerabilities 

in advance of their potential impact on operations. 

The industrial sector has largely lagged behind in the evolution of cybersecurity practices, as these have traditionally been 

reactive in nature, involving incident response, forensic analysis, and signature-based detection following an attack. This strategy 

creates huge risk for organizations particularly when faced with sophisticated and advanced threats like zero day attacks and multi-

stage Advanced Persistent Threats (APTs). One of the big challenges of the current systems is the lack of adequate long-term 

predictive models for predicting cyber threats in cyber-physical environments. When no forward-looking mechanisms are in place, 

security operations cannot put in place preventive strategies before an attack occurs. Moving from a reactive to a proactive defense 

starts with a mindset change, with a focus on analyzing system telemetry and historical incident data on a continuous basis. 

While conventional monitoring solutions have their drawbacks, they can be improved by integrating time-series analysis 

and structured data transformation in modern data-driven cybersecurity research. When dealing with cyber incidents, network 

traffic, cyber sensor outputs, and system telemetry all naturally include temporal information that captures the system's sequential 

behavior. Analysts can discover patterns, trends, and shifting threat dynamics in their analysis of irregular and unstructured data 

when it is converted into time-series formats. This structured representation can then be used to gain insight from the raw 

cybersecurity data using mathematical and computational models, which can then be used for predictive analytics and model 

training. 

Threat forecasting methods can be broadly classified into the traditional statistical techniques and the use of sophisticated 

machine learning techniques. There is a trade-off between statistical models for interpretability and simplicity, but they may fail for 

the datasets that are non-linear and very dynamic. However, machine learning techniques such as ensemble models like Random 

Forest and sophisticated neural networks are notably good at processing higher-dimensional data sets and revealing intricate 

relationships between features. Unlike traditional models, these are capable of identifying anomalies and identifying changes in 

attack patterns by learning from past events instead of following fixed rules. When both methods are used together, the researchers 

can achieve the trade-off between interpretability, computational efficiency and predictive accuracy depending on the application 

requirements. 

To wrap up, shifting to predictive and intelligent security frameworks is essential to adapt to the rapidly changing cyber-

physical threat landscape. The purpose of this study is to fill this gap by creating a structured data pipeline for the conversion of the 

raw cyber incident data into time-series data for forecasting. The project establishes a solid foundation in terms of both statistical 

and machine learning models, enabling proactive threat detection. In addition, it paves the way for future developments, including 

the analysis of complex interdependencies between cyber-physical components in graph-based modeling. In the end, this work 

helps articulate the evolution of resilient, adaptive and self-defending cyber-physical systems.. 

The authors conduct a comprehensive empirical research of all time-series analysis (TSA) techniques that are directly 

applied to cybersecurity analysis from intrusion detection to predictive threat modelling. This research systematically evaluates the 

problem of transforming the unstructured security information, such as logs from the firewall, security alerts and security incidents, 

into multi-dimensional, structured time series. The researchers benchmark the predictive accuracy of both the parametric statistical 

setups and machine learning approaches that are non-parametric. The empirical results show that the algorithms are able to isolate 

and identify the latent trends in the raw network telemetry and predict future volume peaks of malicious traffic, following the 

conversion of the raw network telemetry to structured time-series data. Finally, the study shows that data-driven time-series 

preprocessing methods, along with machine learning methods, can enhance the early visibility of threats and serve as a solid base 

for security operations for proactive security [1]. 

This research addresses the problem of stealthy False Data Injection (FDI) attacks to critical energy control infrastructures 

in large-scale smart grids (2019). The authors adopt a very scalable, unsupervised neural topology that is able to isolate hidden 

anomalies across multivariate grid parameters without the need for failure data to be labeled. The empirical validation shows that 
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the system is able to detect malicious data manipulation vectors with high accuracy and with only a low rate of false alarms, by 

establishing baseline statistical correlation behaviors across the distributed physical nodes. The research concludes that 

unsupervised sequence architectures can significantly lower the vulnerability of power grid systems by quickly and automatically 

categorizing dynamic threat anomalies [2]. 

P. Trodden, P. Loma-Marconi "Stability and the Separation Principle in Output-Feedback Stochastic MPC with Random 

Packet Losses (2023)", This investigation presents an exact mathematical evaluation focused on the robust stability of networked 

cyber-physical loops running under active packet drop disruptions. The authors consider adverse packet exclusion in linear control 

systems in discrete time, for which they develop Model Predictive Control (MPC) approaches. The classical Separation Principle 

is broken down explicitly under active adversarial conditions in the structural modelling and the impact of tracking estimation errors 

on controller stability is analysed. The results demonstrate that in order for an active feedback constraint to guarantee the physical 

system stability in the presence of continuous network-tier attacks, data-driven predictive systems must explicitly couple estimation 

loops with active feedback constraint [3]. 

In "Robust Stability Analysis of Cyber-Physical Systems Controlled by Model Predictive Control (2026)" the author 

presents a comprehensive analytical assessment framework to examine the resilience limits of the system within the limited 

Networked Control Systems (NCS) for active data injection vectors. The technical architecture is based on mathematically precise 

bounds on system physical stability, represented by a Linear Matrix Inequality (LMI) bound. The results show that the predictive 

model with proactive estimation buffers is capable of supporting a much larger maximum number of consecutive adversarial packet 

interruptions, thus providing a strong framework for safe industrial automation [4]. 

Developed by the authors is an automated highly specialized threat detection engine, ATD-FSAODL, for high-dimensional 

cyber-physical system logs, which is optimized for deep learning threat detection. A nature-inspired Flamingo Search Algorithm 

(FSA) is used to find optimal feature subset selection, removing noisy variables from industrial telemetry data then feeding the 

matrix into a Modified Elman Spike Neural Network (MESNN). The simulation experiments show that this integrated model has 

an excellent maximum accuracy of 99.58% and speeds up the convergence of training by about 20% when compared with baseline 

configuration [5]. 

The researchers create a new, powerful unsupervised anomaly detection framework (USAD) tailored to multivariate time-

series data streams in complex connected environments. The framework is based on an auto encoder network trained adversarial to 

learn complex sequence variations with a high degree of accuracy with minimal computational resource overhead. The empirical 

results demonstrate that the dual-auto encoder training routine is able to effectively extract latent anomalies and overcome the 

training instability often exhibited in conventional GAN networks, which makes it very promising for practical real-time operational 

use [6]. 

A. Blázquez-García, A. Conde, U. Mori, Jose A. Lozano, "Deep Anomaly Detection for Time Series: A Survey (2021)". 

This survey presents a macro-level overview, identifying the evolution of the architecture of deep learning used directly in temporal 

sequence monitoring. The authors arrive at a very precise taxonomy of window-based, observation-based and multi-step forecasting 

variations in order to isolate the anomalies in time-series data. The results highlight the critical importance of choosing the right 

data preprocessing layer, windowing data with a fixed-length window and dimensionality reduction layer to reduce the detection 

latency for large-scale distributed network operations [7]. 

To secure interconnected sensor arrays, the authors consider the advanced structural modeling techniques, and propose the 

MTAD-GAT framework for multivariate time-series anomaly detection (2020). The processing layer processes data streams and 

raw physical sensor readings into relational graph topologies using Graph Attention Networks (GAT) and unsupervised models to 

identify deviations. The experimental results show that if the interaction between the sensors is modeled as a relational graph, the 

system can capture both inter-sensor feature correlation and temporal dependence and can detect the propagation pathway of threats, 

which is not captured by non-relational models [8]. 

R. Chalapathy, S. Chawla, "Deep Learning for Anomaly Detection: A Survey (2019)", A foundational, very widely cited 

study that has rigorously compared different deep anomaly detection paradigms for different data structures. The investigators 

review various machine learning applications and compare traditional generative models, auto encoders, and deep one-class 

classification models. The results of this study show that these different model families perform similarly in the processing of high 

dimensional records to reduce false alarm rates, and that strong neural architectures significantly lower general vulnerability for 

widely varied industrial applications [9]. 

The authors outline the design and production of an automated, streaming anomaly tracking pipeline built for monitoring 

large-scale web and system telemetry that they have industrialized. The technical framework is one of the few ways of combining 

computer vision (CV) and local Convolutional Neural Networks (CNNs). The operational results show that this hybrid configuration 

delivers best processing throughput, minimal resource overhead, and a very stable multi-class anomaly identification for billions of 

continuous streaming data points [10]. 

This research conducts an empirical evaluation of multi-horizon time-series forecasting models, as well as their usefulness 

for uncovering shifts in behavior, in a detailed way. Recurrent neural variations, attention-based transformers, and hybrid statistical 

configurations are mentioned in the study, each of which helps to identify long-term trends and short-term volatility signatures. The 

study concludes continuous architectures of predictive systems based on data-driven forecasting can be used to alert on deviations 

early, ensuring a solid predictive basis for proactively defending assets [11]. 
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This seminal paper (J. Lee, B. Bagheri, H. Kao, A Cyber-Physical Systems Architecture for Industry 4.0-Based 

Manufacturing Systems (2015)) introduces the classic "5C" architecture which is used to structure data transformation in cyber-

physical networks as Connection, Conversion, Cyber, Cognition, and Configuration. The study sets for the method of clean and 

high throughput time series telemetry from industrial machines. The authors prove that it is necessary to create this basic empirical 

data layer as a prerequisite for implementing future machine learning classification models and automated predictive maintenance 

cycles [12]. 

The investigators present an integrated, data-driven framework that closes this gap to make proactive cybersecurity testing 

feasible with Digital Twins and operational assets in the physical world. The technical architecture is based on the concept of 

making multiple copies of live time-series sensor data available in a parallel virtual environment so that network exploits and 

penetration sequences can be simulated undetected in the virtual world and in the real world. The results validate the use of 

continuous behavior mirroring as a way of detecting and preventing actual physical damage by detecting and mitigating structural 

cascading vulnerabilities. 

Oluwaseun Afolalu, et al., "Artificial Intelligence as the Next Frontier in Cyber Defense: Opportunities and Risks (2025)", 

This paper discusses the application of artificial intelligence algorithms to protect today's digital ecosystems from the multi-stage 

and complex nature of cyber threats. The researchers compare the accuracy of supervised ensemble classifiers against deep neural 

networks on secondary cybersecurity datasets, considering the false-positive rates and the processing time. The paper shows that 

deep learning frameworks work well in high complexity data environments, but ensemble models provide better computational 

stability and speed for structured logs [14]. 

In this paper studded an empirical macro-level evaluation of Graph Neural Network (GNN) paradigms used to map and 

evaluate cascading vulnerabilities in critical infrastructure of the nation state. The system methodology is directed towards mining 

power grid and communication loop structures to model propagation paths for threats. The empirical results show that operators 

can accurately predict the probability of cascading failures and obtain minimum recovery time after incident using the structural 

graph network modeling method of interconnected systems [15]. 

The authors tackle the well-known issue of the lack of data in industrial cybersecurity by building a hybrid framework for 

industrial Digital Twins data generation for cybersecurity (2025). The methodology assesses more advanced generative modelling 

techniques (CTGAN and TVAE variants). The empirical results have shown that the framework is able to produce realistic time-

series vectors, with the incorporation of sequence-similarity constraints during the generation of the tables. The empirical results 

have demonstrated that the framework is capable of generating realistic time-series vectors with the integration of the sequence-

similarity constraints during the tabular generation process[16]. 

The research titled "Enhancing Cybersecurity with Machine Learning: A Hybrid Approach for Anomaly Detection and 

Threat Prediction (2025)" shares the development of an optimized hybrid machine learning pipeline to increase the visibility of 

threats within a decentralized data node. The traditional static classification model fails to capture the non-linear temporal pattern 

changes and the investigator proposes a blended model which combines good feature selection with LSTM blocks. Results of  

integrated pipeline provides a high classification score and a low training resource overhead and that it is very effective in live data 

environments [17]. 

Tedy N. Manoppo, Agit G. Fadhlulrahman, Yudi Prayudi, "Time Series Approach for Analysis and Prediction of Malware 

Trends Based on Open Source Intelligence (2026)", The authors work it to converts raw open-source intelligence indicator records 

into structured time-series datasets. The methodology is based on the mathematical modeling by ARIMA, combined with statistical 

Z-score calculation, for assessing and forecasting fluctuations in the daily malware trend with long-term time horizons. The 

empirical results have shown that time-series extrapolation is a good indicator of sudden volume growth of emerging threat variants, 

enabling cyber security teams to invest defensively proactively [18]. 

Ruba Al-Amri, et al., "Outlier and Anomaly Detection in IoT Networks: A Survey (2021)", This paper comprehensively 

reviews and evaluates various outlier and anomaly detection algorithms that are optimized for edge integrated Internet of Things 

(IoT) nodes. The authors build a comparative benchmarking model and compare the performance of resource constrained devices 

for processing high volume of network telemetry under strict bandwidth constraints. The research highlights the importance of 

using signature-less behavioral metadata tracking with lightweight statistical machine learning models to limit the detection latency 

while maintaining the power consumption of the remote cyber-physical assets [19]. 

Peng Zhai, et al., "Prediction-Based Attack Detection and Mitigation Mechanism in Power Systems (2026)" (2026), The 

researchers propose a new framework for attacking and defending in real-time that integrates automated prediction mitigation blocks 

with real-time state estimation in smart energy networks. Technical configuration is created around an adaptive prediction engine 

which is able to detect deceptive data vector injections and low-magnitude signal manipulation. The empirical testing results verify 

that the predictive controller effectively reduces overshoot and speeds up the recovery times under a cyber-physical attack, 

outperforming the static detection loops. It is found that the predictive controller effectively reduces overshoot and accelerates 

recovery time under active cyber-physical duress, while traditional static detection loops do not[20]. 

Table- 1. All Research papers and Research Gap 

Id Authors Year Technique Research Gap 
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[1] Landauer, M., Skopik, F., 

Stojanović, B., Flatscher, 

A., & Ullrich, T. 

2024 Time-Series Analysis (TSA) 

Mapping Matrix 

Most empirical methodologies 

evaluate static rules instead of 

tracking long-horizon predictive threat 

vectors. 

[2] Karimipour, H., 

Dehghantanha, A., Parizi, 

R. M., Choo, K.-K. R., & 

Leung, H. 

2019 Unsupervised Deep Learning 

& DBNs 

Traditional monitoring fails to 

identify stealthy, zero-day False Data 

Injection vectors that alter physical 

grid values. 

[3] Trodden, P., Loma-

Marconi, P., & Esnaola, I. 

2023 Output-Feedback Stochastic 

MPC Modeling 

Classical control theories falsely rely 

on the Separation Principle, which 

breaks under ongoing packet 

disruption. 

[4] Loma Marconi, P. R. 2026 Linear Matrix Inequality 

(LMI) & Predictive Buffers 

A lack of strict boundary 

quantification detailing how many 

consecutive malicious injections an 

operational loop can actively survive. 

[5] Bandi, C. P., Gaddam, V., 

Rashmi, V., Subha, S., 

Subbaraju, M. P., & 

Durga, R. L. 

2026 Flamingo Search Algorithm 

(FSA) & MESNN 

High-dimensional data pools 

introduce computational latency and 

parameter noise, reducing live 

classification accuracy. 

[6] Audibert, J., Michiardi, P., 

Guyard, J., & Marti, S. 

2020 Adversarial Autoencoder 

Training (USAD) 

Standard deep structures encounter 

parameter instability or high 

processing overhead during streaming 

time-series monitoring. 

[7] Blázquez-García, A., 

Conde, A., Mori, U., & 

Lozano, J. A. 

2021 Deep Sequence Taxonomy 

Evaluation 

Prior review implementations fail to 

explicitly split anomaly processing 

steps into systematic time-window 

patterns. 

[8] Zhao, H., Wang, Y., Duan, 

J., Huang, C., Cao, D., 

Tong, Y., Zhou, B., & 

Zhang, J. 

2020 Graph Attention Network 

(MTAD-GAT) 

Non-relational modeling strategies 

ignore essential spatial dependencies 

existing between distributed cyber-

physical hardware sensor arrays. 

[9] Chalapathy, R., & Chawla, 

S. 

2019 Deep Generative & One-Class 

System Survey 

Lack of unified comparative mappings 

linking raw structural outliers across 

different deep network families. 

[10] Ren, H., Xu, B., Wang, Y., 

Meng, C., Cui, Y., Yang, 

Y., Gao, J., Alvi, N., 

Santos, M., & Zhang, Q. 

2019 Spectral Residual (SR) & 

CNN Integration 

High computational complexity limits 

the deployment of intricate deep 

learning models directly within real-

time telemetry pipelines. 

[11] Lim, B., & Zohren, S. 2021 Multi-Horizon Deep 

Forecasting Survey 

Traditional models struggle to account 

for sudden contextual parameter 

changes or volatility transformations 

across long-term sequences. 

[12] Lee, J., Bagheri, B., & 

Kao, H.-A. 

2015 Unified Industrial 5C 

Architecture Blueprint 

Absence of an operational baseline 

framework capable of organizing data 

ingestion consistently across multi-tier 

legacy systems. 

[13] Eckhart, M., & Ekelhart, 

A. 

2018 Cyber-Physical Digital Twin 

Simulation 

Static vulnerability mapping models 

cannot continuously track active, 

passive cross-domain intrusions 

safely. 

[14] Afolalu, O., et al. 2025 Neural Family & Ensemble 

Benchmarking 

Deep learning systems often fail to 

balance superior pattern discovery 

with the low processing latency 

needed for active threat mitigation. 

[15] Liu, T., et al. 2025 Structural Infrastructure Graph 

Learning Review 

Legacy infrastructure tracking models 

fail to account for complex 
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topological vulnerabilities that trigger 

cross-domain cascading grid failures. 

[16] Iturbe, E., et al. 2025 Hybrid Generative Modeling 

(CTGAN/TVAE) 

Severe deficit of high-quality, attack-

inclusive time-series training logs due 

to data sensitivity and infrastructure 

privacy walls. 

[17] Salman, A. M. 2025 Hybrid LSTM & Feature 

Filtering Framework 

Purely linear or basic machine 

learning algorithms fail to accurately 

classify complex, non-linear 

chronological attack patterns. 

[18] Manoppo, T. N., 

Fadhlulrahman, A. G., & 

Prayudi, Y. 

2026 Short-Horizon ARIMA & Z-

Score Analytics 

Traditional OSINT platforms remain 

exclusively descriptive and do not 

actively forecast emerging global 

malware trends. 

[19] Al-Amri, R., et al. 2021 Parametric vs. Non-Parametric 

Edge Review 

Heavy neural models exceed the 

computational power and limited 

energy budgets inherent to edge-

integrated IoT field devices. 

[20] Zhai, P., et al. 2026 Real-Time State Estimation 

Predictive Loops 

Static model-driven defense strategies 

are incapable of dynamically tracking 

and neutralizing complex, low-

amplitude data injections. 

 

 

As reviewed in the literature, the key transition that needs to be made is from a reactive security architecture to a 

proactively, data-driven forecasting architecture that is capable of preventing the large-scale exploitation of interconnected cyber-

physical infrastructures of tomorrow. [1, 14, 15] These methods transform unstructured network telemetry, operational logs, and 

open source threat intelligence into multi-dimensional time series data formats [1, 18] and allow machine learning and deep 

sequential models to recognize these hidden temporal patterns, correlate events in space across sensors, and filter out unusual 

patterns that could cause physical system degradation before it occurs [2, 6, 8]. Moreover, direct embedding of buffering and state 

feedback loops derived in real-time into the model predictive controller enables modern approaches to mathematically determine 

the tolerance limits and ensures the operation stability under continuous packet-drop or data-injection attacks [3, 4, 20]. Finally, it 

has been shown that a scalable, automated framework for resilient digital twins and smart industrial ecosystems can be based on 

the combination of (i) powerful time-series preprocessing, (ii) nature-inspired optimization algorithms, and (iii) optimized machine 

learning models [5, 10, 12, 13]. 

The present research has its own limitations because it is based on second-hand empirical data that may have temporal 

logging inconsistencies, missing data and lack of granular physical telemetry needed to directly correlate network intrusions with 

actual machinery wear [12, 16, 18]. Moreover, the baseline tree-based machine learning models used, like RF, independently 

analyze each data window in the cross section without any sequence tracking mechanism, so as to naturally reflect the long-term 

time series characteristics of the data and cannot extrapolate the data patterns that exceed the training range in receiving the 

unprecedented zero-day attack volume [7, 11, 17]. Finally, it is a flat, non-relational table-based framework that doesn't include 

topological network mapping layers, so it doesn't support visualization of lateral threat movement or prediction of how localized 

digital issues might escalate into systemic physical infrastructure failures [3, 8, 15]. 

Overall, the findings of this research reveal the potential of using structured time-series data extracted from unstructured 

cyber telemetry data to support the application of baseline machine learning that can help close the gap between intrusion detection 

and automated threat forecasting [1, 10]. Though the evaluated frameworks have high classification accuracy and processing 

throughput, they do not have operational efficacy due to inconsistencies in secondary data, sequential limitations in ensemble 

models and failure to include graph-based relational layers to trace lateral threat propagation [7, 8, 16]. The results confirm the 

study is a very successful baseline phase, and a solid data engineering ground which clearly indicates the critical need of further 

transactions from continuous streaming data, deep sequential forecasting and topological visualization of network topology in future 

developments [11, 12, 15]. 

 

PROPOSED SYSTEM 

The proposed system architecture is intended to perform a data-driven forecasting of the evolution of cyber threats in 

Cyber-Physical Systems (CPS). The first step in the process is the gathering of secondary cyber-attack data such as malware activity 

logs, intrusion attempts, phishing incidents and network-based attack records. The datasets come from open sources of cybersecurity 

repositories and are structured. Raw data are usually noisy and inconsistent - a preprocessing stage is used to clean, filter and 
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normalize the data for quality and appropriateness for temporal analysis. This structured data is then preprocessed and the system 

transforms it to time-series data by associating the timestamp as the identifier for each cyber-attack event. The change allows for 

the analysis of attack frequency, patterns, and trends over time, from observation to forecasting. Afterwards, the feature engineering 

techniques are used to get meaningful features like attack frequency, attack severity, and temporal dependency which contribute 

significantly to the performance of the model. 

 
Fig.1 – Architecture Diagram 

The model layer is where both the statistical and machine learning models are implemented. Baseline statistical models 

can be used to identify general trends, while advanced machine learning algorithms like Random Forest, XGBoost, and Long Short-

Term Memory (LSTM) networks can be used to better understand the complexity of cyber-attack patterns and sequential 

relationships. They are trained on and tested against historical time-series data and their performance is measured by how well they 

predict the data and their reliability. This modeling strategy strikes a balance between interpretability and high performance. 

After training, the system performs a comparative evaluation of various forecasting models based on the accuracy, 

precision, recall and F1-score. This comparison illustrates the differences in action of each model in different attack scenarios and 

is useful in determining which one is best to predict future attacks. This analysis not only delivers better predictions, but it also 

offers insights for choosing the best ways to develop the cyber threat landscape. 

The system features a prediction and visualization component, in which future cyber-attack trends are predicted and 

displayed on a graph and in dashboards that provide analytical data. These visual representations help to interpret the results and to 

aid in the decision making process. The proposed system could help shift from a reactive to proactive approach to cybersecurity by 

allowing for the early detection and anticipation of cyber threats. Furthermore, it provides a foundation for future improvements, 

such as intelligent and graph-based threat prediction systems which can be implemented in practice in the CPS. 

Methodology 

1. Data Collection and preparation 

The methodology starts with gathering cyber-attack secondary data from trusted cybersecurity resources. These datasets 

contain logs of intrusion detection systems, malware, phishing attacks and network traffic anomalies. The data may also be noisy, 

inconsistent, and incomplete due to data being sourced from various sources. Hence, the data is subjected to some pre-processing 

steps like cleaning, normalization and data transformation. This means that the dataset is organized and ready for analysis. Temporal 

information is preserved in particular, as this is an important ingredient to forecasting. Cleaned data is used for further processing. 

The quality of the data preparation has a direct effect on the validity of the predictions. This measure helps to make sure the system 

operates on valid and representative data. 

2. Time-Series Transformation 

During this step, cyber-attack data is transformed into a time-series form; that form is needed for tracking the development 

of threats. Every attack is linked with a time-stamp, so that the system is able to analyse the temporal variability of attacks. The 

information is aggregated into intervals like daily, weekly or monthly attack frequencies. The transformation assists in identifying 

patterns, trends and seasonality of cyber-attacks. It also allows the ability to learn the temporal dependencies in forecasting models. 

This is a process that is necessary if you want predictive analysis to capture dynamic threat behavior. The innovation of this project 

is based on the time-series structuring. It takes the system from reactive intelligence to predictive intelligence. 

3. Baseline Statistical Modeling 

Baseline models are utilized to gain an understanding of the fundamental behavior of cyber threats. These are models to 

use for comparison of more advanced techniques. Using statistical methods can be useful in detecting trends, seasonality and 

irregular fluctuations in attacks. They are easy to understand and are helpful for predictions in the beginning. While they can't 

necessarily reflect complicated relationships, they do provide a measure of performance. It is important to assess if there is any 

benefit in using more advanced models for accurate predictions. It is also useful for checking and pre-processing the data set. With 

baseline modeling a system has a nice analytical underpinning. 

4. Implementation of Machine Learning Models 

Random Forest and XGBoost are two machine learning models that are used to identify complex relationships in the data. 

These types of models examine several traits such as attack frequency, type, and duration. They can deal with non-linear patterns 

and relationships among the variables. Training is done with historical data pertaining to cyber attacks, and models learn patterns 

that are related to the rising or decreasing threats. Such models are more accurate than the classical statistical models. They also 
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offer feature importance information which can be used to identify important factors that are affecting cyber attacks. This step will 

improve the prediction capability of the system. It is a key component to developing a proactive cybersecurity strategy. 

5. Deep Learning using LSTM 

LSTM (Long Short-Term Memory) is used to model sequential and temporal dependencies in cyber-attack data. Unlike 

the traditional models, LSTM can remember long-term patterns which makes it applicable for time-series forecasting. It is able to 

learn to understand how previous cyber attacks affect subsequent events. This can be really helpful in the case of cyber security 

threats, for instance, since threats are evolving as time goes on. LSTM can detect hidden temporal relationships, resulting in 

increased accuracy. But it is more demanding of computer resources and the time spent training. Despite this, it provides superior 

performance in many cases. This is a step that will help to make the system more effective in predicting future threats. 

6. Model Evaluation and Comparative Analysis 

Performance metrics like accuracy, precision, recall and F1-score are used to all models. The aim of the goal is to determine 

the most appropriate one among the models for forecasting cyber threats. Each approach is compared and strengths and weaknesses 

are identified. It demonstrates the comparison between the performance of statistical models, machine learning models and deep 

learning models. This step helps to make sure that the chosen model is reliable and efficient. It also gives information on the model 

behavior in dynamic condition. The outcomes help to inform future enhancements and optimizations. This is critical for proving 

the system as a whole. 

 

RESULT AND OBSERVATION 

Table 2. Performance Comparison of Models 

 

Model Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

Training 

Time 

Strength 

Random 

Forest 

91.5 90.8 89.7 90.2 Medium Stable, less 

overfitting 

LSTM 94.2 93.6 92.8 93.2 High Best for time-series 

XGBoost 92.8 92.1 91.4 91.7 Medium High performance, 

fast 

 

The results showed that LSTM outperforms all the other algorithms because it is able to learn the temporal connections in 

cyber-attack data. Random forest is stable and interpretable with no sequence learning. XGBoost has competitive performance with 

better complex pattern optimization and handling. LSTM models are however, more resource intensive than tree models, and this 

makes them less efficient for real-time applications. 

Table 3. Comparative Analysis of Models 

 

Parameter Random Forest LSTM XGBoost 

Data Type 

Suitability 

Structured data Time-series data Structured & tabular 

Complexity Moderate High Moderate 

Overfitting 

Handling 

Good (ensemble 

method) 

Moderate Excellent (regularization) 

Training Speed Medium Slow Fast 

Accuracy Level Good Very High High 

Interpretability High Low Medium 

Scalability Good Limited Very High 

 

  Random Forest is good for baseline modeling and has explainability. LSTM is good at predicting the future threat from 

cyber over time, but is complicated. XGBoost is both accurate and efficient, and can be used in practice. In general, hybrid models 

that integrate these models could further improve prediction accuracy. 

Graphical Representation of Model Performance 
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Fig.2 - Accuracy Comparison Graph 

 

Fig.3 - Precision, Recall, and F1-Score Comparison 

As can be seen in the graph, LSTM is outperforming Random Forest and XGBoost in all the evaluation metrics. LSTM's 

advantage in predicting cyber threat time-series data is clearly shown through the accuracy graph. The second graph also shows 

that LSTM consistently outperforms in terms of precision, recall, and F1-score, which demonstrates its ability to perform well in 

both precision and recall. Random Forest exhibits consistent performance but slightly less than the best, and is appropriate for 

baseline models. XGBoost outperforms the Random Forest and is slightly behind the LSTM. The following graphs illustrate that 

deep learning models work better for the evolving cyber threat prediction scenarios. 

The experimental results showed that machine learning and deep learning models for cyber threat prediction are much 

better than traditional cyber defenses based on reactive strategies. The model that is evaluated and found to have a good forecasting 

capability is Long Short-Term Memory (LSTM) because it is able to learn sequential patterns, especially when dealing with the 

changing behaviors of cyber threats. While Random Forest continues to be a good option, notably in terms of interpretability and 

speed of deployment, XGBoost offers a balance between prediction accuracy and efficiency. The study points out that there is no 

ideal model that can be determined for every system, as the choice is based on several system requirements, including: accuracy, 

speed of processing, scalability, etc. Every model has its distinctive characteristics and contribution to the operational context and 

data characteristics. Hybrid systems involving multiple techniques as well as graph based systems which recognize the complex 

relations among cyber-physical systems can also be employed in future research to further improve prediction accuracy and to 

develop more adaptive and intelligent threat forecasting solutions. 

 

FUTURE WORK 

Improvements to this system in the future may include the incorporation of graph-based modeling techniques to help model 

the relationships between cyber entities (such as attackers, systems, and networks). A cyber threat in Cyber-Physical Systems (CPS) 

is not generally just one threat; it is a combination of threats that may propagate and connect across a number of components. These 

complex interdependencies can be well captured in graph-based approaches. Such models can be combined with time-series 

forecasting to offer more contextually rich insights, which can boost the accuracy of prediction. The trend is in line with ongoing 

developments in the field of cybersecurity research and can enhance the ability to detect threats in an evolving environment. 

An additional key space that could be developed in the future is the integration of real-time cyber threat intelligence. 

Current system uses historical secondary data sets, which may not be fully representative of new attack patterns. The system can 

adapt and learn continuously by incorporating live data streams. This real-time feature would facilitate more responsive forecasting 

and dynamic forecasting that would allow for actions to be taken in a timely manner. As a result, the overall effectiveness and 

practical applicability of the system would be greatly enhanced. 

Furthermore, hybrid forecasting models using statistical models, machine learning algorithms, and deep-learning models 

can be investigated in future studies. This ensemble approach can benefit from using a combination of techniques to enhance the 

overall prediction accuracy, robustness and stability. These models can adapt to different types of data and mitigate the constraints 

of using a single approach. Such flexibility is crucial for ensuring consistent performance in the face of constantly changing and 

unpredictable cyber threats. 

Last, automated mitigation and response can be added to the system. The existing structure is mainly prediction-based, 

while future iterations could suggest and/or even execute suitable countermeasure. Integration with security tools like intrusion 

detection and prevention systems can facilitate automated response to threats identified. This would change the system from a 

purely predictive one to a complete adaptive and self-defending system and greatly improve the cybersecurity resilience in Cyber-

Physical Systems. 
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CONCLUSION 

 

This project is a successful prototype of a data-driven knowledge and prediction of cyber threats in Cyber Physical 

Systems. The system transforms the data from cyber attacks to a time series so that the cyber threats can be dynamically analyzed 

for pattern. The combination of statistical, machine learning, and deep learning models offers a robust system for prediction. The 

results demonstrate that the advanced models, such as the LSTM, achieve superior performance in capturing the temporal 

dependencies compared to the traditional models. This validates the importance of using time-aware techniques in cyber-security. 

The system is more active than a reactive defence, adding predictive elements. 

The comparative analysis shows that there is no single best model, each has their advantages. Random Forest generates 

interpretable and consistent outputs for baseline information. XGBoost is an accuracy vs computational efficient model. LSTM 

achieves the best performance because it is able to learn sequential patterns in cyber-attacks. The results highlight the need to choose 

proper models considering both data characteristics and requirements of the application. The metrics in the evaluation validate the 

potential of predictive modelling to improve cyber threat analysis. 

Therefore, the proposed system offers promising prospects for proactively dealing with cyber security through forecasting 

methods. It overcomes shortcomings of existing reactive systems by forecasting attack trends. The work also lays the foundation 

for integrating state-of-the-art technologies such as graph-based modelling and real-time analytics. The system provides valuable 

data-driven insights and intelligent models, enhancing security in Cyber Physical Systems. The research is an important step in the 

development of adaptive and intelligent cyber-security solutions. 

REFERENCES 

[1] Landauer, M., Skopik, F., Stojanović, B., Flatscher, A., & Ullrich, T. (2024).”A review of time-series analysis for cyber security 

analytics: from intrusion detection to attack prediction”. International Journal of Information Security, 24(1), 1–29. 

[https://doi.org/10.1007/s10207-024-00921-0] 

[2] Karimipour, H., Dehghantanha, A., Parizi, R. M., Choo, K.-K. R., & Leung, H. (2019). A Deep and Scalable Unsupervised 

Machine Learning System for Cyber-Attack Detection in Large-Scale Smart Grids. IEEE Access, 7, 80778-80788. 

[https://doi.org/10.1109/ACCESS.2019.2920326] 

[3] Trodden, P., Loma-Marconi, P., & Esnaola, I. (2023). Stability and the Separation Principle in Output-Feedback Stochastic MPC 

with Random Packet Losses. IFAC-PapersOnLine, 56(2), 3818-3823. [https://doi.org/10.1016/j.ifacol.2023.10.1312] 

[4] Loma Marconi, P. R. (2026). “Robust Stability Analysis of Cyber-Physical Systems Controlled by Model Predictive Control” 

[Doctoral dissertation, The University of Sheffield]. White Rose Institutional Repository. 

[https://etheses.whiterose.ac.uk/id/eprint/38116/] 

[5] Bandi, C. P., Gaddam, V., Rashmi, V., Subha, S., Subbaraju, M. P., & Durga, R. L. (2026). Optimal Deep Learning Threat 

Detection Using Flamingo Search Algorithm: Automating Cyber-Physical System Security. IAENG International Journal of 

Computer Science, 53(3), 912-921. [http://www.iaeng.org/IJCS/issues_v53/issue_3/IJCS_53_3_01.pdf] 

[6] Audibert, J., Michiardi, P., Guyard, J., & Marti, S. (2020). USAD: UnSupervised Anomaly Detection for Cloud Networks. 

Proceedings of the 26th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining, 3367–3377. 

[https://doi.org/10.1145/3394486.3403392] 

[7] [7] Blázquez-García, A., Conde, A., Mori, U., & Lozano, J. A. (2021). Deep Anomaly Detection for Time Series: A Survey. 

ACM Computing Surveys, 54(11), 1-33. [https://doi.org/10.1145/3444690] 

[8] Zhao, H., Wang, Y., Duan, J., Huang, C., Cao, D., Tong, Y., Zhou, B., & Zhang, J. (2020). Multivariate Time-Series Anomaly 

Detection via Graph Attention Network. Proceedings of the 2020 IEEE International Conference on Data Mining (ICDM), 841-

850. [https://doi.org/10.1109/ICDM51629.2020.00095] 

[9] Chalapathy, R., & Chawla, S. (2019). Deep Learning for Anomaly Detection: A Survey. arXiv preprint arXiv:1901.03407. 

[https://doi.org/10.48550/arXiv.1901.03407] 

[10]Ren, H., Xu, B., Wang, Y., Meng, C., Cui, Y., Yang, Y., Gao, J., Alvi, N., Santos, M., & Zhang, Q. (2019). Time-Series 

Anomaly Detection Service at Microsoft. Proceedings of the 25th ACM SIGKDD International Conference on Knowledge 

Discovery & Data Mining, 2809-2817. [https://doi.org/10.1145/3334480.3344384] 

[11]Lim, B., & Zohren, S. (2021). Deep learning for time series forecasting: A survey. Philosophical Transactions of the Royal 

Society A, 379(2194), 1-22. [https://doi.org/10.1098/rsta.2020.0209] 

[12]Lee, J., Bagheri, B., & Kao, H.-A. (2015). A Cyber-Physical Systems Architecture for Industry 4.0-Based Manufacturing   

Systems. Manufacturing Letters, 3, 18-23. [https://doi.org/10.1016/j.mfglet.2014.12.001] 

[13]Eckhart, M., & Ekelhart, A. (2018). A Concept for Digital Twins in Cyber-Physical Systems Security. Proceedings of the 2018 

ACM Workshop on Cyber-Physical Systems Security & Privacy, 1-12. [https://doi.org/10.1145/3264888.3264892] 

[14]Afolalu, O., et al. (2025). Artificial Intelligence as the Next Frontier in Cyber Defense: Opportunities and Risks. Electronics, 

14(24), 4853-4871. [https://www.mdpi.com/2079-9292/14/24/4853] 

[15]Liu, T., et al. (2025). Graph Neural Networks for Evaluating the Reliability and Resilience of Infrastructure Systems: A 

Systematic Review. IEEE Access, 13, 11168-11190. [https://ieeexplore.ieee.org/iel8/6287639/6514899/11168479.pdf] 

https://ijnrd.org/
http://www.ijnrd.org/


INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 
© 2026 IJNRD | Volume 11, Issue 7, July 2026 | ISSN: 2456-4184 | IJNRD.ORG 

 

IJNRD2607316 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) 

 

 

d150 

[16]Iturbe, E., et al. (2025). Hybrid AI-Based Framework for Generating Realistic Attack-Related Network Flow Data for 

Cybersecurity Digital Twins. Applied Sciences, 15(21), 11574-11592. [https://www.mdpi.com/2076-3417/15/21/11574] 

[17]Salman, A. M. (2025). Enhancing Cybersecurity with Machine Learning: A Hybrid Approach for Anomaly Detection and 

Threat Prediction. Mesopotamian Journal of Cybersecurity, 2025,  

[https://mesopotamian.press/journals/index.php/CyberSecurity/article/view/751] 

[18]Manoppo, T. N., Fadhlulrahman, A. G., & Prayudi, Y. (2026). Time Series Approach for Analysis and Prediction of Malware 

Trends Based on Open Source Intelligence. MALCOM: Indonesian Journal of Machine Learning and Computer Science, 6(1), 

45-56. [https://journal.irpi.or.id/index.php/malcom/article/view/2580] 

[19]Al-Amri, R., et al. (2021). Outlier and Anomaly Detection in IoT Networks: A Survey. IEEE Access, 9, 131232-131255. 

[https://doi.org/10.1109/ACCESS.2021.3113542] 

[20]Zhai, P., et al. (2026). Prediction-Based Attack Detection and Mitigation Mechanism in Power Systems. PubMed Central / 

PMC Physics and Engineering Suite, Article PMC13103381. [https://pmc.ncbi.nlm.nih.gov/articles/PMC13103381/] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Copyright & License: 

 

© Authors retain the copyright of this article. This work is published under the Creative Commons 

Attribution 4.0 International License (CC BY 4.0), permitting unrestricted use, distribution, and reproduction 

in any medium, provided the original work is properly cited. 

 

 

 

https://ijnrd.org/
http://www.ijnrd.org/


INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 
© 2026 IJNRD | Volume 11, Issue 7, July 2026 | ISSN: 2456-4184 | IJNRD.ORG 

 

IJNRD2607316 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) 

 

 

d151 

  

https://ijnrd.org/
http://www.ijnrd.org/

