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Abstract—In today’s digital era, fake social media accounts 

have become a growing concern as they are used for misinforma- 
tion, fraud, cybercrime, and manipulation of public opinion. This 
paper proposes a machine learning-based system for detecting 
and reporting fake social media accounts using Random Forest 
and Decision Tree classifiers. The study focuses on analyzing 
user behavior, account attributes, and interaction patterns to 
differentiate genuine users from fraudulent ones. The dataset 
collected from social platforms was cleaned, preprocessed, and 
labeled to train the models effectively. Experimental results 
show that the Random Forest model achieves an accuracy of 
up to 99.6%, outperforming other algorithms. This research 
demonstrates that integrating AI-based models can significantly 
enhance social media security and integrity. 

Index Terms—Fake account detection, machine learning, Ran- 
dom Forest, Decision Tree, social media, feature extraction, 
classification. 

 

I. INTRODUCTION 

The increasing prevalence of fake social media accounts 

has emerged as a major concern for online communities and 

platform administrators. Such accounts can distort information 

ecosystems, inflate engagement metrics, and facilitate cyber- 

crimes such as phishing, impersonation, and misinformation 

campaigns. According to recent reports, a significant percent- 

age of active accounts on major platforms are suspected to be 

automated or fake, underscoring the urgent need for intelligent 

detection mechanisms that operate at scale. 

Traditional detection techniques rely primarily on manual 

reporting, keyword filtering, or rule-based heuristics. However, 

these methods are inadequate for identifying evolving patterns 

of deception and are prone to high false positives. The 

sophistication of fake profiles — often mimicking real user 

behavior — necessitates adaptive, data-driven approaches that 

can continuously learn and adapt from large-scale behavioral 

data. 

Machine Learning (ML) offers a promising solution to this 

challenge. By learning from labeled datasets of genuine and 

fraudulent accounts, ML models can automatically extract 

meaningful behavioral and structural patterns that distinguish 

fake profiles from authentic ones. Among various algorithms, 
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Decision Tree and Random Forest classifiers are particularly 

effective due to their interpretability, robustness, and high 

predictive accuracy. Decision Trees offer transparent, rule- 

based explanations for classification, while Random Forest, as 

an ensemble method, enhances stability and reduces overfitting 

through bagging and majority voting. 

In this research, we leverage these models within the Tensor- 

Flow environment to design a scalable and explainable frame- 

work for fake account detection. The system analyzes mul- 

tiple feature categories — including user metadata (account 

age, follower–following ratio), behavioral metrics (posting 

frequency, activity distribution), and content-based indicators 

(language usage, presence of URLs). The integration of these 

heterogeneous data sources enables the system to capture both 

structural and temporal anomalies in user behavior. 

Furthermore, the proposed model aims not only to detect 

fake accounts but also to interpret the underlying factors in- 

fluencing classification decisions. Feature importance analysis 

and visualization tools are used to enhance transparency, sup- 

porting responsible AI practices. Experimental results demon- 

strate that the Random Forest model achieved a detection 

accuracy of 99.6 

II. LITERATURE REVIEW 

Several studies have explored machine learning approaches 

for detecting fake social media accounts: 

LITERATURE SURVEY 
 

Topic Authors 

Detecting Fake ac- 

counts 

K. Lee, B.D. Eoff, J. 

Caverlee 

Fake Profile detec- 

tion 

V. Potdar, E. Griffin 

Social Spammer De- 

tection 

H. Gao, J. Hu, T. 

Huang 

Hybrid approach F. Sanchez, P. Al- 

varez 
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Fig. 1. Literature Review 
 

 

Several model’s accuracy, such as decision trees, xgboost, 

random forests, and ada boosts, is shown in the comparison 

plot.The XG boost, which is equal to 0.996, produces the 

highest level of precision. Additionally, decision trees and 

random forests both have an accuracy of about 0.99 

These studies highlight the potential of ML classifiers in 

distinguishing fake accounts using behavioral, textual, and 

structural data. However, achieving high accuracy and scal- 

ability across multiple platforms remains a key challenge. 

III. METHODOLOGY 

The proposed methodology consists of six key phases. 

A. Data Collection 

The initial phase of the project involves comprehensive data 

collection from multiple relevant sources. Various features 

related to user accounts are extracted to form a labeled 

dataset, distinguishing between genuine and fake accounts. 

This labeled data serves as the foundation for training and 

evaluating the classification models. 

B. Data Preprocessing 

In this phase, the collected data undergoes rigorous pre- 

processing to enhance quality and usability. Data cleaning is 

performed to remove inconsistencies and errors, while missing 

data is addressed through appropriate handling techniques. 

Feature engineering is applied to create meaningful variables 

that better represent the underlying patterns. Finally, normal- 

ization is conducted to scale the features uniformly, ensuring 

that no single feature disproportionately influences the model. 

C. Feature Selection 

Feature selection was conducted using statistical correla- 

tion and importance ranking methods. Key attributes such as 

account longevity, profile completeness, post regularity, and 

follower ratio were prioritized for model training. 

D. Model Development 

Two machine learning algorithms were employed: 

1) Decision Tree Classifier: Provides an interpretable 

model by constructing decision rules that split the data 

based on feature thresholds. 

2) Random Forest Classifier: Combines multiple decision 

trees to enhance robustness and reduce overfitting. 

Python’s Scikit-learn and TensorFlow libraries were used for 

model training and evaluation. 

E. Training and Testing 

To evaluate the models’ effectiveness, the dataset is split 

into training and testing subsets, with 80% used for training 

and 20% reserved for testing. Additionally, 10-fold cross- 

validation is employed to enhance model reliability, mitigate 

overfitting, and provide a more generalized estimate of the 

models’ performance. 

F. Data Analysis and Detection 

The Decision Tree model helps identify key features that 

differentiate fake accounts from real ones by highlighting 

critical decision points. The importance of each feature is 

analyzed, and the tree’s decision-making process is visual- 

ized to improve interpretability. The Random Forest model, 

an ensemble of decision trees, aggregates predictions using 

bagging techniques to reduce variance and enhance accuracy. 

This model also identifies significant features such as account 

activity metrics and follower-to-following ratios, providing 

deeper insights into the classification process. 

G. Automated Reporting System 

An automated reporting system is developed to flag sus- 

picious accounts detected by the models. This mechanism 

generates alerts that notify platform administrators for further 

manual review and necessary action, thus enabling timely 

intervention and improved platform security. 

 

 

 

 
Fig. 2. Flowchart of Random Forest methodology showing the ensemble of 
decision trees trained on random samples and combined through voting. 

 

 

IV. RESULTS AND DISCUSSION 

Both models achieved strong performance, with the Random 

Forest classifier outperforming the Decision Tree in terms of 

overall accuracy and generalization capability. 

• Decision Tree Accuracy: 98.9% 

• Random Forest Accuracy: 99.6% 

• Precision: 0.96 

• Recall: 0.94 
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Fig. 3. Flowchart of Random Forest methodology showing the ensemble of 
decision trees trained on random samples and combined through voting. 

 

 

The Random Forest model exhibited lower variance and su- 

perior resilience to overfitting, owing to its ensemble structure 

that aggregates multiple weak learners into a robust predictive 

model. It efficiently handled noisy and high-dimensional data, 

making it suitable for dynamic social media datasets. The 

Decision Tree, while slightly less accurate, provided valuable 

interpretability through clear decision rules and feature splits, 

aiding in explainability and transparency of the classification 

process. 

A feature importance analysis indicated that attributes such 

as follower-to-following ratio, posting frequency, engagement 

rate, account age, and content originality had the highest 

influence on classification outcomes. These factors are strong 

behavioral indicators distinguishing legitimate users from fake 

or bot-operated accounts. The system also revealed that ac- 

counts exhibiting repetitive posting patterns, disproportionate 

follower ratios, and minimal engagement activity are more 

likely to be fraudulent. 

Visualization tools such as Matplotlib and Seaborn were 

employed to generate feature correlation matrices, confusion 

matrices, and ROC (Receiver Operating Characteristic) curves, 

illustrating the models’ discriminative ability. The Random 

Forest ROC-AUC score of 0.992 further validates its superior 

classification capability. 

Moreover, comparative testing against baseline models such 

as Logistic Regression, Support Vector Machine (SVM), and 

Na¨ıve Bayes demonstrated that the proposed ensemble method 

consistently outperformed traditional algorithms by a margin 

of 3–5% in accuracy and recall. The hybrid design thus ensures 

a balance between interpretability and predictive efficiency. 

The findings affirm that the combination of Random Forest 

and Decision Tree models provides an effective mechanism 

for early and reliable detection of fake accounts, making 

the approach viable for real-world deployment on large-scale 

social media platforms. 

 

Fig. 4. Confusin Matrix. 
 

 

V. CONCLUSION 

The proposed system effectively detects fake social media 

accounts by utilizing Random Forest and Decision Tree al- 

gorithms within a robust machine learning framework. Ex- 

perimental evaluations demonstrate that the Random Forest 

classifier achieves higher accuracy, precision, and recall com- 

pared to single-tree models, due to its ensemble-based learning 

and ability to handle complex, high-dimensional data. The 

Decision Tree model, on the other hand, offers strong inter- 

pretability, enabling transparent analysis of feature importance 

and decision-making paths. 

By analyzing diverse features such as account metadata, 

behavioral patterns, and content-based attributes, the system 

successfully distinguishes between genuine and fraudulent 

accounts. This work contributes to the growing need for 

automated, scalable, and explainable solutions in social me- 

dia security. The integration of these models into platform 

monitoring tools can significantly reduce the spread of mis- 

information, phishing, and spam activities, thereby enhancing 

the overall trustworthiness of digital ecosystems. 

In the future, the framework can be further improved by 

incorporating deep learning approaches such as Convolutional 

Neural Networks (CNNs) and Long Short-Term Memory 

(LSTM) networks to analyze multimodal data — including 

text, images, and temporal activity sequences. The deployment 

of this model via real-time social media APIs could enable 

proactive fake account detection and continuous monitoring. 

Additionally, hybrid models combining traditional machine 

learning with neural architectures may enhance performance 

in large-scale and dynamic online environments. 

Ultimately, this research lays the groundwork for intelligent, 

adaptive, and data-driven systems capable of safeguarding 

online communities and promoting secure, authentic social 

interactions. 
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