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Abstract : The evolution of internet, from its origins in the 1960s to the present digital age, has transformed communication. With over 

5.35 billion active internet users, individuals are more connected than ever before. However, rapid digitalization has led to rise in 

cybercrimes such as identity theft, cyberbullying, and data breaches. A major contributing factor to this vulnerability is the lack of 

awareness regarding cyber hygiene. Cyber hygiene, much like personal hygiene, involves adopting routine practices that ensure online 

safety and prevent cyber threats. Given the growing digital exposure among undergraduate students and the alarming statistics on cyber 

risks, there is a pressing need to enhance their knowledge and practices related to cyber hygiene. This study aims to assess the 

Effectiveness of Cyber hygiene Instructional Module (CIM) on Knowledge and Practice regarding Cyber hygiene among Undergraduate 

students. Quasi experimental one group pre-test and post-test research design was adopted.  Pre-test and post-test were conducted 

regarding knowledge and practice, CIM intervention was given to the students between pre and post-test. The results revealed that that 

level of adequate knowledge during pretest was 44.7% and 98.7% during post-test, the level of adequate practice during pretest was 

47.3% and during post-test it is 95.3%. It is highly statistically significant showing improvement of Knowledge and practice after 

attending CIM. The study also shows that students of age 19-20 years had more adequate knowledge on Cyber hygiene, students who 

used more than 3 gadgets had more adequate knowledge and students those who used more than 5 accounts had more inadequate 

knowledge on Cyber hygiene. This study clearly emphasizes the importance of structured and targeted cyber hygiene education for 

students, who are increasingly reliant on digital platforms in both academic and clinical environments. The findings suggest that 

incorporating such modules in education can play a vital role in reducing vulnerability to cyber threats and ensuring secure handling of 

digital data. It highlights the potential of such interventions to empower students to serve as responsible digital citizens and educators 

within their communities. Therefore, regular training programs and updates on cyber hygiene should be prioritized within the 

curriculum. 

 

Index Terms -  Cyber Hygiene Instructional Module, CIM, Cyber Hygiene, Cyber Hygiene knowledge, Cyber Hygiene 

Practice 

 

I. INTRODUCTION 
The Internet's origin dates back to the 1960s, when it was conceived as a medium for sharing information among government 

researchers. The Cold War and the Soviet Union's launch of Sputnik satellite prompted the US Defense Department to develop 

ARPANET (Advanced Research Projects Agency Network). This precursor to the Internet enabled communication between 

government and academic institutions. With the adoption of Transfer Control Protocol/Internet Protocol (TCP/IP) in 1983, the 

Internet officially took shape, facilitating communication between disparate computer networks.1  

The number of active internet users worldwide was estimated to be 4.57 billion as of July 2020, comprising 59 % of the entire world 

population.2 As the web has become more accessible and popular, smartphones utilizing new technologies such as 4G, 5G and very 

soon 6G, became the vital channel for internet access worldwide as mobile internet users account for 91 % of total internet customers. 

This reflects how the internet and web have ended up being relatively vital to individuals, professionals, and companies across the 

globe. Today, people, experts and companies are making use of social media on an everyday basis, sharing details, or promoting their 

company or brands. 3-4 

During the pandemic, strict social distancing measures prevented India’s 1.3 billion-strong population from engaging with others in-

person, leading more people to turn to digital channels. 5 Social media has blurred the lines between the virtual and the real world, 

thereby transforming the world into a global village, with distance no longer a barrier today. More than 66 percent of all the global 
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population uses the internet, with the latest data from Data Reportal putting the global user total at 5.35 billion. Additionally, the internet 

users have risen by 1.8 percent over the past 12 months, owing to the new 97 million users since the start of 2023.6 

According to National Cyber Crime Reporting Portal cybercrime may be defined as “Any unlawful act where computer or 

communication device or computer network is used to commit or facilitate the commission of crime”.7 What distinguishes cybercrime 

from traditional criminal activity is obviously, the use of the digital computer, but technology alone is insufficient for any distinction 

that might exist between different realms of criminal activity. Criminals do not need a computer to commit fraud, traffic in child 

pornography and intellectual property, steal an identity, or violate someone’s privacy. All those activities existed before the “cyber” 

prefix became ubiquitous.8 

Cybercrime on whole includes child pornography/ child sexually abusive material (CSAM), cyber bullying, cyber stalking, cyber 

grooming, online Job Fraud, online sextortion, vishing, sexting, smishing, SIM Swap Scam, debit/credit Card Fraud, impersonation and 

identity theft, phishing, spamming, ransomware, virus, worms & trojans, data breach, denial of services, website defacement, cyber-

squatting, pharming, cryptojacking, online drug trafficking and espionage.7 

A major contributing factor to the rise of cybercrime in India is the lack of awareness and education about cybersecurity. Many 

individuals and organizations do not possess the necessary knowledge to identify potential threats or take appropriate preventive 

measures. This knowledge gap makes them easy targets for cybercriminals.9 

Cyber hygiene is about training people to form good habits around cybersecurity so that they can stay ahead of cyber threats and online 

security issues. Cyber hygiene is sometimes compared to personal hygiene in that both are precautionary processes carried out regularly 

to ensure health and wellbeing. Practiced regularly, cyber hygiene helps to keep data safe and secure. Building a routine around cyber 

hygiene will help prevent cybercriminals from causing security breaches or stealing personal information. It will also help people to be 

up to date with software and operating systems. As a concept, cyber hygiene has increased in relevance since the Covid-19 pandemic, 

as more people around the world working remotely led to a rise in cybercrimes.10 

NEED FOR THE STUDY 
Nearly 5.35 billion people currently use social media worldwide, more than double from 2.07 billion in 2015. The average social media 

user engages with an average of 6.7 various social media platforms and 63.7% of the global population in the world uses social media. 

Globally, the average time a person spends on social media a day is 2 hours 20 minutes. Facebook is the leading social network with 

3.07 billion monthly active users, followed by YouTube (2.5 billion), WhatsApp (2 billion), Instagram (2 billion), and TikTok (1.58 

billion). 94.9% of 5.45 billion global internet users and 91% of 5.68 billion mobile phone users are on social media. Out of 5.45 billion 

internet users, 94.9% are active users. A study of 53 countries with internet users aged 16+ shows Japan had the lowest average number 

of social platforms used at 3.5, comparably Brazil had the highest with 8.0 per internet user.11 

India ranks second with just under half of its population 49.15 % using the internet that accounts to 692 million people. 12 As the world 

is advancing in the realm of digitalization, the threat of cyber-attacks has also grown and India is no exception to it. In October, 2023, 

Resecurity, a US company, informed the world about the availability of Indian’s personal data on the dark web. It would have been 

easy to ignore this amid the deluge of bad news filling the news feeds but for the size and sensitivity of data. The seller of the data set 

was providing verifiable, sensitive information of 55% of the Indian population roughly around 815 million (81.5 crore) citizens. The 

data included personally identifiable information like name, phone number, Aadhaar number, passport number and address.13 

In October 2019, there was an attempted cyber-attack on the Kudankulam Nuclear power plant. There was malware attack on the City 

Union Bank’s SWIFT system which led to unauthorised transactions worth USD 2 million in March 2020. In May 2021, the personally 

identifiable information (PII) and test results of 190,000 candidates for the 2020 Common Admission Test (CAT), used to select 

applicants to the IIMs, were leaked and put up for sale on a cybercrime forum. In December 2020, a global cyber-attack on Solar-Winds, 

a US-based software company that provides network management tools, affected several Indian organizations, including the National 

Informatics Centre (NIC), the Ministry of Electronics and Information Technology (MeITY), and Bharat Heavy Electricals Limited 

(BHEL).13 

According to a data given by the government in parliament, India saw approximately 1.16 million cyber-attacks in 2020, with a median 

of 3,137 cyber security incidents recorded every day of the year. India is placed at third position among the first 20 countries which are 

affected by cybercrime, according to the FBI’s Internet Crime Report.14 

The Indian Computer Emergency Response Team (CERT-In) has “reported 49,455 cybersecurity incidents in 2015, 50,362 in 2016, 

53,117 in 2017, 2,08,456 in 2018, 394,499 in 2019 and 696,938 cybersecurity incidents during the year 2020 (till August),  the MeITY 

said while responding to an unstarred question in the Lok Sabha regarding cyber-attacks on Indian citizens and India-based commercial 

and legal entities.15 

According to NCRB data, the number of cybercrimes grew by 63.48% from 2018 to 2019 with over 33% of children experiencing 

online bullying, India has the highest prevalence of online harassment.16 Internet users in India continued to fall victims to cyber-attacks 

with nearly a quarter of users, 20%, falling victims to cyber threats in the first quarter of 2024. While nearly 22.9% users were attacked 

by web-borne threats, 20.1% users were found to be vulnerable to local threats during the same period.17  

According to study conducted by Child Rights and You (CRY), a non-governmental organization Around 9.2% of 630 adolescents 

surveyed in Delhi-National Capital Region had experienced cyberbullying and half of them had not reported it to teachers, guardians 

or the social media companies concerned and one in four adolescents also reported seeing a morphed image or video of themselves, and 

50% of these were not reported to the police.18 

The NCRB report reveals a total of 1,823 cases of cybercrime against children in 2022, up from 1,376 the previous year (2021).  These 

crimes include 1,171 cases of cyber pornography or the dissemination of inappropriate content, 158 cases of cyber stalking and bullying 

and 416 other cyber related offenses.19 According to a report released by DQ Institute at the Global Cybersecurity Forum in Riyadh on 

November 10, 2024 almost three in four (73%) children and adolescents aged 8-18 around the world experienced at least one cyber risk 

in the 12 months to September 2022. This report also revealed that 50% of children and adolescents across the surveyed countries are 
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affected by cyber-bullying, 40% experience cyber threats, 25% are exposed to violent and sexual content, 16% are at risk for a gaming 

disorder, 8% are at risk for social media disorder and 40% of adolescents (aged 13-18) experience unwanted sexual contact. This was 

the final conclusion of the survey which was taken across 100 countries including 3,30,000 children and adolescent using Child Online 

Safety Index.20 

In India, smartphone use at the age of 10 to 14 is at 83 per cent, which is significantly 7 per cent above the international average of 76 

per cent. This leads to high exposure to online risks as there is a substantial security gap between parents and children. Additionally, 

while the concern is relatively low among parents, 22 per cent of Indian children experienced cyberbullying at some time which is 

notably 5 per cent higher than the global average of 17 per cent.21 

Statement of the problem: 
A study to Assess the Effectiveness of Cyber hygiene Instructional Module (CIM) on Knowledge and Practice regarding Cyber hygiene 

among Undergraduate students. 

Objectives of the study: 
 To assess the level of knowledge and practice regarding cyber hygiene among Undergraduate students  

 To evaluate the effectiveness of CIM on knowledge and practice regarding cyber hygiene among Undergraduate students. 

 To associate the level of knowledge and practice regarding cyber hygiene among Undergraduate students with selected 

demographic variables. 

 

II. METHODOLOGY: 

The study adopted a quantitative research approach to systematically measure and evaluate the effectiveness of the Cyber Hygiene 

Instructional Module (CIM). This approach enabled the collection of numerical data on student’s knowledge and practice regarding 

cyber hygiene both before and after the intervention, facilitating objective analysis and comparison of outcomes.  

A quasi-experimental one-group pre-test and post-test design was employed to assess the impact of the instructional module. This design 

involved administering a structured questionnaire to the same group of undergraduate students prior to the intervention, followed by 

implementation of the CIM, and then reassessing the same group using the same tool after a five-day interval. This design was chosen 

as it allows for evaluation of the effectiveness of the intervention without the use of a control group. In this study the population are 

undergraduate students and who are in the age category of 17 to 24 years old and target population is B.Sc Nursing students studying 

in Sabari college of Nursing. 

Independent variable:  

The independent variable in this study is the Cyber Hygiene Instructional Module (CIM), a structured educational intervention 

developed to enhance knowledge and practice related to cyber hygiene among undergraduate students. The module comprises eight 

comprehensive components, each designed to address key aspects of safe digital behavior:  

1. Cyber Threats and Risks – Introduction to common cyber threats such as malware, phishing, ransomware, and social engineering 

tactics, along with real-world examples relevant to students.  

2. Password Management – Guidance on creating strong, unique passwords and the importance of multi-factor authentication to secure 

online accounts.  

3. Online Safety – Best practices for safe browsing, identifying secure websites, avoiding suspicious downloads, and protecting personal 

information while using the internet.  

4. Data Protection – Emphasis on securing sensitive data, understanding data privacy rights, and handling digital files responsibly.  

5. Social Media and Online Presence – Raising awareness about the digital footprint, privacy settings, and the implications of sharing 

personal information on social platforms.  

6. Email and Messaging Security – Recognizing and handling spam, phishing emails, suspicious links, and the importance of encrypted 

messaging.  

7. Device and Network Security – Basic principles of securing personal devices through antivirus software, regular updates, and safe 

use of public Wi-Fi.  

8. Incident Response – Steps to take in case of a cyber incident, including reporting, mitigation, and recovery strategies.  

Dependent variable:  

The dependent variable of the study are Knowledge and Practice regarding Cyber Hygiene among undergraduate students.  

Sampling technique:  

A convenience sampling technique was used to select participants for the study.  

Sampling size:   

The Sample size for this study is 150 students   

Sampling criteria:  

Inclusion criteria:   

 Students studying B.Sc Nursing at Sabari college of Nursing  

 Students who use digital gadgets.  

 Who were available at the time of data collection.  

Exclusion criteria:  

 Students who were not willing to participate in the study  

Description of tool:  

A structured questionnaire was used to assess the knowledge and practice regarding cyber hygiene The tool was developed in alignment 

with the content of the Cyber Hygiene Instructional Module (CIM), expert validation, and literature review. It comprised two main 

parts:  
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Socio-Demographic Profile  

This section consisted of 13 items to gather personal and background information of the students, including age, gender, year of study, 

area of residence, type of digital devices used, internet usage patterns, social media presence, and parental education. This data supported 

the analysis of possible associations with knowledge and practice levels.  

Knowledge and Practice Questionnaire  

Knowledge Section: Included 35 multiple-choice questions covering various dimensions of cyber hygiene, such as cyber threats, online 

safety, data protection, and device security. Each correct answer was scored as 1, with the total score ranging from 0 to 35.  

Practice Section: Comprised 15 items to assess day-to-day cyber hygiene practice.  

The same tool was administered during both the pre-test and post-test phases to evaluate changes in knowledge and practice following 

the intervention.  

Ethical consideration  

Prior to data collection, ethical approval was obtained from the Institutional Ethical Committee. The purpose, benefits, and procedures 

of the study were clearly explained to all students, and informed written consent was obtained.  

Data collection procedure:  

The data collection process was carried out in three distinct phases. 

1. Permission for the Study Setting  

2. Pre-Test Assessment and Intervention (Cyber Hygiene Instructional Module)  

3. Post-Test Assessment  

DATA ANALYSIS 

Descriptive Statistics:  

Frequency and Percentage: These were used to describe the socio-demographic characteristics of the students.  

Inferential Statistics:  

McNemar Test: This test was applied to evaluate the effectiveness of the Cyber Hygiene Instructional Module (CIM). The McNemar 

test compares the pre-test and post-test results of the same students to determine whether there was a statistically significant change in 

their knowledge and practices regarding cyber hygiene. It is especially useful when dealing with paired nominal data (before and after 

measures).  

Chi-Square Test: The Chi-square test was used to explore any associations between socio-demographic variables (such as age, gender, 

year of study, and digital device usage) and the level of knowledge and practice of cyber hygiene. This test helps identify if specific 

demographic factors influence participant’s understanding and practice related to cyber hygiene. 

 

IV. RESULTS 

In regards to age 44(29%) years were 17-18, 99(66%) were 19-20 years, 6(4%) were 21-22 years and 1 was 23-24 years. Among the 

150 participants 38 (25%) were male and 112 (75%) were female. When taking account the education of the father 39(26%) of student’s 

fathers have done Primary schooling, 47(31.4%) of student’s fathers have done High schooling, 28(18.6%) of student’s fathers have 

done higher secondary, 23(15.4%) of student’s fathers are undergraduates and 13(8.6%) of student’s fathers are Post graduate. When 

taking account the education of the mother 40(26.6%) of student’s mothers have done Primary schooling, 40(26.6%) of student’s 

mothers have done High schooling, 34(22.7%) of student’s mothers have done higher secondary, 20(13.4%) of student’s mothers are 

undergraduates and 16(10.7%) of student’s mothers are Post graduate. Regarding the number of gadgets used 73(48.6%) of students 

use only 1 gadget, 36 (24%) of students use 2 gadgets, 18(12%) of students use 3 gadgets and 23(15.4%) of students use more than 3 

gadgets. Regarding number of social media account 111 (74%) of students have less than 3 accounts, 27(18%) of students have 3- 5 

accounts and 12(8%) of students have more than 5 accounts. Regarding the average screen time in a day 78(52%) of students have 

screen time less than 4 hours, 58(39%) of students have screen time 5-7 hours, 13(8.5%) of students have screen time 8-10 hours and 1 

(0.5%) student has screen time more than 10 hours. Considering years of social media usage 78(52%) of students use social media for 

less than 3 years, 36(24%) of students use social media for 3-5 years and 36(24%) of students use social media for more than 5 years. 

Regarding the source of internet 128(85.3%) of students use mobile data, 14(9.4%) of students use private Wi-Fi connection and 8(5.3%) 

of students use free and public Wi-Fi connection. Regarding own mobile phone 130(86.4%) of students have their own mobile phone 

and 20(13.4%) do not their own mobile phone.  

Table 1 shows that level of adequate knowledge during pre-test was 44.7% and 98.7% during post-test with p value 0.001. The level of 

adequate practice during pre-test was 47.3 % and during post-test it is 95.3 % with p value 0.001. It is highly statistically significant 

showing improvement of Knowledge and practice after attending Cyber-Hygiene Instructional module. (Figure 1.1) 
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Table 1 : Pre-test and Post-test level of Knowledge and Practice. 

S.no Parameter Outcome  

Pre-test Post-test P Value 

Frequency 

(N) 

Percentage 

(%) 

Frequency 

(N) 

Percentage 

(%) 

 

1 
Knowledge 

Inadequate Knowledge 

(1-13) 
83 55.3 2 1.3 

0.001* Adequate Knowledge 

 

(14-35) 

67 44.7 148 98.7 

2 Practice 

Inadequate Practice 

(1-7) 
79 52.7 7 4.7 

0.001* 
Adequate Practice 

(8-15) 
71 47.3 143 95.3 

*significant at P<0.05  

The result also revealed few socio demographic variables were associated with level of knowledge. The students of age 19-20 years had 

more adequate knowledge on Cyber hygiene with p value 0.024, students who used more than 3 gadgets had more adequate knowledge 

with p value 0.020 and students those who used more than 5 accounts had more inadequate knowledge on Cyber hygiene with p value 

0.003. At the same time no association was found between socio demographic variables and level of practice. 

IV. DISCUSSION 

The findings of the study have major implication in the field of education, administration, research and services.  

Research: The present study provides a strong foundation for future research to explore the impact of cyber hygiene not only among 

students but also among nursing professionals working in clinical settings. Research can be extended to assess the role of cyber hygiene 

in hospital information systems (HIS), focusing on the prevention of data breaches and ensuring patient information confidentiality. 

Further research can also be directed towards evaluating the effectiveness of various cyber security training modules tailored for nurses 

handling digital records and electronic health information systems.  

Administration: Administrators may also collaborate with cyber experts to create guidelines for safe internet usage within the 

institutional environment. From an administrative perspective, the study highlights the responsibility of nursing administrators in 

establishing policies and protocols for safe cyber practices within healthcare institutions. Administrators should ensure that all nurses 

working with HIS and electronic medical records receive adequate training on cyber hygiene practices such as secure login methods, 

data encryption, regular password updates, and reporting suspicious online activities. Nursing administrators can also collaborate with 

IT departments to develop institutional guidelines to prevent cyber threats and ensure safe handling of patient data. Practice: This 

implies that nurses, being active users of technology in both personal and professional domains, should be equipped with appropriate 

knowledge and skills to practice cyber hygiene effectively. Nurses can play a vital role in creating awareness among patients, families, 

and the community regarding safe internet practices. Nursing professionals should incorporate cyber hygiene practices in their routine 

to prevent cyber-related risks and to promote safe handling of digital information, especially in healthcare settings where patient data 

confidentiality is crucial. Education: The results of the study strongly indicate the need to incorporate cyber hygiene and cyber safety 

education into the nursing curriculum. Nurse educators should take initiatives to design suitable instructional modules, workshops, or 

simulation-based learning methods to enhance the knowledge and practice regarding cyber hygiene among nursing students. It is 

essential to update students regarding recent advancements in technology, cyber laws, and online safety guidelines to prepare them to 

handle cyber-related challenges effectively in both academic and clinical settings. Incorporating real-time case scenarios, cyber incident 

handling strategies, and role plays can enhance students' skills in managing cyber safety effectively. Moreover, educational institutions 

should promote a culture of responsible digital behavior and emphasize the legal and ethical aspects of cyber security in nursing practice.  
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RECOMMENDATION  

Based on the findings of the study the following recommendation has been made for the further study.  

1. A comparative study may also be undertaken between nursing students and students from other professional courses such as 

medical, engineering, or arts and science streams to assess their level of knowledge and practice regarding cyber hygiene.  

2. A qualitative research approach may also be used to explore the lived experiences, challenges, and perceptions of students 

regarding maintaining cyber hygiene practices in their day-to-day life.  

3. A longitudinal study can be carried out to assess the long-term retention of knowledge and practice regarding cyber hygiene 

after the implementation of instructional modules or educational interventions.  

4. Future research can focus on the development and validation of standardized tools such as Cyber Hygiene Practice Scale or 

Cyber Awareness Assessment Tool for use among various populations like school students, college students, and working 

professionals.  

5. Interventional studies can be planned focusing on the role of mobile applications, e-learning platforms, and social media 

campaigns in promoting cyber hygiene practices among young adults.  

6. Mixed-method research may also be carried out to explore the barriers and facilitators influencing cyber hygiene practices 

among students, which will help in developing more customized and effective educational interventions in the future.  

 

V. CONCLUSION:  

This study aimed to assess the effectiveness of Cyber hygiene Instructional Module (CIM) on cyber hygiene among undergraduate 

students. A significant improvement was observed from pre-test to post-test in both knowledge and practice levels, indicating the 

positive impact of the educational intervention. The post-test findings revealed that a vast majority of students demonstrated adequate 

knowledge and practice, which was statistically significant (p=0.001). This clearly emphasizes the importance of structured and targeted 

cyber hygiene education for nursing students, who are increasingly reliant on digital platforms in both academic and clinical 

environments. The findings suggest that incorporating such modules in nursing education can play a vital role in reducing vulnerability 

to cyber threats and ensuring secure handling of digital data, especially within healthcare settings. Furthermore, it highlights the potential 

of such interventions to empower nursing students to serve as responsible digital citizens and educators within their communities. 

Therefore, regular training programs and updates on cyber hygiene should be prioritized within the nursing curriculum to build a cyber-

aware future healthcare workforce. 
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