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ABSTRACT: 

The accelerated development of next-generation wireless network infrastructure, including 5G and upcoming 

6G technologies, has brought along complicated challenges in the security and stability of networks. 

Because of the heterogeneous and dynamic nature of these networks, real-time detection of anomalies has 

become a critical but challenging requirement. Conventional anomaly detection methods using machine 

learning tend to be based on fixed features and hand-designed inputs, which restricts their flexibility to adapt 

quickly to changing network behaviour’s. To solve this, the work-in-progress research presents an LSTM-

based real-time anomaly detection system aimed at improving the security and reliability of future wireless 

systems. The model utilizes Long Short-Term Memory (LSTM) networks to effectively extract temporal 

dependencies and sequential patterns in network traffic and thus provide accurate identification of abnormal 

activities and possible cyberattacks. Experimental assessment proves that the suggested framework attains a 

96.08% accuracy and 96.00% precision, considerably improving over traditional models. The research 

showcases the viability of deep learning-based architectures in protecting next-generation wireless 

communication networks by providing smart, adaptive, and real-time anomaly detection features. 

Keywords: LSTM, Deep Learning, Anomaly Detection, 6G Networks, Network Security, Real-Time 

Monitoring. 

1.INTRODUCTION: 

The development of wireless communication systems towards fifth-generation (5G and 6G) networks 

transformed the digital era by empowering ultra-high data rates, tremendous connectivity, and cognitive 

automation [1]. All these advancements cater to various applications including Internet of Things (IoT), 

autonomous vehicles [2], intelligent healthcare, and industrial automation, all of which necessitate high 

reliability and low latency [3]. Yet, growing complexity and interconnectivity in such networks also render 

them more vulnerable to cyber-attacks, intrusions, and anomalous activities [4]. Conventional security 

controls, based on static rules or pre-defined signatures, tend to lack the capability to detect new or dynamic 

attacks in real time [5]. Thus, there exists a pressing need for an intelligent and adaptive anomaly detection 

system that can effectively cope with high-dimensional data and dynamic network topologies [6]. 

To tackle these issues, this research puts forward an LSTM-based real-time anomaly detection system to 

improve next-generation wireless network infrastructure security and resilience [7] [8]. The Long Short-

Term Memory (LSTM) model, a type of recurrent neural network (RNN), is adopted to model long-term 

dependencies and temporal relationships in network traffic data [9]. This ability enables the framework to 

successfully detect unusual patterns that are different from typical network traffic, enabling early prevention 

and mitigation of possible threats [10] [11]. Through the combination of deep learning-based analytics with 

real-time network activity monitoring, the suggested framework delivers enhanced accuracy, flexibility, and 
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scalability over traditional machine learning methods, opening the door to a more secure and intelligent 

future wireless ecosystem [12]. 

To address this issue, a Long Short-Term Memory (LSTM)-based anomaly detection system is proposed to 

scan and detect suspicious patterns of network traffic in real-time [13]. The LSTM model proves to be 

efficient since it can retain past data and identify concealed patterns in vast streams of data, which makes it 

perfect for detecting abrupt as well as slow-evolving cyber anomalies [14]. This model assists in enhancing 

the reliability, security, and efficiency of future wireless network infrastructures through fast and precise 

real-time threat detection [15]. 

In 5G networks, network anomaly detection is one of the most significant cybersecurity issues in which the 

abnormal or unusual activities must be detected in real-time [16]. The instances can be suspicious activity 

such as sending emails repeatedly, accessing multiple programs in an unusual sequence [17], or producing 

anomalous traffic volumes that vary from the normal user traffic [18]. The anomalies can be an indication of 

cyberattacks such as denial-of-service, malware propagation, or unauthorized access attempts [19]. 

Conventional techniques are unable to identify these activities within large-scale, high-speed 5G scenarios 

due to the enormous number of devices and adaptive traffic flows [20]. Thus, such intelligent methods as 

LSTM models have to process sequential network traffic data, recognize concealed patterns, and precisely 

detect these anomalies to ensure the security and integrity of future wireless networks [21]. 

The application of LSTM-based anomaly detection becomes imperative with the expanded scope of cyber 

threats [22]. The global economy is estimated to lose $10.5 trillion per year in 2025 due to cybercrime, while 

attacks targeting telecom and IoT infrastructures are among the most destructive [23]. The price of a single 

data breach in 2023 averaged $4.45 million (IBM Security) [24]. In mission-critical 5G-enabled services 

such as healthcare and transportation, one undetected anomaly would blow up into life-altering and 

threatening circumstances [25]. Hence, incorporating real-time anomaly detection with the help of LSTM 

models within 5G and the upcoming 6G networks is crucial for ensuring economic and human security [26]. 

 

1.1 Traditional method-1: 

The first conventional technique employed for anomaly detection is the traffic feature matching method [27]. 

It relies on expert rules and known attack signatures to detect unusual network behaviour. It entails 

inspecting network traffic and comparing it with a database of identified attack patterns or rules that have 

been manually designed and specify what malicious activity is. Examples of this method include systems 

like NADIR and NIDX, where expert knowledge is employed to identify intrusions. The most important 

benefit of this approach is its high accuracy in identifying known attacks because it employs specific and 

clearly defined signatures [28]. Its most significant disadvantage is not having the ability to identify new or 

unfamiliar types of attacks. Since it relies significantly on professional opinion and manual rule revisions, it 

is not flexible in dynamic and ever-changing networking environments such as 5G. 

1.2 Traditional method-2: 

The second of the conventional approaches is the statistical-based anomaly detection approach. This 

approach is predicated on the fact that normal traffic in a network exhibits some statistical behaviour or 

probability distribution, typically a normal distribution [29]. Anything that deviates significantly from the 

anticipated distribution is identified as an anomaly. Some of these approaches are the Histogram-Based 

Outlier Score (HBOS) and Kalman filter-based models [30]. The simplicity of this approach and the fact that 

it can identify unknown anomalies based on no knowledge of attack signatures are its strengths. Yet, it has a 
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number of drawbacks, such as having a high false-positive rate and low performance in processing dynamic, 

non-stationary 5G network data [31]. They tend to have difficulty differentiating between real traffic 

fluctuations and genuine attacks, and as such are less efficient in rich, large-scale environments [32]. 

Traditional network anomaly detection methods are primarily driven by traffic feature matching and 

statistical model approaches, including Histogram-Based Outlier Score (HBOS) and Bayesian decision-

based approaches that are based on pre-defined thresholds and probability distributions to detect outliers in 

network behaviour [33]. Conventional machine learning models such as Support Vector Machines (SVM), 

K-Nearest Neighbours (KNN), and Logistic Regression (LR) have also been employed in classifying normal 

and abnormal traffic based on hand-crafted network features and static decision boundaries [34]. They 

involve heavy manual feature engineering and rely substantially on domain expert knowledge for specifying 

attack signatures, and hence are time-consuming and less effective at responding to new or novel attack 

patterns in fast-changing 5G network environments. 

They are not well-suited to managing high-dimensional, large-scale, and dynamic network traffic data, with 

the result that detection accuracy is compromised, and model convergence is challenging when deployed on 

huge, real-time 5G network streams [35]. Furthermore, these conventional methods are incapable of 

discovering sequential or time-based dependencies among traffic streams and cannot model long-term 

correlations or behaviour patterns, rendering them inefficient in identifying sophisticated, adaptive, or 

distributed cyberattacks in contemporary 5G-based software-defined networks (SDN). [36] 

1.3 Existing Model Limitations: While Random Forest is commonly applied to both anomaly 

detection and classification problems, it suffers from a number of limitations when used for network 

anomaly detection in 5G networks. Random Forest models are computationally costly and slow to learn, 

particularly when dealing with large-scale or high-dimensional network traffic data [37]. They are based on 

an ensemble of multiple decision trees, and this contributes to both higher model complexity and increased 
memory usage. In addition, Random Forests are black-box models where it is not easy to interpret or provide 

insights on why a given network flow would be considered normal or abnormal. Another significant 

limitation is that Random Forests are not capable of modelling sequential or temporal relationships among 

data samples, which are key for detecting long-term dependencies and developing adaptive attack 

behaviours in dynamic 5G network traffic. Moreover, the performance of the model is frequently based on 

manually designed features, thus constraining its ability to adapt to unseen or new network attack patterns. 

Logistic Regression is a straightforward and interpretable statistical model, but it has significant limitations 

in the handling of sophisticated and non-linear network traffic patterns. It presumes a linear connection 

between input features and the output, hence being incapable of modelling complex, non-linear relations that 

are common in 5G network data. Logistic Regression also performs poorly with high-dimensional and 

imbalanced datasets, producing biased predictions toward the majority (normal) class and weak anomaly 

detection performance [38]. Additionally, accuracy of the model heavily relies on feature selection and 

scaling, thus necessitating extensive manual preprocessing and domain knowledge. Logistic Regression is 

also vulnerable to multicollinearity between features and lacks the ability to effectively learn temporal or 

contextual dependencies in traffic data, hence not appropriate for real-time anomaly detection in dynamic 

SDN-based 5G scenarios. 

2.LITERATURE SURVEY: 

Mamoon M. Saeed and Rashid A. Saeed (2023) [1] surveyed anomaly detection in 6G networks with the 

help of machine learning. They highlighted that 6G introduced speed, ultra-low latency, and smart services 

but also enhanced security threats like cyberattacks. Anomaly detection aided security by detecting abnormal 
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network behaviour [2]. ML techniques like isolation forest, SVM, clustering, and deep learning attained high 

accuracy, scalability, and real-time detection [3]. The key problems were data privacy, computational 

requirements, and scarce labelled data, and further research was proposed for developing secure and efficient 

6G networks. 

Amira Mahamat Abdallah and Nura Shifa Musa (2024) [4] compiled a survey of cloud network anomaly 

detection employing machine and deep learning. They indicated that 5G/6G networks enhanced speed and 

connectivity but, in turn, enhanced cyberattack threats. Machine learning and deep learning techniques 

boosted unauthorised behaviour in a network. and flexibility, but issues like data unavailability, intensive 

computation, and privacy deficits persisted [5]. 

Saida Hafsa Rafique and Amira Abdallah (2024) [6] conducted a survey of machine learning and deep 

learning methods for IoT network anomaly detection [7]. They observed that whereas flexible digital 

services were enabled by cloud computing, its dynamic nature exposed it to attacks. SVMs, Random Forests, 

and clustering identified out-of-the-box patterns using Machine Learning models, whereas Deep learning 

methods like CNNs, RNNs, and Autoencoders managed complex traffic [8]. The research identified 

strengths in precision and real-time detection but also identified challenges such as data imbalance, high 

computational expense, and privacy concerns [9]. 

Konstantinos Kalo Danis (2025) [10] polled machine learning strategies for adaptive intrusion detection in 

5G and 6G networks [11]. He commented that as these networks enhanced connectivity and awareness, they 

also increased the attack surface. Machine learning and Deep learning techniques improved Intrusion 

detection systems accuracy and responsiveness but were still plagued by issues of limited labelled data, high 

computation, and privacy concerns [12]. 

Lifeng Lei and Liang Kou (2022) [15] presented an ensemble learning-based anomaly detection algorithm 

for 5G networks. They demonstrated that model ensemble from techniques like Decision Trees, Random 

Forests, Gradient Boosting, and Neural Networks enhanced accuracy, minimized false positives, and 

generalized better across heterogeneous data [12]. Yet, issues of computational overhead, real-time 

deployment, and changing attack patterns persisted [13]. 

Rabia Khan and Pardeep Kumar (2023) [14] polled the privacy and security of 5G technologies [16]. They 

scanned primary requirements such as critical security needs such as authenticating users, data secrecy, 

integrity, and availability, and addressed threats such as snooping on data(eavesdropping), system 

overloading attacks, location tracking, and slicing vulnerabilities [17]. The survey inspected solutions such 

as cryptography, ML-based IDS, and blockchain, while observing open challenges in IoT privacy, scalability, 

and future research directions [18]. 

Song and Laxima Neuer Kandel (2024) [19] suggested a machine learning-based intrusion detection system 

(IDS) for Unmanned Aerial Vehicle (UAVs) in 6G networks. They emphasized that drones, as flying base 

stations, were vulnerable to attacks such as jamming attacks, GPS spoofing, and communication 

interference. Their IDS evaluated time-series data at two levels [20]: the first identified anomalies in 

transmission and the second categorized whether the anomaly was caused by regular interference, jamming, 

or spoofing. This model enhanced detection accuracy, protected UAV communications, minimized potential 

mission threats, and enhanced the reliability of future 6G networks. 

Mohammed H. Alsharif and Byung Moo Lee (2023) [8] reviewed machine learning, deep learning, and 

reinforcement learning solutions for upcoming 6G communication technologies [21].6G is made to provide 

highly reliable and quick communication, very high-speed data, lots of devices connected, and secure 

networks. Yet conventional methods struggle with the intricate new technologies such as intelligent 
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reflecting surfaces, drones, and non-orthogonal multiple access (NOMA). The research highlights how 

machine learning algorithms can assist in controlling these technologies, addressing problems, and making 

6G networks perform optimally and efficiently. 

Danda B. Rawat and Asma Alfords (2024) [9] introduced a machine learning-based anomaly detection 

scheme for securing in-vehicle networks (IVNs). They demonstrated that as IVNs grew more interconnected 

and complicated, they were exposed to increased risks of cyberattacks impacting safety and privacy [12]. 

Their technique integrated feature engineering and deep learning to identify abnormal behaviour in real time 

with greater accuracy than current methods and improved vehicle security. 

 

 

3.PROPOSED METHODOLOGY: 

LSTM is a sequence model with specific memory cells and gating mechanisms that enable it to hold 

significant information over long sequences and forget unnecessary data. It has far-reaching applications in 

time-series analysis and anomaly detection in dynamic network environments. 

The rationale for this method is that by sequentially processing network traffic data, the model can extract 

temporal dependencies and trends in the traffic (e.g., identifying normal packet flow behaviour and 

identifying anomalies induced by attacks). 

Long Short-Term Memory (LSTM) is a deep learning strategy based on a specific form of Recurrent Neural 

Network (RNN) capable of learning and memorizing long-term dependencies in sequential data. LSTM, 

unlike regular neural networks, possesses memory cells and gating functions (input gate, forget gate, and 

output gate) to store, update, or forget data over a long term. 

For anomaly detection in 5G/6G networks, the LSTM approach functions as follows: 

1. Accepting network traffic data as sequence input (because network activity evolves over time). 

2. Training on patterns of normal activity over time. 

3. Detecting anomalies like unusual requests, intrusions, or out-of-ordinary browsing behaviours. 

ALGORITHM: 

Step 1: Data Collection 

Capture real-time network traffic metrics like packet length, source/destination IP address, transmission rate, 

and latency from wireless network hardware. 

Step 2: Data Preprocessing 

 Drop missing or duplicate records. 

 Normalize data values to a common scale. 

 Transform categorical features (such as protocol type) into numerical representation. 

 Split the data into training and testing sets. 

Step 3: Feature Extraction 

Choose important network characteristics (e.g., packet rate, delay, throughput, connection duration) that 

assist in identifying normal and anomalous network behaviours. 
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Step 4: Model Initialization 

Load the LSTM neural network with parameters: 

 Number of layers 

 Hidden units 

 Learning rate 

 Activation function (e.g., RELU or tanh) 

Step 5: Model Training 

Input the pre-processed training data into the LSTM model. 

 The LSTM learns temporal dependencies and long-term relationships among network behaviours. 

 The model updates its weights based on the loss function (e.g., Mean Squared Error). 

Step 6: Real-Time Monitoring 

Feed real-time network traffic into the trained LSTM model. 

 Predict expected normal behaviour. 

 Compare prediction with actual observation. 

Step 7: Anomaly Detection 

If the prediction error (dissimilarity between expected and actual behaviour) is greater than a predetermined 

threshold: 

 Mark the instance as an anomaly. 

 Else, mark it as normal traffic. 

Step 8: Alert Generation and Response 

Send a real-time alert to the network security module for suitable action or mitigation on detected anomalies. 

Step 9: Performance Evaluation 

o Accuracy = TP+TN/(TP+TN+FP+FN) 

    Where TP=True Positives (Attack detected correctly) 

                 TN=True Negatives (Safe traffic accepted) 

                  FP=False Positives (Safe traffic falsely flagged as attack) 

                  FN=False Negatives (Attack traffic missed) 

o Precision = TP/TP+FP 

o Recall=TP/TP+FN 

o F1 Score=2*Precision*Recall/Precision + Recall 
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3.1 Block Diagram of Long Short -Term Memory (LSTM) 

 

 

 

 Fig-1:Block diagram of the proposed LSTM for real time anomaly detection framework for securing 

next generation wireless network infrastructure    

Figure 1 shows the suggested LSTM-based intrusion detection model for processing network traffic data. 

The system starts with raw network traffic inputs that are processed with preprocessing tasks like 

normalization and sequence creation in order to transform the data for temporal modeling. The processed 

sequence is fed through two layers of LSTMs: the first does input, forget, and output gate processing to 

establish temporal relationships, whereas the second uses bidirectional processing and refinement of hidden 

state for better contextual comprehension. To avoid overfitting and improve generalization, dropout and 

batch normalization methods are used, and then a dense layer is used to convert learned features for final 

classification. The results from these phases are input into an assessment and real-time notification system, 

which assigns sessions as either attack detected (1) or normal session (0), allowing proactive network 

security monitoring and threat handling.  

Equations of Long Short Term Memory    

                                                                                                                                         Eq. (1)                 

𝑓𝑡 = 𝜎(𝑊𝑓 . [ℎ𝑡−1] + 𝑏𝑓) 

Forget Gate determines the amount of the past memory to retain or forget. When it's 0, it forgets everything; 

when 1, retains it all. This facilitates the LSTM to discard redundant past information.                                                                                                                     

Eq. (2) 

                                                     𝑖𝑡=𝜎(𝑊𝑖. [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑖)                                                                                                                                                                                                                                                     

The Input Gate determines the amount of new information to be stored in memory. If it's 0, it discards the 

data; if 1, it stores it completely. This enables the LSTM to recall useful new information.  

                                                                                                                                         Eq. (3)                                                                                                                                                                                                                                                            

𝑜𝑡 = 𝜎(𝑊0. [ℎ𝑡−1, 𝑥𝑡] + 𝑏0) 
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The Output Gate determines which portion of the memory will be utilized as the output for this step. It 

regulates what information is sent on to the subsequent step or utilized for predictions.             

                                                                                                                                          Eq. (4)                                                                                      

𝑐𝑡 = tanℎ(𝑊𝑐. ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑐) 

This equation creates new candidate information from the existing input and past state. The tanh constrains 

the values to be -1 and 1. It assists the LSTM in determining what new data is significant to recall when 

making predictions. 

                                                                                                                                         Eq. (5)                                                                                            

𝐶𝑡 = 𝑓𝑡 ⊙ 𝐶𝑡−1 + 𝑖𝑡 ⊙ 𝐶𝑡

~

 

This equation refreshes the LSTM's memory. It retains some past memory and incorporates new significant 

data. This enables the LSTM to remember helpful past events and learn from recent data for improved 

predictions. 

                                                                                                                                                        Eq. (6)                                                                                          

ℎ𝑡 = 𝑜𝑡 ⊙ tanℎ(𝐶𝑡) 

This equation determines what the LSTM will output in this step. It utilizes the memory and the output gate 

to pass only useful information to the next step or to make prediction                                                                                                                                                                

                                                                                                                                          Eq. (7) 

𝐿 = −
1

𝑁
∑

𝑖=1

𝑁

[𝑦𝑖 log(𝑦𝑖

∧
)(1 − 𝑦𝑖)log(1 − 𝑦𝑖)] 

 

This equation measures how incorrect or correct the predictions of the model are. If it's near the actual 

answer, the loss is low; if it's far from the actual answer, the loss is large. The model attempts to minimize 

this loss as much as possible so that it may predict intrusions correctly. 

                                                                                                                                           Eq. (8) 

𝑦𝑖

∧
= 𝜎(𝑧𝑖) =

1

1 + 𝑒−𝑧𝑖
 

The sigmoid function converts any figure to a number between 0 and 1. This number indicates the likelihood 

of the input being class 1 (such as an intrusion). It allows the model to make a definite yes/no guess. 

                                                                                                                                          Eq. (9) 

𝑥
∧

=
𝑥 − 𝜇𝐵

√𝜎2
𝐵 + 𝜀

, 𝑦 = 𝛾𝑥
∧

+ 𝛽 

This is the Batch Normalization formula. In your code, it normalizes the input of a layer so that it has mean 0 

and variance 1. Then it scales and shifts the data using γ\gamma and β\beta. This helps the model train faster 

and more stably. 

                                                                                                                                         Eq. (10)                  

𝑅𝑒𝐿𝑈(𝑧) = 𝑚𝑎𝑥(0, 𝑧) 
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This is the RELU activation function applied in your hidden layers. In your code, it simply passes positive 

values unchanged and sets all negative values to 0. This prevents the model from learning complex patterns 

by allowing negative numbers to impede learning. 

                                                                                                                                        Eq. (11) 

𝑎𝑖

~
= 𝑎𝑖. 𝑑𝑖 

This is Dropout's equation. It selectively shuts off some neurons while training so that the model doesn't over 

depend on a particular neuron. This makes the model learn better and prevent overfitting. 

                                                                                                                                                        Eq. (12) 

𝑧 = 𝑊. 𝑥 + 𝑏 

This Dense layer equation multiplies input with weights, adds bias, and allows the model to learn patterns 

from data so that it can make correct predictions while training and testing. 

                                                                                                                                         Eq. (13) 

𝜇𝐵 =
1

𝑚
∑𝑥𝑖
𝑖=1

𝑚

 

This computes the mean (average) of a batch of inputs. In your code, it is utilized in Batch Normalization to 

standardize the data so the model trains faster and more smoothly. 

                                                                                                                                         Eq. (14) 

𝜎𝐵
2 =

1

𝑚
∑ 
𝑖=1

𝑚

(𝑥𝑖 − 𝜎𝐵)2 

This computes the variance (how spread out the values are) of a batch of inputs. In your code, it is utilized in 

Batch Normalization to assist with scaling the data so that the model may train more stably and efficiently. 

                                                                                                                                         Eq. (15) 

∑
𝑖=1

𝑁

1(𝑦𝑖

∧
= 𝑦𝑖) 

This equation measures the number of accurate predictions by the model. It is utilized in your code to 

determine accuracy, which represents the model's ability to detect intrusions in the dataset. 

4.RESULT AND DISCUSSION:  

The suggested LSTM-based real-time anomaly detection system successfully detects irregular activities in 

future-proof wireless networks by processing sequential network traffic patterns. The employment of Long 

Short-Term Memory (LSTM) architecture enables the system to learn temporal relationships, which enables 

it to detect sophisticated attack behaviors over a period. The model had good accuracy, precision, and recall, 

proving that it can separate normal and malicious traffic effectively. Relative to classical approaches like 

SVM and Random Forest, the LSTM model is more capable of adapting to changing traffic patterns and 

yielding accurate results under real-time network monitoring. 

The performance of the framework indicates its ability for real-time detection in 5G and 6G latency-sensitive 

environments, with scalability and robustness in varying network conditions. It effectively reduces false 

positives and detects anomalies promptly, enhancing the overall security of the network. Nonetheless, the 

model is computationally intensive and demands a lot of labeled data for ongoing learning. Regardless of 
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these limitations, the suggested method enhances cybersecurity in smart wireless systems and can be further 

reinforced by combining federated learning and edge-based optimization to facilitate rapid, privacy-

compliant anomaly detection. 

 

                             Fig-2: Training and validation of loss 

The graph shows the training loss and validation loss for 20 epochs. The x-axis is the epoch number, and the 

y-axis is the value of loss. The blue line reflects the training loss, and the orange line reflects the validation 

loss. 

Both the losses in the earlier epochs are greater, but they gradually come down as the training continues. The 

training loss goes down faster than the validation loss, indicating the model is learning to fit the training data 

more efficiently. 

The training loss gets to a point that it plateaus around the 15th epoch. The validation loss also gets smaller 

but at a diminishing rate, and it too plateaus around the 15th epoch. This phenomenon, in which the training 

loss reduces faster than the validation loss, could be an indication of overfitting if the difference between the 

two keeps increasing. This implies that although the model scores well on the training set, its generalization 

to unseen data (as captured by the validation set) is poor, which matches the trend on the accuracy graph. 
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                                      Fig-3: Training and validation of accuracy          

The graph depicts the training accuracy and validation accuracy of a model after 20 epochs. The x-axis is the 

number of epochs, and the y-axis is the percentage of accuracy. The blue line is for the training accuracy, and 

the orange line is for the validation accuracy.  

Training accuracy and the validation accuracy both rise over time, with the training accuracy always higher 

than the validation accuracy. At the first epochs, the model indicates significant improvement, especially in 

training accuracy, which predicts that the model is learning and adapting to the training data properly. The 

validation accuracy, however, begins to level off at around the 15th epoch, meaning that the model is starting 

to settle down and might be beginning to overfit the training data since its performance on unseen data (the 

validation set) does not increasingly improve. 

The difference between training and validation accuracy could indicate some level of overfitting, when the 

model becomes highly specialized to the training data and does not generalize as well to the validation set. 
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Fig-4: Validation Precision, Recall&F1 Score Over Epochs 

This plot illustrates how the validation precision, recall, and F1 score vary with 30 epochs. All three values 

are rather stable during training, fluctuating upwards and downwards a little bit. Validation precision (blue 

line) fluctuates more, but remains mostly between 0.925 and 0.933. Validation recall (green line) is highest 

and most stable, remaining around 0.935 to 0.940. F1 score (red line), which is the trade-off between 

precision and recall, remains stable and between the two other values. On the whole, this indicates that the 

model is doing well on the validation set, with good trade-off between correctly classifying positive cases 

and not missing many of them. 

e  

Fig-5: Confusion Matrix 

 

Confusion matrix shows the performance of anomaly detection model on test dataset. Out of the given 

samples, the model classified 1031 instances correctly as normal and 631 instances as anomalies. Yet, it 

generated 24 false alarms by classifying normal instances as anomalies, and more importantly, it missed 222 
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anomalies by classifying them as normal. This suggests that although the model excels in identifying normal 

behaviour, its capacity for detecting anomalies is relatively lower. In general, the model's accuracy is good, 

aided by high precision due to the majority of predicted anomalies being accurate. Nonetheless, the 

relatively higher number of false negatives lowers recall, which is important in cybersecurity scenarios 

where undetected threats can cause severe damage. Hence, the model, though promising, requires further 

enhancement in order to minimize false negatives and improve the anomaly detection capability. 

4.1 Model Comparison Table: 

S.NO Accuracy Precision Recall F1-score Loss 

Proposed 96.08% 96% 98% 89% 65% 

Random 

Forest 

92.00% 83% 75% 91% 34% 

Logistic 

Regression 

85.00% 75% 72% 74% 57% 

 

Table-1: Models Comparison Table 

Table 1 shows a comparison of the performance of different models utilized for real-time anomaly detection 

in future wireless networks, such as Logistic Regression, Random Forest, and the proposed LSTM-enabled 

framework. The models were compared using typical performance metrics like accuracy, precision, recall, 

F1-score, and loss. From the table, the highest accuracy of 96.08% is shown by the proposed LSTM-based 

framework, followed by Random Forest (92.00%) and Logistic Regression (85.00%). Its recall (98%) and 

precision (96%) values indicate the model's better ability to recognize abnormal network behaviours with no 

false alarms and also fewer missed detections. While the F1-score (89%) is marginally lower than Random 

Forest (91%), the overall performance indicates a better detection efficiency with better balance. 

Random Forest model performs relatively well with 92% accuracy and 91% F1-score, but its recall (75%) 

and precision (83%) reflect poor flexibility in managing variable traffic changes. Logistic Regression 

performs the worst out of the three, with 85% accuracy and 74% F1-score, which shows its inability to learn 

intricate temporal patterns from network data. Furthermore, the suggested LSTM model captures a moderate 

loss of 65%, which, though greater than Random Forest (34%), signifies successful learning convergence in 

sequential data representation. 

Overall, these findings verify that the intended LSTM-based anomaly detection scheme greatly improves 

detection accuracy and dependability compared to conventional machine learning models. Its capacity to 

master temporal relationships and real-time fluctuations renders it a strong, smart, and scalable solution for 

protecting next-generation wireless network infrastructures. 

5.CONCLUSION: 

The suggested LSTM-based real-time anomaly detection framework exhibits an important improvement in 

improving the security and reliability of future wireless network infrastructures (5G/6G). Utilizing the 

sequential learning function of Long Short-Term Memory (LSTM) networks, the framework easily learns 

temporal relationships in network traffic to determine accurate abnormal patterns and prospective cyber 

attacks in real time. The experimental outcomes confirm that the suggested model attains a high detection 

rate of 96.08%, which is superior to conventional methods including Random Forest and Logistic 

Regression. This increase highlights the scalability, flexibility, and efficiency of the model in dynamic 

network settings. 
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In addition, the model solves other key problems such as elevated false-positive rates and slow detection that 

normally hamper current anomaly detection systems. Its capability to respond in real time as well as 

continuously learn from changing network patterns ensures it is a trustworthy solution for preeminent 

intrusion detection within complex data-intensive wireless systems. In the future, this model can be 

enhanced through federated learning, edge intelligence, and blockchain support for preserving privacy, 

distributed security, and enhanced robustness against advanced cyberattacks. Overall, the research forms a 

strong foundation for deploying intelligent, automated, and secure network monitoring for next-generation 

communication infrastructures. 

The experimental analysis of the LSTM-powered real-time anomaly detection framework validates its high-

performance capabilities in protecting next-generation wireless network infrastructures. The suggested 

model effectively detects anomalous traffic behavior with the help of LSTM's ability to learn short-term 

fluctuation patterns and long-term dependencies of network data. In comparison with traditional techniques 

like Random Forest and Logistic Regression, the framework achieves greater precision, accuracy, and recall, 

providing quicker and more effective threat detection. 

In general, the results affirm that the suggested LSTM-based architecture offers a strong, scalable, and smart 

security solution for real-time anomaly detection, opening the door to resilient and reliable next-generation 

wireless communication systems. 
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