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Abstract: 

The digitization of healthcare systems has created a critical need for EMRs that are transparent, secure, and 

interoperable. Data breaches, unauthorized access, single points of failure, and inadequate interoperability among 

healthcare providers are common issues with older, centralised EMR systems. To overcome these constraints, a 

blockchain-based method for electronic medical records is presented in this paper. It makes medical data management 

transparent, impenetrable, and privacy-preserving by utilizing distributed ledger technology, cryptographic hashing, 

and smart contracts. The proposed solution maintains patient data off-chain and immutable transaction records and 

access logs on-chain to ensure speed and security. 

According to a thorough literature review, blockchain integration with AI, federated learning, and hybrid encryption is 

gaining traction as a way to enhance healthcare's scalability, privacy protection, and intelligent decision-making. The 

findings indicate that in terms of latency, throughput, energy efficiency, and data consistency, the proposed blockchain 

EMR performs better than the traditional EMR, Hyperledger EMR, Ethereum EMR, and traditional EMR. The 

proposed framework is ideally suited for use in real-world healthcare settings due to its reduced storage overhead, 

quicker consensus time, and nearly flawless data correctness. 

Although blockchain technology offers numerous advantages, many questions remain regarding its scalability, 

computational complexity, and key management. To conclude, this study offers compelling evidence that blockchain 

technology can be utilized to build reliable digital healthcare ecosystems by establishing the foundation for patient-

centred, safe, and interoperable electronic medical record systems. 

Keywords: Blockchain, Electronic Medical Records (EMR), Distributed Ledger Technology, Smart Contracts, Data 

Security. 

1. Introduction: 

As the healthcare sector moves toward digital data management systems, electronic medical records, or EMRs, are 

quickly becoming a crucial component [1] [2]. Important patient data, such as medical history, prescriptions, 

diagnostic information [3], and dosages, are recorded by EMRs [4]. The growing volume of digital health data raises 

serious issues with data security, interoperability, and patient privacy [5]. Because of data tampering, unauthorized 

access, and a lack of transparency, traditional electronic medical record systems are particularly vulnerable to hacking 

and manipulation [6]. Both patients and healthcare professionals are at serious risk from this [7] [8]. 

Despite being effective data handlers, traditional central EMR storage solutions that rely on third-party servers or 

cloud-based infrastructures [9] may have single points of failure, poor traceability, and data breaches [10]. 

Additionally, due to a lack of interoperability, healthcare facilities still have a long way to go before they can exchange 

patient data across platforms with ease [11]. Several models have been put forth to circumvent these issues [12]. The 

MedRec method (MIT Media Lab) was slow and had a lot of processing overhead, even though it used the Ethereum 

blockchain to control who could access what data [13]. By making extensive use of off-chain storage, the FHIRChain 

framework (2019) enhanced interoperability while generally decreasing decentralization [14] [15]. Their attempts to 

incorporate blockchain technology were similar to OmniPHR and HealthChain's struggles with latency in consensus 

procedures [16], limited patient choice over data sharing restrictions, and performance issues. These drawbacks 

emphasize how crucial it is to have a safe, scalable, patient-centered system that protects confidentiality and 

transparency [17]. 

This study offers a Blockchain-Based Approach to EMRs that combines smart contracts, distributed ledgers [18], and 

cryptographic hashing to address these drawbacks and enable safe, transparent, and impenetrable medical data sharing 

[19]. The verification and traceability of transactional data and access logs are maintained on-chain even though the 

suggested system encrypts and keeps patient data off- chain [20] [21]. 
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2. Literature Survey: 

In recent years, blockchain technology's potential to enhance EMR interoperability, data security, and privacy in 

relation to healthcare integration has generated a lot of discussion [22]. A public blockchain-based e-healthcare system 

with provenance awareness was developed by Lianshan Sun et al. (2024) [1] using smart contracts to automate HER 

provenance collecting and a DAG-like structure to store data provenance on the Ethereum blockchain [23]. This 

approach isn't scalable or inexpensive on Ethereum gas, despite its advantages in post-authorization audits and 

effective traceability. Khulud Salem S. Alshudukhi et al. (2024) [2] introduced a comparable system for longitudinal 

emergency treatment that makes use of blockchain technology and incorporates a Health Information Exchange (HIE) 

to give patients real-time access to their data [24]. Although the system is still in its conceptual stages and faces 

challenges with deployment and scalability, it enables quick and private access to previous medical records in times of 

emergency [25]. 

Fahad F. Alruwaili et al. [13] described a smart healthcare system in their 2023 paper that secures medical images and 

diagnoses illnesses using dual-pathway deep convolutional neural networks (DPCNN), Ethereum, and jellyfish search 

optimization. Integrating deep learning enhances diagnostic accuracy and privacy [26], despite challenges with 

computational complexity and Ethereum transaction costs [16].  AlFandi et al. (2025) developed a privacy-preserving 

framework that gives patients control over who can access their data by combining blockchain technology with 

attribute-based encryption (ABE) and zero- knowledge proofs [27]. Although this ensures anonymity and fine-grained 

access control, it has high computational costs and complex key management problems [28]. 

Prakash et al. (2025) presented a blockchain system that combines symmetric and asymmetric encryption to guarantee 

the confidentiality and legitimacy of sharing electronic medical records (EMRs). While the hybrid model increases 

computing overhead, the method improves security. Sharma et al. (2025) [6] advanced this concept by developing an 

EMR architecture that integrates blockchain technology and safeguards patient privacy through the use of federated 

learning and attribute-based encryption [29]. This hybrid model has issues with blockchain scalability and is a little 

resource-intensive, even though it can manage scalable learning and anomaly detection [30] [31]. 

A decentralized framework using Hyperledger Fabric for transparent and secure EMR sharing was proposed by XYZ 

et al. (2025) [7] with smart contracts for user-centric access management and off- chain encrypted data storage. 

Despite providing scalable and impenetrable sharing, the idea struggles to integrate with the current healthcare system 

[32]. In a similar vein, Wang et al. (2025) [8] used identity- based encryption and permissioned blockchain technology 

to create a system for data exchange across numerous hospitals [33]. This system ensures controlled access and safe 

interoperability. Despite strong privacy protection, scalability and permission management remain complex [34]. 

Shufen Niu et al. (2020) [9] previously proposed a permissioned blockchain-based EHR sharing strategy with 

searchable attribute-based encryption [35]. This method enables fine-grained access restriction and multi-keyword 

search [36]. Although the method enhances data integrity and retrieval efficiency and lowers the load on blockchain 

storage, there are computational complexity [37] in trapdoor generation and scalability problems in real-world 

healthcare settings [38]. 

When combined, these studies show how blockchain technology has advanced in the healthcare sector, from federated 

learning and data provenance monitoring to privacy-preserving and AI-driven EMR administration systems [39]. 

Although control, transparency, and security have advanced significantly, most solutions still face significant 

challenges with scalability, computational complexity, integration with current systems, and blockchain transaction 

costs [40]. 

3. Proposed Methodology: 

The suggested approach uses blockchain technology and cryptographic hashing to provide a decentralized and safe 

framework for managing Electronic Medical Records (EMRs). To guarantee immutability and transparency, every 

medical record is encrypted and kept off-chain, but its hash and access information are recorded on the blockchain. 

Patients have complete control over their health data thanks to smart contracts that manage access permissions. Merkle 

tree structures and proof-of-work validation preserve data integrity and guard against manipulation. In comparison to 

conventional EMR models, the system achieves faster processing, better scalability, and stronger data privacy, 

guaranteeing a dependable and patient-centered healthcare data management solution. 
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3.1 System Architecture: 

By combining blockchain, smart contract, and encryption technologies, the blockchain-based architecture for 

Electronic Medical Records (EMRs) offers a transparent, safe, and patient-centered framework for managing 

healthcare data. Hospitals and other healthcare facilities create and maintain patient electronic medical records (EMRs) 

in this system. To maintain confidentiality and scalability, these records are encrypted using robust cryptographic 

algorithms and kept in off-chain or secure cloud storage. By preserving hashes of the encrypted EMRs along with 

timestamps, metadata, and access permissions, the blockchain network whether public or consortium-based ensures 

data integrity, immutability, and traceability. Through a sovereign EMR module, patients take complete control of 

their health information. They can use smart contracts that automate consent management and access control to grant 

or deny access to authorized healthcare professionals. Verified users can safely decrypt the corresponding encrypted 

EMR for diagnosis or analysis after obtaining permission to do so from the cloud. The architecture facilitates seamless 

data exchange while adhering to privacy regulations like HIPAA and GDPR by supporting interoperability across 

medical institutions through standardized data formats (such as HL7 FHIR) and blockchain-based identity 

management. By overcoming the drawbacks of conventional centralized EMR systems and creating a reliable digital 

healthcare ecosystem, this decentralized approach guarantees data security, transparency, and patient empowerment. 

 

 
 

 

Figure 1: Architecture of Blockchain-Based Electronic Medical Records 

 

Data Hashing (Integrity): (1) 

 
SHA-256 makes a unique code (𝐻𝑖) for each medical record (𝑀𝑖). The code acts like a digital fingerprint, which means 

that the data is safe even if the record is changed. To make sure the message block is tamper-proof, the SHA-256 hash 

is calculated like this: 

𝐻𝑖 = 𝑆𝐻𝐴 − 256(𝑀𝑖) 

Block Formation: (2) 

A block (𝐵𝑖) has the hash of the current medical record (𝐻𝑖), the hash of the block that came before it (𝐻𝑖−1), the time it 

was made (𝑇𝑖), and a validation nonce (𝑁𝑖). This makes sure that no one can change the blockchain by safely linking 

blocks together. To make sure that each block in the chain is secure and can't be changed, it is calculated like this: 

𝐵𝑖 = {𝐻𝑖, 𝐻𝑖−1, 𝑇𝑖, 𝑁𝑖} 

Block Hash: (3) 
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SHA-256 makes a block hash ((𝐵𝑖)) by combining the hashes of the current record (𝐻𝑖), the block that came before it 

(𝐻𝑖−1), the timestamp (𝑇𝑖), and the nonce (𝑁𝑖). This gives each block a unique digital fingerprint, which makes the 

blockchain safe and impossible to hack. This equation is used to find the block hash in a blockchain network, which 

makes sure that the data is safe, unchangeable, and cryptographically secure. 

(𝐵𝑖) = 𝑆𝐻𝐴 − 256(𝐻𝑖 ∣∣ 𝐻𝑖−1 ∣∣ 𝑇𝑖 ∣∣ 𝑁𝑖) 

Proof of Work (Validation Rule): (4) 

For a block to be accepted, its hash value ((𝐵𝑖)) must be less than a specified target value ((D)). By guaranteeing that 

adding a block requires work, Proof of Work uses this idea to render the blockchain unbackable. During block 

mining, Proof-of-Work is validated or confirmed using this equation. 

 

𝐻(𝐵𝑖) < 𝐷 

Merkle Root (Multiple Records): (5) 

The Merkle root (𝑀𝑟𝑜𝑜𝑡) is one hash that represents every record in a block. SHA-256 is created by combining all of 

the hashes of the individual records ((𝐻1, 𝐻2, 𝐻3, … , 𝐻𝑛)). This allows you to quickly verify any record without having 

to look through the entire block. The Merkle Root (𝑀𝑟𝑜𝑜𝑡) of a blockchain or cryptographic data structure is determined 

using this formula. 

𝑀𝑟𝑜𝑜𝑡 = (𝐻1 ∣∣ 𝐻2 ∣∣ 𝐻3 ∣∣ ⋯ ∣∣ 𝐻𝑛) 

Time Stamping (Record Traceability): (6) 

combining the previous block's timestamp ((𝑇𝑝𝑟𝑒𝑣)). The timestamp of the current block (𝑇𝑖) is obtained by calculating 

the time difference ((Δt)). As a result, we are able to keep the data in chronological order and monitor the production 

dates of individual blocks. The timestamp of the current block is determined using this formula. 

𝑇𝑖 = 𝑇𝑝𝑟𝑒𝑣 + 𝛥𝑡 
 

Hash Chain Verification (7) 

Because of this strong binding, tampering is easily detectable because changes to one block affect all subsequent 

blocks. The hash of the current block in a blockchain is calculated by combining the hash of the previous block ((𝐵𝑖)) 

with the contents of the current block, yielding the hash of the current block ((𝐵𝑖)). 

(𝐵𝑖) = ((𝐵𝑖−1) ∣∣ 𝐵𝑖) 

Transaction Rate (Performance): (8) 

The transaction rate (𝑇𝑟𝑎𝑡𝑒), which is equal to (𝑁𝑡𝑥), indicates the quantity of medical records processed per unit of time. 

It is shown how quickly transactions are recorded and processed by blockchain technology. This formula is used to 

determine a blockchain network's transaction rate, or throughput. 

𝑁𝑡𝑥 
𝑇𝑟𝑎𝑡𝑒 = 
𝑏𝑙𝑜𝑐𝑘 

Transaction Latency (Speed): (9) 

The latency (L) is the amount of time required to confirm a transaction in a patient's medical record. The time required 

for submission (𝑡𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛) is deducted from the time required for confirmation (𝑡𝑐𝑜𝑛𝑓𝑖𝑟𝑚𝑎𝑡𝑖𝑜𝑛). in the computation. This 

demonstrates how quickly transactions are processed on the blockchain. The transaction latency (L) in a blockchain 

network is determined using this formula. 

𝐿 = 𝑡𝑐𝑜𝑛𝑓𝑖𝑟𝑚𝑎𝑡𝑖𝑜𝑛 − 𝑡𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛 

4. Results and Discussions: 

The chart illustrates how the four EMR models Traditional, Hyperledger, Ethereum, and the proposed blockchain 

EMR fare in terms of delay. Transaction processing is slowed down by the Traditional EMR because to its high latency. 

Even while they continue to encounter certain delays, the Hyperledger and Ethereum EMR models do marginally 

𝑡 
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better. The proposed blockchain EMR has the quickest confirmation time for transactions since it has the lowest 

latency. When it comes to managing patient records, the suggested methodology is a huge time saver. 
 

Figure 2: Latency Distribution 

The chart shows how the four EMR models like Traditional, Hyperledger, Ethereum, and the proposed blockchain 

EMR perform in terms of throughput. With its low throughput, the Traditional EMR model shows that it can only 

handle a limited number of transactions. Hyperledger and Ethereum EMR both make some progress, but they aren't 

quite there yet in terms of efficiency. On the other hand, the Proposed Blockchain EMR efficiently processes more 

transactions per second, achieving the greatest throughput. In comparison to current EMR systems, the suggested 

approach shows improved scalability and performance. 
 

Figure 3: Throughput(Transaction per Second) 

There are four different EMR models shown in the graph, each with its own energy usage per 

transaction (in kJ): Traditional, Hyperledger, Ethereum, and the planned blockchain. When compared to other models, 

the Traditional EMR model is less efficient because it uses the most energy for each transaction. Both Hyperledger 

EMR and Ethereum EMR demonstrate greater efficiency with minimal energy utilization. The lowest energy use is 

observed in the Proposed Blockchain EMR, which 

suggests improved optimization and decreased power needs. In comparison to current EMR systems, the suggested 

model is more sustainable and economical due to its improved energy efficiency. 
 

 

Figure 4: Energy Consumption per Transaction (KJ) 
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The data integrity percentages of four EMR models Traditional, Hyperledger, Ethereum, and Proposed Blockchain are 

displayed in the graph. There is a greater possibility of data manipulation and inconsistency in the Traditional EMR 

due to its poor integrity. The security features based on the blockchain cause Hyperledger EMR and Ethereum EMR to 

exhibit moderate improvements. Data integrity is nearly 100% in the Proposed Blockchain EMR, demonstrating its 

superior dependability and protection against illegal alterations. When compared to current EMR systems, the 

suggested approach guarantees that medical records are more accurate, secure, and trustworthy. 
 

Figure 5: Data Integrity 

Using the graph, Can see how long it takes for blocks to propagate using four different EMR models: Ethereum, 

Hyperledger, Proposed Blockchain, and Traditional. With the longest propagation time, the Traditional EMR indicates 

a lack of speed in data synchronization. Because of how it reaches consensus, Hyperledger EMR also has moderate 

delays. With its minimal propagation time, the proposed blockchain EMR guarantees quicker data transmission and 

better network performance. 
 

 

 

Figure 6: Mean Block Propagation 

Traditional EMR, Hyperledger EMR, Ethereum EMR, and Proposed Blockchain EMR are the four EMR systems 

shown in the graph, along with their respective consensus time distributions in seconds. On one side, we have the 

consensus time, and on the other, we have the density. Due to its slower data processing and validation, the Traditional 

EMR system displays the greatest consensus time. Hyperledger EMR and Ethereum EMR, on the other hand, show 

moderate consensus times, which means they are more efficient than the old method. With the quickest consensus 

time, the Proposed Blockchain EMR should run more reliably and quickly. When compared to current EMR systems, 

the suggested approach achieves consensus more quickly. 
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Figure 7: Consensus Time Distribution 

For various EMR systems, including Ethereum EMR, Hyperledger EMR, Proposed Blockchain EMR, and Traditional 

EMR, the graph displays the Average Storage Overhead (MB). The most inefficient and redundant data is stored by the 

Traditional EMR system, which has the largest storage overhead at about 700 MB. With storage utilisation of about 500 

MB, Hyperledger EMR and Ethereum EMR demonstrate good resource management. Alternatively, greater 

optimization and lightweight data handling are demonstrated by the Proposed Blockchain EMR, which displays the 

lowest storage overhead of around 350 MB. When compared to both conventional and preexisting blockchain-based 

EMR models, the suggested approach significantly reduces storage needs. 

 

 

Figure 8: Average Storage Overhead 

 
Here we can see the percentage of successful transactions for four different EMR models: Traditional EMR, 

Hyperledger EMR, Ethereum EMR, and Proposed Blockchain EMR. A success rate of approximately 92% is displayed 

by the Traditional EMR model, suggesting that there are rare instances of unsuccessful transactions. Better results are 

achieved using Hyperledger EMR and Ethereum EMR, with success rates close to 95% to 97%. Showing its greater 

reliability and robustness, the Proposed Blockchain EMR reaches nearly 100% success, the highest success rate. In 

comparison to current EMR systems, the suggested paradigm guarantees more consistent and successful transactions 

overall. 
 

 

Figure 9: Transaction Success Rate 
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Here see the distribution of security strength scores for four EMR models: Traditional EMR, Hyperledger EMR, 

Ethereum EMR, and Proposed Blockchain EMR. As shown here, the Traditional EMR model has the weakest security, 

which means it doesn't do much to keep sensitive information safe. On the other hand, Hyperledger EMR and Ethereum 

EMR both have decent security, showing that they use encryption and access control effectively. Finally, the Proposed 

Blockchain EMR model has the highest scores, showing that it is the most secure and reliable of the four. 

 

 

Figure 10: Security Strength Score Distribution 

 

 

Ethereum EMR, Hyperledger EMR, Proposed Blockchain EMR, and Traditional EMR are the four EMR types shown 

in the graph, along with their corresponding Network Scalability Efficiency percentages. At 65%, the Traditional EMR 

system has the worst scalability efficiency, meaning it can't manage a growing network very well. The scalability of 

Hyperledger EMR is 75% while that of Ethereum EMR is 80%, indicating moderate scalability. At 90%, the Proposed 

Blockchain EMR achieves the best efficiency, showing that it is more flexible and can handle larger networks and 

more transactions. When compared to other EMR systems, the suggested approach provides the greatest scalability 

performance. 
 

 

Figure 11: Network Scalability Efficiency 

5. Conclusion: 

By guaranteeing openness, security, and patient-centric control, blockchain technology's incorporation into EMRs has 

transformed healthcare data management. Hackers, unauthorised users, and incompatibilities between systems are 

common problems with older EMR systems. By utilising decentralised data storage, cryptographic hashing, and smart 

contracts that ensure data immutability and verifiable access records, the proposed Blockchain-Based EMR system 

circumvents these obstacles. After comparing the proposed system to traditional, Ethereum-based, and Hyperledger-

based EMR models, it was shown to achieve lower latency, higher throughput, increased energy efficiency, and 

stronger data integrity. 

The literature study shows that in order to improve privacy, scalability, and intelligent data sharing, current research is 

incorporating blockchain technology with AI, federated learning, and hybrid encryption more and more. These 
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connectors enable granular access control, safe cooperation across hospitals, and real-time decision assistance. 

Nevertheless, there are still major obstacles to widespread use,   including   blockchain   scalability,   

complicated   key   management. When it comes to building a trustworthy healthcare ecosystem that gives 

patients agency over their own data and facilitates communication between different medical professionals, blockchain 

technology offers a solid basis. This model shows how blockchain technology might improve EMR systems by 

balancing privacy, openness, and performance. To optimise consensus methods, integrate lightweight encryption 

algorithms, and establish worldwide interoperability standards for widespread adoption, future work should prioritise 

these areas. If blockchain technology is further developed and studied, it has the potential to revolutionise digital 

healthcare management in the future. 
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