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Abstract— Blockchain-based edge computing systems are 

becoming an effective solution for secure and decentralized data 

trading between producers and consumers. This project develops 

a secure data trading framework that combines blockchain, relay 

nodes, and smart contracts to remove dependency on centralized 

third-party platforms. The proposed extension integrates a 

compression mechanism with the Rounding-Based Data 

Placement Algorithm (RDPA) to reduce storage overhead and 

improve relay node utilization. Data files are encrypted using AES 

encryption before storage, while blockchain maintains metadata 

and transaction records for secure verification and transparency. 

The system also adopts the Proof-of-Data-Trading (PODT) 

consensus mechanism to achieve stable transactions with lower 

energy consumption. Experimental analysis shows that the 

extension model decreases storage cost, improves relay efficiency, 

and enhances producer revenue when compared with traditional 

blockchain storage models.   

Keywords— Blockchain, Smart Contracts, Data Compression, 

AES 

I. INTRODUCTION 

Rapid growth in smart devices, mobile applications, and 

edge computing technologies has significantly increased the 

generation and sharing of digital data across networks. Devices 

such as smartphones, tablets, and IoT sensors continuously 

produce large volumes of images, videos, documents, and 

location-based information. Most of this data is stored and 

managed through centralized cloud platforms, where third-

party service providers control storage, transactions, and 

revenue distribution. Although centralized systems offer 

convenience and scalability, they also introduce major concerns 

related to privacy leakage, unauthorized access, data tampering, 

and unfair profit sharing. Users often lose control over their 

own data after uploading it to centralized servers. 

Blockchain technology has emerged as a reliable solution 

for secure and decentralized data management because of its 

transparency, immutability, and distributed architecture. By 

maintaining transaction records in a tamper-resistant ledger, 

blockchain enables secure verification and trusted data 

exchange without depending on centralized authorities. 

However, traditional blockchain systems face limitations such 

as high storage overhead, increased transaction cost, and low 

scalability when handling large multimedia files. Edge 

computing further improves system performance by processing 

and storing data closer to users, thereby reducing latency and 

network congestion. Efficient data placement, secure relay 

management, and storage optimization have therefore become 

important research areas in blockchain-based edge 

environments. These challenges motivate the development of 

advanced mechanisms that can improve storage efficiency, 

reduce operational cost, and maintain secure data trading 

among distributed users. 

  

II. RELATED WORK 

Blockchain and edge computing technologies have gained 

significant attention for enabling secure, decentralized, and 

efficient data sharing in modern digital environments. 

Researchers have explored various techniques to improve 

transaction security, resource allocation, privacy protection, 

and decentralized communication in distributed systems. Nick 

Szabo (1997) introduced the concept of smart contracts for 

automating secure digital agreements without centralized 

intermediaries, which later became a major foundation for 

blockchain systems. Castro and Liskov (2002) proposed the 

Practical Byzantine Fault Tolerance mechanism to ensure 

reliable communication in distributed networks even in the 

presence of malicious nodes. Nakamoto (2008) developed 

Bitcoin using blockchain technology and introduced 

decentralized ledger management, cryptographic hashing, and 

consensus-based verification for secure peer-to-peer 

transactions. Buterin et al. (2014) extended blockchain 

capabilities through Ethereum by supporting programmable 

smart contracts and decentralized applications. Lin et al. (2019) 

proposed a consortium blockchain framework for secure 

knowledge trading in edge-AI enabled IoT environments, 

emphasizing decentralized collaboration and incentive 

management. Zhang et al. (2019) developed a smart contract-

based access control mechanism for Internet of Things systems 

to improve authentication and authorization security. Fang and 

Lei (2020) analyzed blockchain integration with edge AI 

computing and discussed challenges related to scalability, 

privacy, and decentralized learning. Huang et al. (2020) 

introduced a hybrid Proof-of-Work and Proof-of-Stake 

incentive mechanism for efficient and low-energy blockchain 

operations in edge environments. Huang et al. (2023) further 

proposed a profit-sharing framework for data producers and 

intermediate parties in blockchain-based edge computing 

systems to improve relay efficiency and revenue management. 

Liu et al. (2023) presented a decentralized blockchain 

framework for secure and authenticated information sharing in 

zero-trust IoT environments, highlighting the importance of 
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trusted communication and decentralized security in distributed 

computing systems. 

Table: Summary of Key Literature Contributions and 

Their Impact on Current Research: 

Author Contribution Impact on Research 

Nick Szabo 
(1997) 

Introduced smart contracts 

for automatic digital 
agreements. 

Formed the base for secure 

blockchain transactions and 
automation. 

Castro and 
Liskov (2002) 

Developed PBFT for secure 
distributed communication. 

Improved reliability and 

fault tolerance in blockchain 

systems. 

Satoshi 

Nakamoto 

(2008) 

Introduced Bitcoin and 

decentralized blockchain 

technology. 

Created the foundation for 

secure and transparent 

digital transactions. 

Vitalik Buterin 

et al. (2014) 

Developed Ethereum with 

smart contract support. 

Enabled decentralized 
applications and automated 

blockchain services. 

José-Luis de la 
Rosa et al. 

(2016) 

Applied blockchain for 
intellectual property 

protection. 

Improved secure ownership 
verification and digital data 

sharing. 

Xiaodong Lin 

et al. (2019) 

Proposed blockchain-based 

knowledge trading in IoT 
systems. 

Enhanced secure data 

sharing in edge computing 
environments. 

Yutaka Zhang 

et al. (2019) 

Developed smart contract-

based access control for 
IoT. 

Improved authentication and 

security in IoT networks. 

Jianjun Fang 

and Kai Lei 

(2020) 

Surveyed blockchain and 

edge AI computing 

technologies. 

Identified challenges in 

scalability, privacy, and 

resource management. 

Yong Huang et 

al. (2020) 

Proposed hybrid PoW and 

PoS incentive mechanism. 

Improved energy efficiency 

and consensus performance. 

Yong Huang et 

al. (2023) 

Developed profit-sharing 

and relay selection 
framework. 

Improved storage efficiency 

and secure blockchain-based 
data trading. 

 

III. PROPOSED APPROACH 

A secure and decentralized framework is designed for data 

trading in blockchain-based edge computing environments to 

eliminate dependency on centralized third-party platforms. The 

system allows producers to upload and sell digital data items 

such as images, videos, and documents directly to consumers 

through blockchain-supported transactions. Initially, both 

producers and consumers register with the system, and their 

details are securely maintained using blockchain smart 

contracts. After authentication, producers can upload data files 

with related information including description, size, and pricing 

details. 

To ensure confidentiality and data protection, uploaded files 

are encrypted using the AES encryption algorithm before 

storage. The SHA-256 hashing algorithm is used to generate 

digital signatures for maintaining integrity and preventing 

unauthorized modification of data. Instead of storing complete 

files in the blockchain, encrypted files are stored in relay nodes 

that provide high storage capacity and faster processing speed. 

The blockchain stores only metadata such as file information, 

digital signatures, upload date, and relay location details, which 

reduces blockchain storage complexity and improves 

scalability. 

An additional compression mechanism is integrated into the 

framework to minimize file size before storing data in relay 

nodes. This process reduces storage cost, improves relay 

utilization, and prevents relay nodes from becoming full within 

a short duration. The Rounding-Based Data Placement 

Algorithm (RDPA) is used to identify suitable relay nodes 

based on storage availability and bandwidth efficiency, thereby 

reducing unnecessary relay expenses and improving data 

placement performance. 

For transaction verification, the framework employs the Proof-

of-Data-Trading (PODT) consensus mechanism that combines 

features of Proof-of-Work and Proof-of-Stake to achieve 

secure, energy-efficient, and stable blockchain operations. 

Consumers can browse, purchase, and securely download 

encrypted files, which are decrypted only after successful 

authorization and transaction validation. 

 

Figure 1: Blockchain-based secure data trading workflow 

IV. METHODOLOGIES 

--------------------------------------------------------------------- 
Algorithm: Compression-Based Secure Data Trading 

Model 

--------------------------------------------------------------------- 
Input : Producer data file F 

Output : Secure storage, optimized relay placement, and consumer 

retrieval 

--------------------------------------------------------------------- 
Step 1 : Start 

 

Step 2 : Register Producer and Consumer details in Blockchain 

 

Step 3 : Producer login authentication 

If authentication fails 

Terminate process 

Else 

Continue 

 

Step 4 : Producer uploads data file F 

Read file name, size, type, price, and description 

 

Step 5 : Apply AES Encryption 

EF = AES_Encrypt(F) 

 

Step 6 : Generate SHA-256 Digital Signature 

DS = SHA256(EF) 

 

Step 7 : Apply Compression Extension 

CF = Compress(EF) 
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Step 8 : Calculate compressed storage size 

CS = Size(CF) 

 

Step 9 : Execute RDPA Relay Selection 

For each Relay Node Ri 

Check storage capacity 

Check bandwidth efficiency 

Compute relay cost 

End For 

 

Step 10 : Select optimal relay node Rbest 

Store compressed encrypted file CF in Rbest 

 

Step 11 : Store metadata in Blockchain 

Metadata = {File Name, Producer ID, 

File Size, Signature, 

Upload Date, Relay ID} 

 

Step 12 : Execute PODT Consensus Validation 

Validate transaction and create new block 

 

Step 13 : Consumer login authentication 

If valid 

Allow data browsing 

Else 

Deny access 

 

Step 14 : Consumer selects and purchases file 

 

Step 15 : Verify blockchain transaction 

 

Step 16 : Retrieve compressed encrypted data CF 

from selected relay node 

 

Step 17 : Decompress retrieved data 

EF = Decompress(CF) 

 

Step 18 : Decrypt data using AES 

F = AES_Decrypt(EF) 

 

Step 19 : Deliver original file to consumer 

 

Step 20 : Generate storage cost and revenue graphs 

 

Step 21 : Stop   

-------------------------------------------------------------------------- 

Data Collection 

The methodology begins with the registration process for both 

producers and consumers in the blockchain-based edge 

computing environment. Producers are users who upload and 

sell digital content such as images, videos, documents, and 

multimedia files, while consumers are users who purchase and 

download those data items. During registration, user details 

including username, email, phone number, password, and user 

type are collected and securely stored in the blockchain using 

smart contracts. This decentralized registration process 

eliminates dependency on centralized servers and improves 

transparency and trust between users.  

Blockchain Network Initialization 

After user registration, the blockchain environment is 

initialized using Ethereum smart contracts. The smart contract 

contains functions for managing user details, uploaded data 

information, transaction records, and purchase history. 

Blockchain nodes maintain distributed copies of transaction 

records to ensure immutability and tamper resistance. Each 

transaction generated in the system is validated and 

permanently recorded within the blockchain ledger.  

Producer Authentication 

Once registration is completed, producers log in to the system 

using their credentials. Authentication is verified through 

blockchain-stored information to ensure that only authorized 

users can upload and manage data files. Successful 

authentication grants access to producer modules including file 

upload, transaction monitoring, and sales visualization.  

Data Upload and Metadata Generation 

The producer uploads digital files along with descriptions, 

pricing information, and file-related details. The system 

automatically extracts metadata such as file type, upload date, 

and storage size. This metadata is later stored in blockchain 

records for secure identification and retrieval of uploaded data 

items. The methodology ensures that uploaded files are 

uniquely associated with the producer account.  

AES-Based Data Encryption 

Before storing uploaded files, the methodology applies 

Advanced Encryption Standard (AES) encryption to protect 

confidentiality and prevent unauthorized access. Encryption 

converts plain data into cipher text using a secret cryptographic 

key. Even if attackers access relay storage, the original content 

cannot be viewed without proper decryption keys. This step 

significantly improves data privacy and security during 

transmission and storage.  

SHA-256 Digital Signature Generation 

After encryption, the SHA-256 hashing algorithm is applied to 

generate a digital signature for each uploaded file. The 

generated hash value uniquely represents file content and is 

used for integrity verification. If any modification occurs in 

stored data, the hash value changes immediately, enabling 

tamper detection. This mechanism ensures secure and 

trustworthy blockchain transactions.  

Relay Node Selection Using RDPA 

The methodology employs the Rounding-Based Data 

Placement Algorithm (RDPA) to identify efficient relay nodes 

for storing encrypted data files. The algorithm analyzes relay 

characteristics such as storage availability, bandwidth capacity, 

and processing efficiency before selecting suitable relay nodes. 

This optimized placement process reduces unnecessary relay 

costs and improves system performance in distributed edge 

environments. 
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Compression Mechanism 

To further improve storage efficiency, the extension 

methodology integrates a compression algorithm before storing 

encrypted files in relay nodes. Compression reduces file size 

and minimizes storage consumption within relay systems. 

Smaller files occupy less relay space, decrease operational cost, 

and improve long-term relay utilization. This extension 

significantly enhances storage optimization when compared 

with normal blockchain storage methods.  

Relay Storage and Blockchain Metadata Storage 

After compression, encrypted files are stored inside selected 

relay nodes instead of directly saving complete files in the 

blockchain. Only metadata including file name, storage 

location, digital signature, upload date, producer details, and 

relay information are recorded within blockchain blocks. This 

approach reduces blockchain overhead, increases scalability, 

and improves transaction speed for large multimedia files.  

PODT Consensus Mechanism 

The methodology uses the Proof-of-Data-Trading (PODT) 

consensus mechanism for secure transaction validation. PODT 

combines the strengths of Proof-of-Work and Proof-of-Stake 

mechanisms to achieve stable, energy-efficient, and secure 

blockchain operations. The consensus mechanism validates 

uploaded data records, transaction requests, and user activities 

while minimizing computational energy consumption within 

edge computing environments.  

Consumer Purchase and Secure Download 

Consumers log in to the system and browse available data 

items uploaded by producers. After selecting a required file, 

consumers perform secure blockchain-based transactions to 

purchase the data. The system validates the transaction through 

smart contracts and grants authorized download access. 

Encrypted files are retrieved from relay nodes and decrypted 

securely before being delivered to consumers in original 

format.  

Performance Analysis and Graph Generation 

The final methodology stage evaluates system performance 

using graphical analysis and transaction monitoring. The 

system compares normal storage and compressed storage 

methods based on storage size and operational cost. Revenue 

graphs are generated to analyze producer income under 

different relay storage conditions. Experimental analysis 

demonstrates that the extension compression mechanism 

reduces storage overhead, improves relay utilization, and 

increases overall efficiency in blockchain-based data trading 

environments. 

 

 

VI RESULTS & DISCUSSION 

Parameters Blockchain Storage 
Compression-Based 

Blockchain Storage 

Storage Method Plain encrypted storage 
Compressed encrypted 

storage 

Storage Size 820 KB 410 KB 

Storage Reduction Low 50% reduction 

Relay Utilization Normal High efficiency 

Producer Revenue 

Ratio 
0.15 0.20 

Revenue 

Improvement 
Limited Increased by 8% 

Transaction 

Security 
Supported 

Supported with AES and 

SHA-256 

Consensus 

Mechanism 

Traditional blockchain 

validation 
PODT hybrid consensus 

Relay Cost 
High due to large 

storage 
Reduced due to compression 

Data Integrity Basic verification 
Strong hash-based 

verification 

Blockchain 

Overhead 
Higher metadata load Reduced metadata overhead 

File Retrieval Secure Secure and optimized 

Processing Speed Moderate Faster relay access 

Scalability Limited for large files Improved scalability 

Consumer 

Download 
Supported 

Supported with secure 

decryption 

 

Experimental results demonstrate that the proposed blockchain-

based secure data trading framework with compression 

extension achieves improved storage efficiency, secure 

transaction management, and better producer revenue when 

compared with normal relay storage methods. During 

implementation, encrypted producer files were uploaded into 

relay nodes, while metadata such as file name, digital signature, 

upload date, and relay information were successfully stored in 

the blockchain through Ethereum smart contracts. The AES 

encryption process secured uploaded files before storage, and 

SHA-256 hashing generated unique digital signatures for 

integrity verification. 

Performance analysis from the generated storage graph shows 

that the normal encrypted storage occupied approximately 820 

KB of relay space, whereas the proposed compression-based 

storage reduced the size to nearly 410 KB. This achieved 

around 50% storage reduction, which directly minimized relay 

usage cost and improved relay availability for additional data 

uploads. The relay node selection using RDPA also reduced 

unnecessary storage allocation and improved placement 

efficiency based on bandwidth and storage capacity. 

The income-cost graph generated from producer transactions 

indicates that the producer revenue ratio increased from 0.15 in 

basic storage mode to nearly 0.20 when using optimized relay 

storage. This improvement provided approximately 8% 

additional revenue for producers due to efficient relay 

utilization and reduced storage overhead. Transaction logs 

displayed successful blockchain validation with generated 

transaction hash values, block numbers, and smart contract 

execution records, confirming secure decentralized operation. 

https://ijnrd.org/
http://www.ijnrd.org/


INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 
© 2026 IJNRD | Volume 11, Issue 5, May 2026 | ISSN: 2456-4184 | IJNRD.ORG 

 
  

IJNRD2605629 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org)  

 

g123 

 

Figure 2: Income Cost Graph 

 

Figure 3: Storage Graph 

The experimental analysis demonstrates that integrating 

compression techniques with blockchain-based edge computing 

significantly improves storage efficiency and transaction 

performance in decentralized data trading systems. Traditional 

blockchain storage methods consume higher relay space 

because encrypted multimedia files are stored without 

optimization, which increases relay cost and limits long-term 

storage availability. The proposed extension overcomes this 

limitation by compressing encrypted files before storing them 

in relay nodes, resulting in noticeable reduction in storage 

consumption and improved relay utilization. 

The implementation results also show that the RDPA relay 

selection mechanism effectively identifies suitable relay nodes 

based on storage capacity and bandwidth efficiency. This 

optimized placement process reduces unnecessary relay 

expenses and improves data accessibility for consumers. AES 

encryption and SHA-256 hashing successfully maintained 

confidentiality and integrity of uploaded files, ensuring that 

unauthorized users cannot access or modify stored content. 

Smart contracts and blockchain transaction records further 

enhanced transparency and trust between producers and 

consumers. 

Another important observation is the increase in producer 

revenue due to efficient relay management and reduced storage 

overhead. The generated income-cost graphs confirmed that 

optimized relay usage provides better profit-sharing 

opportunities compared with normal blockchain storage 

methods. The PODT consensus mechanism also contributed 

toward stable and energy-efficient transaction validation. 

Overall, the proposed framework achieved secure decentralized 

data trading with lower storage cost, improved scalability, and 

reliable consumer access in edge computing environments. 

VII. CONCLUSION 

The proposed blockchain-based secure data trading framework 

successfully improves decentralized data sharing in edge 

computing environments by combining blockchain technology, 

relay nodes, smart contracts, and compression techniques. The 

system eliminates dependency on centralized third-party 

platforms and provides secure storage, transparent transactions, 

and reliable data management for both producers and 

consumers. AES encryption and SHA-256 hashing ensured 

confidentiality and integrity of uploaded data, while blockchain 

smart contracts maintained trusted transaction verification and 

decentralized record management. 

The integration of the compression extension significantly 

reduced relay storage consumption and minimized operational 

cost compared with normal encrypted storage methods. The 

RDPA relay selection algorithm improved relay utilization by 

selecting suitable storage nodes based on bandwidth and 

storage availability. Experimental analysis confirmed 

improvements in producer revenue, storage efficiency, 

scalability, and transaction reliability. The PODT consensus 

mechanism further enhanced system stability with lower 

energy consumption. Overall, the framework achieved secure, 

cost-effective, and scalable blockchain-based data trading 

suitable for modern edge computing applications. 
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