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ABSTRACT: Phishing attacks continue to evolve, posing significant cybersecurity risks across digital
platforms. Traditional rule-based detection methods struggle against sophisticated phishing campaigns that
use deceptive emails, websites, and messages. This paper proposes a multi-modal Al framework integrating
Natural Language Processing (NLP), Convolutional Neural Networks (CNN), and Graph Neural Networks
(GNN) to detect phishing attempts in real time. The NLP model analyses textual message semantics, CNN
examines visual spoofing cues from web content, and GNN uncovers malicious domain relationships. An
ensemble voting mechanism combines these models for robust detection accuracy. Experimental results
demonstrate over 95% accuracy with low latency suitable for mobile and web deployment. The system
automatically blocks suspicious content before user interaction, enhancing protection and privacy. This
research highlights the effectiveness of combining text, image, and network-based features...

keywords: Phishing Detection, Artificial Intelligence, Machine Learning, Multi-Modal Analysis, NLP,
CNN, GNN, Automatic Blocking, Mobile Security, Web Security.

1. INTRODUCTION:

Phishing continues to be one of the most pervasive cybersecurity threats, targeting users through deceptive
emails, messages, and fake websites to steal sensitive information such as passwords, financial data, and
personal identities [1-2]. The growing useof smartphones and web applications has diversified the attack
surface [3], extending phishing campaigns beyond traditional email to SMS, social media, instant messaging
[4], and web browsers. Attackers now employ sophisticated Al-driven techniques, including domain spoofing
[5], URL obfuscation, and context-aware Al-generated messages, making detection increasingly difficult for
conventional security tools [6] [7].

Traditional phishing detection systems rely heavily on static rule-based filters, signature matching, and
blacklist databases, which are ineffective against rapidly evolving and polymorphic phishing attacks [8] [9].
Moreover, these systems often perform detection asynchronously after delivery, leaving a critical window
during which users can unknowingly engage with malicious content [10] [11] [12]. To address these
challenges, this paper proposes a real-time, multi-modal Al phishing detection framework [13]. It combines
transformer-based natural language processing (NLP) for semantic analysis, convolutional neural networks
(CNN) for visual spoof detection [14], and graph neural networks (GNN) to analyze URL and domain
relationships [15] [16]. Integrated with an automated backend blocking mechanism, this system proactively
preventsuser interaction with phishing attempts across mobile and web platforms, ensuring fast, adaptive, and
privacy-preserving protection [17] [18].
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2.LITERATURE REVIEW:

Phishing detection has become a crucial area of research in cybersecurity due to the increasing prevalence of
phishing attacks targeting users' sensitive information [19]. Various machine learning (ML) and deep learning
(DL) techniques have been employed to enhance detection accuracy and robustness [20] [21].

Mohammad et al. (2020) [3] conducted a comprehensive study on phishing detection using traditional
machine learning methods [22] [23]. Their work highlighted the effectiveness of algorithms like Random
Forest and Support Vector Machines in identifying phishing URLs by analyzing various URL-based features
[24]. Similarly, Tao et al. (2018) [6] proposed a multi-modal deep learning approach that combined URL
features, webpage content, and visual similarity for automatic phishing detection [25], demonstrating
improved performance over conventional methods [26] [27].

Hybrid approaches have also been explored to leverage the strengths of multiple classifiers. Aburrous et al.
(2010) [9] introduced an intelligent phishing detection system for e-banking that combined bagging and
boosting ensemble methods, achieving enhanced accuracy in detecting fraudulent websites [28] [29]. More
recently, Sahu and Rautaray (2020) [11] combined multi-layer features with ensemble learning to improve
phishing detection, indicating that integrating diverse feature sets can lead to better generalization [30].

Deep learning models have gained prominence for their ability to automatically learn feature representations.
Vinayakumar et al. (2020) [14] demonstrated the use of deep neural networks in detecting phishing websites
by extracting hierarchical features from URLs and webpage content. Jain and Gupta (2021) [18] further
improved detection accuracy by designing an enhanced deep learning framework tailored for phishing
detection [31] [32].

Graph-based techniques have also been explored to model relationships between domain names and network
structures. Le and Lee (2019) [13] utilized DNS features within a graph-based model to detect phishing
domains, while Wang et al. (2021) [15] applied graph neural networks to capture complex interactions in
phishing attacks, showing promising results in detecting sophisticated phishing campaigns [33] [34].

Content-based methods remain significant as well. Zhang et al. (2007) [17] introduced Cantina, a content-
based phishing detection approach analyzing the textual content of webpages, which laid foundational work
for subsequent research combining content analysis with ML techniques [35] [36]. Several surveys and
reviews have summarized the advances in this field. Alsmadi and Zarour (2019) [19] provided an extensive
literature review on various phishing detection techniques, emphasizing the importance of combining multiple
features and detection strategies to combat evolving phishing threats effectively [37] [38].

3.PROPOSED METHODOLOGY:

The proposed methodology integrates NLP, CNN, and GNN models to detect phishing threats in emails, SMS,
and web content in real time, automatically blocking suspicious links before user interaction [39] [40]. The
system combines multi-modal analysis and ensemble decision logic for fast, privacy-preserving protection
across mobile and web platforms.

3.1 System Overview:

The proposed phishing detection and prevention system integrates multiple Al techniques to analyze incoming
messages, URLs, and images in real time, detecting phishing threats and automatically blocking suspicious
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content before user interaction. The system is designed for deployment on both mobile devices and web
platforms.[31]

3.2 Working Flow:
The system workflow consists of the following sequential modules:

Data Acquisition:When a user receives an email, SMS, or visits a website, the input data (text, URLSs,
images) is collected for analysis.[32]

Preprocessing and Feature Extraction:

Textual content is tokenized and converted to embedding suitable for NLP models.
Images and webpage screenshots are resized and normalized for CNN input.

URLs and domain metadata are parsed into graph representations for GNN analysis.
Multi-Modal Analysis:

NLP Module: Transformer-based models analyze message semantics to detect suspicious language or
commands.

CNN Module: Detects forged logos, misleading visual Ul similarities, and brand impersonation indicators
from images or page layouts.

GNN Module: Maps and evaluates relationships between URLs, domains, registrant details, and SSL
certificates to expose malicious infrastructure.[33]

Ensemble Decision Layer:Outputs from all three Al modules are combined using a majority voting or
weighted scheme to produce a final phishing likelihood score.[34-36]

Automated Blocking & Alert:Based on the ensemble output, if the content is flagged as phishing: The system
blocks the link or message in the backend before user interaction.The user receives an instant alert or warning
notification.

Continuous Learning Pipeline:Feedback, threat intelligence feeds, and new indicators of compromise trigger
online retraining steps to keep the models up to date.The user receives an instant alert or warning notification.

Continuous Learning Pipeline:Feedback, threat intelligence feeds, and new indicators of compromise trigger
online retraining steps to keep the models up to date.[37]
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Figure-1:Working flow of the system
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4. RESULTS AND ANALYSIS:

The proposed multi-modal Al phishing detection system was evaluated using real-time phishing datasets and
simulated message streams. The performance metrics for individual models and the ensemble system are

summarized in Table 1.
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Model Accuracy (%) Precision (%0) Recall (%)
NLP only 914 89.6 90.1
CNN only 90.8 91.2 89.4
GNN only 88.7 87.9 88.0
Ensemble 95.2 94.8 95.5

Table 1:Performance Metrics of Individual and Ensemble Phishing Detection Models
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Figure-2 : Precision- Recall Comparison of Phishing Detection Models

From the figure 2 ensemble model integrating NLP, CNN, and GNN modules significantly outperforms
unimodal models across all metrics, demonstrating the effectiveness of a multi-modal approach.Detection
latency on typical mid-range devices averages approximately 170 milliseconds, supporting real time
applicability. The system achieved a true positive rate exceeding 95% and maintained a low false positive rate
below 2%, emphasizing strong detection reliability with minimal user disruption.These results validate the
proposed system’s capacity to provide fast, accurate, and comprehensive phishing detection suitable for
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5. CONCLUSION:

This paper presented a comprehensive multi-modal Al phishing detection framework that integrates NLP for
semantic analysis, CNN for visual spoof detection, and GNN for network and domain relationship evaluation.
The proposed system effectively identifies phishing threats in real time and automatically blocks suspicious
content, ensuring user safety on both mobile and web platforms. Experimental results demonstrated high
accuracy exceeding 95%, low detection latency, and strong resilience against evolving phishing techniques.
Future work will focus on extending the model to handle new attack vectors and further optimizing
performance for deployment at scale.
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