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ABSTRACT: Laboratory safety is a vital concern in research and industrial settings where hazardous 

materials and equipment are often present. Traditional safety systems usually depend on manual monitoring, 

which can cause delays in responding to emergencies. The Smart Lab and Safety Monitor solve this problem 

by using Internet of Things (IoT) sensors and machine learning (ML) algorithms for continuous, real-time 

monitoring of important environmental factors like temperature, humidity, gas concentration, smoke, fire, 

and motion. Sensor data are sent to a central processing unit for analysis, allowing the system to identify 

abnormal conditions and alert users immediately through alarms or notifications. Machine learning models 

predict potential hazards and evaluate risk levels based on past data trends. This intelligent system improves 

laboratory safety by reducing human error, speeding up response times, and supporting preventive 

maintenance. Experimental results show that the proposed system offers reliable monitoring, leading to a 

safer and more efficient lab environment. The use of IoT and AI-driven analytics marks a significant step 

forward in creating smart, autonomous, and proactive laboratory safety systems for contemporary scientific 

research. 

Keywords: Monitoring, Gas Leak Detection, Machine Learning, Real-time Monitoring, Smoke and Fire 
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1. INTRODUCTION 

In modern laboratories, safety is very important because of the frequent handling of chemicals, gases, and 

electrical equipment that can be hazardous [1]. Traditional safety systems rely heavily on manual 

supervision and human intervention, which can delay responses during emergencies [2] [3]. To address these 

issues, the Smart Lab and Safety Monitor introduce an automated technology-driven approach to laboratory 

safety management [4] [5]. By using Internet of Things (IoT) sensors and Machine Learning (ML) 

algorithms, this system continuously monitors environmental factors such as temperature, humidity [6], 

smoke, gas leaks [7], and fire [8]. Real-time data from sensors are analyzed to identify abnormal conditions, 

allowing the system to issue instant alerts through alarms or notifications [9] [10]. 

The ML component improves prediction accuracy by spotting potential risks before they turn into serious 

problems [11]. This smart monitoring setup not only creates a safer working environment but also supports 

efficient resource management and preventive maintenance [12] [13]. The proposed system shows how 

combining IoT and AI technologies can change traditional laboratories into smart, secure, and flexible 

environments for scientific research and experimentation [14] [15]. 

2. LITERATURE SURVEY 

Xinqing Xiao (2024) created a smart sensing system that uses capacitive liquid-level sensors, Arduino, and 

Bluetooth for managing safety in laboratories [16] [17]. This system allows for real-time monitoring, 

visualization, and tracking of hazardous chemicals [18]. It has benefits such as low cost, easy access to its 

source code, and better safety efficiency [19]. However, it faces challenges related to calibration accuracy, 

scalability, and integration with current systems [20]. Hussein et al. (2024) created an IoT-based 

environmental monitoring system that uses sensors for temperature, gas, flame, and pH. This system 
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employs Arduino and ESP32 microcontrollers to manage lab safety and sustainability in real-time [21] [22]. 

It identifies hazards such as fire, gas leaks, and high temperatures [23]. When these dangers are detected, it 

sends automatic alerts and takes action through Telegram notifications [24]. 

The system is low-cost and provides real-time monitoring and automation, which improves safety [25]. 

However, it has some drawbacks, including limited scalability, reliance on network connectivity, and issues 

with sensor calibration accuracy [26]. Deepak Adhav et al. (2019) proposed a smart laboratory automation 

system that uses IoT with Raspberry Pi and OpenCV for facial recognition-based access, device control, and 

environmental monitoring [27]. The system automates lights, fans, curtains, and fire detection to reduce 

human effort and energy consumption while improving lab security [28] [29]. Its advantages include low 

cost, remote access, and efficient energy use. However, it has limitations, such as a need for continuous 

power and internet connection [30].  

Bragatto et al. (2018)[10] developed Smart Safety Systems (SSS) featuring IoT-based wireless sensors to 

monitor and supervise essential equipment in hazardous process plants. Safety is improved with real-time 

corrosion, erosion and vibration detection, which allows for risk management changes on the fly [31]. 

Enhanced reliability and maintainability is available, but standardisation and system maturity are constrained 

[32]. Shital B. Gite et al. (2022) suggested a smart lab monitoring system that uses IoT, NodeMCU, and 

sensors to detect temperature, humidity, and gas levels in real time [33]. It improves safety by sending 

remote alerts. However, it relies on the internet and is limited by the accuracy of the sensors [34].  

Using sensors such as RFID, LDR, DHT11, and IR, Shrutika Narhari et al. (2018) created a Bluetooth-based 

IoT Lab Automation System that allows lab equipment to be controlled and monitored through an Android 

app [35] [36]. The system is limited by Bluetooth range and scalability for larger environments, but it offers 

energy efficiency, remote control, and low-cost automation [37]. Using a Raspberry Pi with PIR, DHT11, 

and light sensors, Banagar and Khattar (2020) created an Internet of Things-based Smart Laboratory System 

for automated appliance control [38]. Through real-time monitoring, it improves efficiency and lowers 

energy consumption [39]. It does, however, face difficulties such as security threats and system complexity. 

In order to improve efficiency, comfort, and safety, Gavrilov et al. (2020) used ambient intelligence and 

multi-agent systems to design a smart school laboratory. Its high system complexity and setup difficulty 

limit its ability to automate monitoring and hazard prevention. Firoz Khan et al. (2021) discussed Cyber-

Physical Systems (CPS) connected with IoT for smart cities to improve automation and efficiency in areas 

like transport and energy [40]. It provides real-time monitoring and sustainability, but it faces challenges 

with security and implementation. Chetna Bhisekar et al. (2018) created an IoT-based water monitoring 

system using sensors to measure pH, turbidity, temperature, and flow. This system integrates with Arduino 

and the Blynk app. It allows for real-time detection of water quality and remote monitoring over the internet. 

The system is low cost, flexible, and automated, but its effectiveness is limited by sensor accuracy and 

reliance on network connectivity. 

3. PROPOSED METHODOLOGY 

The proposed Smart Lab and Safety Monitor combine sensors like DHT11, MQ-series, capacitive, and PIR 

with Arduino or ESP32 for real-time tracking of conditions. Data is cleaned and analyzed using machine 

learning algorithms to spot anomalies and predict risks. Alerts are sent through alarms, SMS, or web 

notifications when conditions are unsafe.[16] The system improves safety by automating processes and 

detecting issues early, but it relies on network, sensor accuracy, and power reliability.[23] 
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                            Figure 1: Flowchart of Smart Lab Safety Monitoring System 

 

Algorithm: Smart Lab and Safety Monitor 

1. Input Dataset: 

Collect dataset D = {(xi, yi)}i=1
n containing sensor readings — temperature, humidity, smoke, gas, flame, 

motion, and time. 

2. Data Cleaning: 

Remove duplicate, irrelevant, and faulty sensor records to ensure data quality. 

3. Anonymization: 

Anonymize and encrypt sensitive data to maintain privacy. 

4. Missing Values Handling: 

Replace missing numeric values with the median and categorical values with the mode. 

5. Outlier Detection: 

Detect outliers using z-score: |Zi| =
xi−μ

σ
> 3 

6. Feature Encoding: 

Apply one-hot encoding to categorical features such as time or status indicators. 

7. Normalization: 

Normalise numeric attributes using min-max scaling: x′ =
x−xmin

xmax−xmin
 

8. Feature Generation 

Generate derived features such as f=smoke level×temperature or motion count per interval. 

9. Feature Selection: 

Use Recursive Feature Elimination (RFE) to retain the most relevant safety-related features. 

10. Dataset Splitting: 

Split data into training (70%), validation (15%), and testing (15%) sets. 

11. Model Initialisation: 

Initialize Random Forest parameters — n_estimators, max_depth, max_features. 
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12. Model Training: 

Train Random Forest using bootstrap samples; compute best splits using Gini impurity or MSE. 

13. Prediction Aggregation: 

Aggregate predictions — majority voting for classification or averaging for regression. 

14. Hyperparameter Tuning & Evaluation: 

Use Grid Search with 5-fold Cross Validation; evaluate Accuracy, Precision, Recall, F1-score, and ROC-

AUC. 

15. Feature Importance & Deployment: 

Compute feature importance I(fj) and deploy the trained model for real-time safety monitoring and alert 

generation. 

4. RESULTS AND ANALYSIS 

Figure shows the training performance of the reinforcement learning agent in the smart laboratory safety 

monitoring environment. The total reward per episode rises quickly during the early training phase, showing 

that the agent learns effective safety management strategies.[17-18] At first, the agent struggles with 

inconsistent performance, receiving large negative rewards (between −1000 and −200) due to unsafe or 

inefficient actions. [22] However, as training continues, the total rewards approach zero, indicating that the 

agent increasingly performs safe and effective actions. After about 100 episodes, the performance becomes 

stable, suggesting that the agent has successfully found a reliable policy. This result shows that the RL-based 

safety monitoring framework can independently learn to reduce risk events and improve operational safety in 

a smart laboratory setup.[19] 

 

Figure 2: Training rewards over episodes 

5. CONCLUSION 

The Smart Lab and Safety Monitor system offers an effective and smart way to ensure safety in laboratory 

settings. It uses sensors to track factors like temperature, humidity, gas leaks, smoke levels, and fire, 

allowing the system to identify potential dangers in real-time and notify users right away. This active 

monitoring reduces risks, prevents accidents, and creates a safer work environment for researchers and 

students. [20-21]By incorporating IoT and machine learning technologies, the system improves automation, 

reliability, and decision-making based on data. Overall, this system plays a key role in managing laboratory 

safety by combining smart sensing, constant monitoring, and prompt response strategies. It sets the stage for 

better and safer smart lab setups in the future. 
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