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Abstract

Smart Grids (SGs) are replacing traditional power grids to deal with issues like one-way information flow, rising energy
demand, wasted energy, and problems with availability and security. The Internet of Things (IoT) is a big part of this
change. In the future, it should be easier to use and more reliable SGs because they will be connected to existing power
grids. But these new technologies and 10T devices make SGs more vulnerable to cyberattacks, which could hurt their
reliability. Because of these threats, the whole grid is at a lot of risk, so security is the most important thing to think about
when using SG technology. This paper gives a thorough look at the cybersecurity problems that loT devices have in SGs.
It begins by explaining how SGs are set up and what the 10T does in these systems. Next, it talks about the security problems,
goals, and needs of SGs. The paper sorts and rates cyber-attacks according to the new, more complicated attacks and the
principles of Confidentiality, Integrity, and Availability (CIA). Then it talks about the latest security solutions, secure
protocols, and standards that deal with each type of cyber attack. The paper also talks about new technologies and solutions,
such as artificial intelligence, blockchain, and Software-Defined Networking (SDN), that can help fight new cyberattacks
and make SGs stronger. Lastly, it makes suggestions for future research based on what has already been written and what
this study found.

Keywords: Cybersecurity for the Smart Grid, the Internet of Things (loT), cyber-attacks, artificial intelligence (Al),
blockchain, and software-defined networking (SDN) are all important words.

I.INTRODUCTION

The global power industry is going through a big change from traditional electrical grids to Smart Grid (SG)
systems that are smart and connected. Traditional power grids were built mostly to move electricity in one
direction, from centralised generation plants to end users. They didn't have much in the way of communication,
monitoring, or automation. But the evolution toward Smart Grids has sped up because of rising energy demand,
the need for higher reliability, the integration of renewable energy sources, and ageing infrastructure. These new
systems use advanced communication networks, automation technologies, and Internet of Things (10T) devices
to allow real-time monitoring, two-way communication, and smart energy management.

0T technologies like smart meters, sensors, phasor measurement units (PMUSs), and automated control devices
are very important for smart grids. These parts gather and send a lot of operational data to control centers so that
it can be analysed and decisions can be made. Utilities can improve load balancing, find problems faster, cut
down on transmission losses, and support distributed energy resources like solar and wind power thanks to this
digital transformation. These features make the power grid much more efficient and reliable, but they also make
it easier for hackers to attack.
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Combining 10T devices with communication networks creates big problems for cybersecurity. Smart Grids are
different from traditional isolated grids because they are connected systems that rely on data exchange between
different layers. Cyberattacks can affect the grid's operations, change energy data, cause blackouts, or damage
important infrastructure if they get through. Denial-of-Service (DoS), data injection, spoofing, ransomware, and
advanced persistent threats (APTSs) are all types of attacks that can make the grid unstable. Smart Grids are part
of the country's critical infrastructure, so any cyber incident can have serious effects on the economy, society,
and safety.

To deal with these threats, cybersecurity in Smart Grids needs to make sure that the three main security principles
of Confidentiality, Integrity, and Availability (CIA) are followed. Confidentiality keeps sensitive operational and
customer information safe from people who shouldn't have access to it. Integrity makes sure that data sent over
a network is not changed or tampered with while it is being sent. Availability makes sure that the grid keeps
working even when hackers try to get in. To reach these goals, you need a multi-layered security system that
includes secure communication protocols, real-time monitoring, and smart threat detection systems.

New technologies like Artificial Intelligence (Al), Blockchain, and Software-Defined Networking (SDN) could
help make the Smart Grid safer. Al-based machine learning models can find strange things and predict cyber
threats before they do any harm. Blockchain lets IoT devices store data in a decentralised way that can't be
changed and verifies transactions securely. SDN lets you manage networks dynamically, watch traffic, and isolate
compromised nodes in real time. Smart Grids can be more resistant to both current and new cyberattacks if they
use these new technologies together.

This paper provides an extensive analysis of cybersecurity issues in loT-enabled Smart Grid systems. It looks at
current weaknesses, classifies cyber threats using the CIA model, looks at new and old attack methods, and
suggests a safe framework that combines Al, Blockchain, and SDN technologies. The study also points out ways
to make the Smart Grid more resilient and suggests areas for future research in this important area.

I1.LITERATURE REVIEW

Numerous researchers have investigated cybersecurity challenges within Smart Grid systems and suggested
multiple solutions to improve their resilience. S. Amin and B. F. Wollenberg looked at the first weaknesses in
Smart Grids and talked about risks like Denial-of-Service (DoS) attacks and unauthorised access. They also
stressed the need for layered security measures. W. Wang and Z. Lu also wrote a thorough review of Smart Grid
cybersecurity, putting threats into three groups: network, application, and device levels. They also stressed the
need for encryption and intrusion detection systems.

M. Mohammadi and A. Al-Fugaha looked into how Artificial Intelligence can be used to improve Smart Grid
security. They showed that machine learning models can find problems and make threat detection more accurate
than traditional methods. But there are still problems like computational complexity and data dependency.

People have also suggested using blockchain technology to improve trust and data integrity. Z. Li and his team
came up with a blockchain-based framework that makes sure that Smart Grid parts can talk to each other safely
and without a central point of control. Although it has benefits, scalability and energy use problems were found
to be drawbacks.

N. Dorsch and his co-authors also looked into how Software-Defined Networking (SDN) could be used to make
networks safer. Their work showed that SDN makes it possible to manage traffic in real time and quickly cut off
malicious nodes, but it also raises worries about centralised control.

S. Sicari and his team also looked at security problems in Smart Grids that are related to the Internet of Things
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(IoT). They focused on weak authentication, unsafe communication protocols, and privacy risks. Their results
show that adding 10T makes the attack surface bigger.

Overall, existing studies show that Al, Blockchain, and SDN are all good at making security better on their own,
but there isn't a single, multi-layered framework that brings all of these approaches together. This gap is what led
to the idea for the proposed system, which uses these technologies to make Smart Grid environments safer and
more secure.

IHI.METHODOLOGY

The proposed system's methodology centers on creating a multi-layered cybersecurity framework for 1oT-enabled
Smart Grid systems through the integration of advanced technologies, including Artificial Intelligence (Al),
Blockchain, and Software-Defined Networking (SDN). The method is set up to provide safe, scalable, and real-
time protection against cyber threats.

At first, the system gathers data from Smart Grid parts, like smart meters, sensors, and control units that are part
of the Internet of Things (1oT). This data has information about network traffic and operational parameters like
voltage, load, and frequency. The data that was collected is sent to the processing layers using secure
communication protocols.

After that, a cybersecurity analysis layer sorts possible threats using the Confidentiality, Integrity, and
Availability (CIA) model. This step helps find weaknesses and sorts different kinds of cyberattacks, like DoS,
DDoS, spoofing, and injecting false data.

The Al-based intrusion detection module is the most important part of the methodology. It uses machine learning
algorithms to look at real-time data and find strange patterns and possible cyber threats. This lets you find threats
before they happen instead of after they happen.

A blockchain module is used to keep data safe and build trust. It keeps important information and transaction
logs in a decentralised, tamper-proof ledger, which makes sure that data is accurate, open, and safe to send
between grid parts.

At the same time, the SDN module changes how network traffic flows. It keeps an eye on data flow, finds
suspicious activity, and isolates compromised nodes in real time. This stops cyber-attacks from spreading and
keeps the network stable.

There is also a threat simulation and testing phase in the system, where different cyber-attack scenarios are played
out to see how well the system works, how accurately it detects threats, and how quickly it responds. This helps
prove that the suggested framework works.

Lastly, a monitoring and reporting module gives system administrators real-time dashboards, alerts, and
analytical reports that help them make decisions quickly and keep the system getting better.

In general, this method makes sure that Smart Grid systems have a proactive, smart, and layered defence system
that makes them more secure, reliable, and resilient against new cyber threats.
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IV.SYSTEM ARCHITECTURE

The suggested system uses a layered architecture to protect smart grids that can connect to the Internet of
Things. The Physical Layer is the first layer. It has smart meters, sensors, and grid devices that gather data in real
time. The 1oT Communication Layer sends this data using safe protocols.The Cybersecurity Analysis Layer uses
the CIA model (Confidentiality, Integrity, Availability) to look at threats. The Al Layer finds strange things and
predicts cyberattacks, while the Blockchain Layer makes sure that data is stored safely and can't be changed.The
SDN Layer controls network traffic and keeps bad nodes separate from the rest of the network in real time.
Finally, the Monitoring Layer gives you dashboards and alerts to help you control the system.The architecture
makes sure that Smart Grid operations are safe, real-time, and dependable.

A Overview
The picture shows how different technologies work together to protect the Smart Grid Cybersecurity system.

The Physical Smart Grid Layer has smart meters, sensors, and power systems at the bottom that make real-time
data. The IoT Communication Layer makes sure that this data is sent securely.

The Cybersecurity Analysis Layer uses the CIA (Confidentiality, Integrity, Availability) model to look at threats.
The Al-Based Detection Layer looks at data to find unusual patterns and predict cyberattacks.

Using a decentralised ledger, the Blockchain Security Layer stores data in a way that is safe and can't be changed.
The SDN Control Layer controls network traffic and keeps bad things from happening in real time.

The Monitoring & Reporting Layer shows dashboards and alerts at the top. This lets operators keep an eye on the
system and act quickly.

In general, the picture shows a smart, multi-layered security system that keeps Smart Grid operations safe,
reliable, and efficient.

[JNRD2605173 ‘ IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) b606



https://ijnrd.org/
http://www.ijnrd.org/

B.

V. EXPERIMENTAL SETUP

Architecture Diagram
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The proposed loT-enabled Smart Grid Cybersecurity Framework's experimental setup is meant to test how well
the system works, how secure it is, and how well it can find threats in real time.

The system is built using Python as the main programming language and runs in a distributed and cloud-based
environment. Different modules are supported by a combination of tools and frameworks. TensorFlow, PyTorch,
and Scikit-learn are used to make machine learning models for Al-based intrusion detection. NumPy and Pandas
are used to process and analyse data, and Matplotlib is used to make graphs. Flask or Django can be used to make
a web-based monitoring interface.

Mininet and NS-3 are two tools that can be used to make a virtual Smart Grid environment with lots of 10T
devices, like smart meters and sensors. These tools are used for network simulation and testing. Protocols like
MQTT and ZigBee are used to simulate how devices talk to each other. The system also has ways for secure
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To make sure that data is stored safely and can't be changed, the blockchain module is built on platforms like
Hyperledger Fabric or Ethereum. Tools like OpenDaylight or ONOS are used to make the Software-Defined
Networking (SDN) controller, which is in charge of network traffic and finding bad behaviour.

The experimental setup includes simulating different types of cyberattacks, like Denial-of-Service (DoS),
Distributed DoS (DDoS), spoofing, and injecting false data. These attacks are put into the system to see how well
the detection and mitigation systems work.

Some of the performance metrics used for evaluation are:

How well Al models can find things

Time it takes to identify a threat

Latency and throughput in a network

Time it takes for the system to recover after an attack
Rates of false positives and false negatives

To see how well the system can handle different loads and how reliable it is, it is tested with several 10T devices.
You can see the results on real-time dashboards and logs that the monitoring module makes.

VI.RESULT ANALYSIS

The analysis of the results for the proposed loT-enabled Smart Grid Cybersecurity Framework shows that it works
well to find, stop, and lessen cyber threats in real time. The Al-based intrusion detection module was very good
at finding different types of attacks, like DoS, DDoS, spoofing, and false data injection, with very little delay and
very few false positives. The blockchain part made sure that the data was safe by securely storing transaction logs
in a way that couldn't be changed. This stopped unauthorised changes and built trust in the network. The Software-
Defined Networking (SDN) module also did a great job of managing network traffic by finding suspicious
activity, isolating compromised nodes, and keeping the system stable even when there were a lot of attacks. The
system also kept up its performance even when there were lots of 10T devices connected to it, and the real-time
dashboards made it easy to keep an eye on things and respond quickly. The results show that combining Al,
Blockchain, and SDN makes a strong, flexible, and proactive cybersecurity framework that can keep Smart Grid
operations safe and reliable.
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Metric / Parameter

Threat Detection Accuracy
Detection Time

False Positive Rate

False Negative Rate
Blockchain Data Integrity

Network Stability (SDN)

Attack Mitigation Efficiency

System Scalability

Response & Recovery Time

Description

Ability of Al module to detect cyber-attacks

Time taken to identify attacks

Incorrect identification of normal activity as

attacks

Failure to detect actual attacks

Protection against data tampering

Ability to maintain network performance

during attacks

Effectiveness in stopping DoS/DDoS and

other threats

Handling multiple loT devices and large

data loads

Time to respond and recover after attack
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Observed Result

High accuracy (efficient detection)

Real-time / within seconds

Low

Very low

Fully secure and tamper-proof

Stable under attack conditions

High (successful isolation and

blocking)

Scalable with consistent

performance

Fast recavery

Monitoring & Alerts Accuracy and timeliness of dashboard alerts Real-time and accurate

Overall System Performance Combined performance of all modules Reliable and efficient

VII.CONCLUSION

The proposed loT-enabled Smart Grid Cybersecurity Framework effectively addresses the growing security
challenges in modern power systems. By integrating advanced technologies such as Artificial Intelligence (Al),
Blockchain, and Software-Defined Networking (SDN), the system provides a comprehensive and multi-layered
defense against both existing and emerging cyber threats. The framework ensures the core security objectives of
Confidentiality, Integrity, and Availability (CIA), which are essential for reliable Smart Grid operations.

The results demonstrate that the system can accurately detect cyber-attacks in real time, maintain data integrity
through tamper-proof blockchain mechanisms, and efficiently manage network traffic using SDN to prevent
disruptions. The modular and scalable architecture allows the framework to be adapted to both small-scale and
large-scale Smart Grid environments.

Overall, the proposed solution shifts cybersecurity from a reactive approach to a proactive and intelligent model.
It enhances system resilience, improves operational reliability, and ensures secure communication among loT
devices. This makes it a strong foundation for developing future-ready, secure, and efficient Smart Grid
infrastructures.

[J]NRD2605173 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) b609



https://ijnrd.org/
http://www.ijnrd.org/

e INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) a
*ﬁ‘ © 2026 IJNRD | Volume 11, Issue 5, May 2026 | ISSN: 2456-4184 | ]INRD.ORG B O
NRD - v/111. REFERENCES

1. Amin, S., & Wollenberg, B. F. (2005). Toward a smart grid: Power system control and communication
challenges. IEEE Power and Energy Magazine, 3(5), 34-41.

2. Chen, X., & Wang, Q. (2023). Generative Al for Personalized Learning in K-12 Education. Journal of
Educational Technology, 20(2), 45-60.

3. Deterding, S., Dixon, D., Khaled, R., & Nacke, L. (2011). Gamification and Al for Self-Regulated
Learning. Proceedings of the 15th International Academic MindTrek Conference, 9-15.

4, Holmes, W., Bialik, M., & Fadel, C. (2019). Human-Centered Al in Education. Boston, MA: Center for
Curriculum Redesign.

5. Shute, V. J. (2008). Al-Enhanced Feedback for Student Learning. Educational Technology Research and
Development, 56(4), 561-580.

6. Luckin, R., Holmes, W., Griffiths, M., & Forcier, L. B. (2016). Intelligence Unleashed: An Argument for
Al in Education. Pearson Education.

7. Popenici, S. A. D., & Kerr, S. (2017). Professional Development for Al Integration in Schools. Journal of
Educational Computing Research, 55(8), 1038-1056.

8. Zimmerman, B. J. (2002). Self-Regulated Learning in K-12 Classrooms Using Al. Educational
Psychologist, 37(2), 85-97.

9. Liu, Y., Xiao, L., & Li, Y. (2017). Cybersecurity for Smart Grids: Threats, Vulnerabilities, and
Countermeasures. IEEE Transactions on Industrial Informatics, 13(4), 1753-1762.

10. Fang, X., Misra, S., Xue, G., & Yang, D. (2012). Smart Grid — The New and Improved Power Grid: A
Survey. IEEE Communications Surveys & Tutorials, 14(4), 944-980.

11. Nicanfar, H., et al. (2015). An Intrusion Detection System for Smart Grid Networks. IEEE Transactions
on Smart Grid, 6(3), 1125-1136.

12.  Zhang, Y., & Wang, L. (2019). Blockchain-Based Security Framework for loT-Enabled Smart Grids.
IEEE Internet of Things Journal, 6(5), 7756—7766.

13.  Yu, W,, Li, G., & Zheng, Y. (2018). Software-Defined Networking for Smart Grid Cybersecurity.
International Journal of Electrical Power & Energy Systems, 98, 21-29.

14.  Fang, X., Misra, S., & Yang, D. (2012). Security Challenges in Smart Grid Systems with 10T Integration.
IEEE Network, 26(5), 25-31.

15. Mohsenian-Rad, H., et al. (2010). Autonomous Cybersecurity Framework for Smart Grid Operations.
IEEE Transactions on Smart Grid, 1(1), 3-14.

. Copyright & License:
&r © Authors retain the copyright of this article. This work is published under the Creative Commons
JNRD Attribution 4.0 International License (CC BY 4.0), permitting unrestricted use, distribution, and

reproduction in any medium, provided the original work is properly cited.

[JNRD2605173 ‘ IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) b610



https://ijnrd.org/
http://www.ijnrd.org/

