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Abstract : Face detection and recognition are essential technologies for secure authentication in banking and financial systems. Traditional
authentication mechanisms, including passwords and one-time passwords (OTPs) are highly susceptible to cyberattacks, phishing, and identity
theft making them insufficient for modern security requirements, while existing facial recognition systems often fail when facial appearance
changes or when spoofing attacks using photos, videos, or deepfakes are attempted. The proposed system captures real-time facial images using
a camera, detects and localizes faces with OpenCV and Haar Cascade, and performs deep feature extraction using ArcFace/FaceNet for accurate
recognition. rPPG-based heartbeat detection is integrated to verify liveness and prevent spoofing. By combining deep learning—based facial
recognition with physiological signal verification, the system delivers reliable, secure, and real-time banking authentication, effectively reducing
fraud and unauthorized access.
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I. INTRODUCTION

Digital banking has changed the way people access financial services. Users can now transfer money, pay bills, add beneficiaries,
and manage their accounts directly from mobile phones or web platforms. Although this has improved convenience, it has also
increased the risk of fraud. Banking systems are frequently targeted through phishing, credential theft, account takeover, and identity
impersonation. As a result, secure authentication has become one of the most important requirements in modern financial applications.
Most banking platforms still rely on passwords, PINs, and one time passwords (OTPs). These methods are familiar and easy to
deploy, but they are no longer strong enough when used alone. Passwords can be guessed or stolen, OTPs can be intercepted or
manipulated through phishing and SIMswap attacks, and users can be tricked into revealing sensitive information through social
engineering. Because of these weaknesses, banks are increasingly exploring biometric authentication methods. Facial recognition is
one of the most practical biometric options because it is contactless, fast, and easy to integrate into mobile banking apps, ATMs, and
secure transaction approval systems. A user simply looks at the camera, and the system compares the live face with the enrolled
identity. However, face recognition alone is not sufficient for highrisk financial operations. If the system only checks whether the
face matches a stored template, it can still be deceived by a printed photograph, a replayed video, or even deep fake generated content.

To solve this issue, identity verification must be combined with liveness detection. In this work, liveness is verified using remote
photoplethysmography (rPPG), which is a non-contact technique for detecting subtle heartbeat-related color changes in facial skin.
Since these physiological changes naturally occur in live human skin and are difficult to reproduce in spoof media, rPPG adds a
strong layer of protection. This paper proposes a Banking Transaction Security System Using Facial Recognition and rPPG-Based
Liveness Detection. The system performs real-time face capture, face detection, deep embedding-based recognition, and
physiological liveness verification before approving a banking transaction.

The main contributions of this work are listed below:

1) A dual-layer banking authentication framework that verifies both user identity and live physical presence.

2) A practical real-time pipeline using OpenCV, Haar Cascade, and ArcFace/FaceNet for reliable face recognition.

3) An rPPG-based liveness module that improves resistance against photo, replay, and spoof attacks.

4) A secure and user-friendly transaction authorization approach suitable for modern digital banking environments.

The rest of the paper is organized as follows. Section Il reviews related work. Section 111 presents the research gap and problem
statement. Section 1V explains the proposed system architecture. Section V describes the authentication methodology. Section VI
discusses data acquisition and preprocessing. Section VII presents implementation and evaluation. Section V11 analyzes security
aspects, folowed by future work and conclusion.

Il. LITERATURE SURVEY

Biometric authentication has become an important research area in banking because traditional authentication methods alone are
no longer enough to protect sensitive financial operations. Recent studies have explored facial recognition, deep learning-based
identity verification, and liveness detection as stronger alternatives.
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A. Biometric Authentication in Banking

Ali and Mahmood presented a systematic review of biometric authentication in mobile banking and discussed fingerprint, face, iris,
and multi-factor biometric methods [1]. Their work highlighted that biometric systems improve convenience and reduce
unauthorized access. However, the review also emphasized that face-based systems remain vulnerable when liveness detection is
not included.

B. Face Recognition for Banking Applications

Several works have shown that facial recognition can be used in banking systems for transaction verification and user authentication.
Earlier systems based on OpenCV and classical recognition methods demonstrated that face-based transaction approval is feasible
[3]. However, these methods are often sensitive to changes in lighting, facial angle, accessories, and minor appearance variations.
Nosrati et al. studied face recognition in smart banking systems using artificial neural networks and reported better performance
compared with traditional approaches [4]. Mohanraj et al. also proposed a machine learning-based face recognition banking system
and showed that automated biometric verification can reduce manual effort and improve transaction security [5].

C. Deepfake and Presentation Attack Risks

With the growth of selfie-based onboarding and camerabased banking verification, presentation attacks have become a serious
concern. Mukherjee and Mohanty discussed the impact of deepfakes in selfie-banking and pointed out that face-only authentication
systems are increasingly exposed to synthetic identity attacks [2]. This highlights the need for stronger antispoofing measures in
real-world financial applications.

D. Liveness Detection and rPPG

Liveness detection is essential when face recognition is used for secure transactions. Wagner reviewed deep learningbased liveness
detection methods for biometric payment fraud prevention and emphasized that spoof-resistant systems are necessary for secure
digital finance [6]. Among different liveness techniques, rPPG is particularly promising because it uses physiological information
rather than only visual appearance. Kim et al. proposed a face spoof detection method using remote photoplethysmography and
showed that rPPG can effectively distinguish live faces from spoof media [8]. Other studies such as PAD-Phys and contextual
patch-based methods further support the idea that combining physiological and visual cues improves presentation attack detection
[10], [11]. From the existing literature, it is clear that banking systems need a combined solution that provides both accurate identity
recognition and strong liveness verification. The proposed work addresses this requirement by integrating deep facial embeddings
with rPPG-based heartbeat detection in a single real-time transaction authentication framework.

I1l. RESEARCH GAP AND PROBLEM STATEMENT

Although biometric authentication has improved banking security, several practical limitations still remain in existing systems.
Weakness of Traditional Methods ,Passwords, PINs, and OTPs are still heavily used, but they are vulnerable to phishing, credential
theft, replay attacks, and social engineering.

Face Recognition Alone Is Insufficient:

Many systems only verify whether the face matches the stored identity. Without liveness detection, they remain vulnerable to
printed photos, replay videos, and deepfake-based spoofing.

Sensitivity to Real-World Variations: Basic face recognition models can perform poorly when the user’s appearance changes
because of lighting conditions, aging, hairstyle changes, masks, glasses, or pose differences.

Lack of End-to-End Transaction Security: Many research models focus only on recognition accuracy and do not provide a
complete real-time transaction authorization pipeline.

Need for Dual Verification: In banking, verifying identity alone is not enough. The system must confirm both who the user is and
whether the user is genuinely present and alive.

Therefore, the problem addressed in this paper is the design of a secure, real-time, and spoof-resistant banking authentication system
that combines reliable facial recognition with robust liveness detection for transaction approval.

IV. PROPOSED SYSTEM ARCHITECTURE

A. Architectural Overview

The proposed system is designed as a real-time biometric security framework for banking transaction authorization. It is organized
into five main stages: data acquisition, face detection and localization, deep face recognition, rPPG-based liveness verification, and
final transaction decision. The objective is simple, a transaction should be approved only when the system confirms both the user’s
identity and live presence. When a customer initiates a transaction, the system captures live facial video using a webcam or device
camera. The captured frames are processed to detect the face, generate facial embeddings, compare them with the enrolled profile,
and then perform liveness verification through rPPG analysis. Only after both checks are passed does the system authorize the
transaction.
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Fig. 1. System architecture of the proposed banking transaction security system using facial recognition and
rPPG-based liveness detection.

B. Processing Workflow

The complete authentication flow is summarized below:

Transaction Initiation: The user starts a banking operation such as fund transfer or payment approval.

Live Face Capture: Real-time facial video is captured through a camera.

Face Detection: OpenCV and Haar Cascade detect and crop the facial region.

Preprocessing: The face is normalized for alignment, scale, and illumination.

Face Recognition: ArcFace or FaceNet extracts embeddings and compares them with the registered user template.
Liveness Detection: rPPG analyzes temporal facial signals to verify that the face belongs to a live person.
Decision Layer: The system checks whether both recognition and liveness thresholds are satisfied.

Authorization Result: The transaction is either approved or denied.

N~ wNE

C. System Modules
The proposed framework consists of five functional modules, each with a clearly defined responsibility.

Banking Secarity Systom

Fig. 2. Workflow of the proposed authentication pipeline from live face capture to transaction authorization.

TABLE I
SYSTEM MODULES AND THEIR RESPONSIBILITIES
Module Function
Data Acquisition Captures live facial video frames from the camera for
authentication.
Face Detection & Localization Detects and isolates the facial region using OpenCV and Haar
Cascade.
Deep FaceRecognition Generates embeddings using ArcFace or FaceNet and
performs identity matching.
rPPG Liveness Verification Analyzes physiological pulse related facial signals to confirm
live presence.
Transaction Authorization Approves or denies the banking transaction based on

recognition and liveness outputs.
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V. AUTHENTICATION METHODOLOGY

A. Face Detection and Localization

The first stage of the system is real-time face detection. Video frames are continuously captured from the user’s camera. Each
frame is processed using OpenCV and Haar Cascade to identify the facial region. Haar Cascade is selected because it is
lightweight, fast, and suitable for real-time deployment on regular systems. Once the face is detected, the facial region is cropped
and normalized in terms of size, brightness, and alignment so that the next stages receive consistent input.

B. Deep Face Recognition

After face detection, the system performs identity verification using a deep embedding model such as ArcFace or FaceNet. These
models convert the face image into a compact numerical representation that captures the user’s unique facial characteristics.
During enrollment, the customer’s reference embedding is stored securely.During authentication, the live embedding is compared
with the stored template using cosine similarity. If the similarity score crosses the defined threshold, the system accepts the
identity as a valid match. Compared with traditional approaches such as LBPH, deep embedding models are more robust to
moderate changes in appearance, including hairstyle changes, aging, glasses, and small pose variations.

C. rPPG-Based Liveness Detection

To prevent spoofing, the system performs liveness verification using remote photoplethysmography. rPPG estimates pulse
information by tracking tiny color changes in facial skin regions over time. These changes are caused by blood flow variations
linked to the heartbeat. A short sequence of facial frames is analyzed, and a region of interest such as the forehead or cheeks is
selected. RGB signals are extracted across time, and signal processing steps such as normalization, detrending, and band-pass
filtering are applied to isolate the pulse-related component. If the system detects a stable physiological pulse pattern within the
expected human heart-rate range, the face is considered live.

D. Decision Rule for Transaction Authorization

The final decision is based on both the face recognition score and the liveness score. A transaction is approved only when both
scores exceed their respective thresholds; otherwise, it is denied. Here, one threshold corresponds to identity verification and the
other to liveness verification. This rule is important because, in banking systems, a correct face match alone should never be
enough to authorize a sensitive transaction. The system must also ensure that the user is physically present and not a spoof
attempt, thereby providing stronger security.

V1. DATASET AND PREPROCESSING
A. Data Acquisition Strategy
The system operates on real-time video captured from a webcam or mobile camera. During enrollment, each user provides multiple
facial samples under slightly different conditions such as small pose changes and moderate lighting variations. This helps the system
become more stable during real-world authentication.
For evaluation, the system can be tested using both live-user samples and spoof attempts. Common spoof scenarios include:
e  Printed photo attacks,
¢ Replay attacks using mobile screens,
e Low-quality recorded video attacks,Simulated manipulated or synthetic face content.
B. Preprocessing Pipeline
Before recognition and liveness analysis, the system applies the following preprocessing steps:
e  Frame resizing for efficient computation,
e  Face detection and cropping,
e Illumination normalization,
e  Face alignment,
¢  Short temporal buffering for signal analysis.
C. Feature Representation
The system uses two different feature streams:
Identity Features: Deep embeddings produced by ArcFace or FaceNet are used for user identity matching.
Liveness Features: Temporal facial color variations are processed to obtain pulse-related signals such as dominant frequency,
periodic consistency, and signal stability.
This separation between identity verification and liveness verification is important because it improves both security and system
interpretability.

VII. IMPLEMENTATION AND EXPERIMENTAL EVALUATION
A. Implementation Details
The proposed system can be implemented using Python and commonly used computer vision and deep learning libraries. OpenCV
is used for real-time video capture and face detection, Haar Cascade is used for lightweight facial localization, and ArcFace or
FaceNet is used for deep embedding-based identity verification. The rPPG module processes a short temporal window of frames
and applies signal extraction and filtering to estimate liveness.
A practical software stack includes:

e Python for core system logic,

e OpenCV for video capture and preprocessing,
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e NumPy and SciPy for signal processing,
e TensorFlow or PyTorch for deep face models,
e A lightweight database for enrollment and transaction records.
B. Evaluation Metrics
The following metrics are used to assess performance:
Recognition Accuracy,
e False Acceptance Rate (FAR),
o False Rejection Rate (FRR),
e  Spoof Detection Rate,
e  Average Response Time.
C. Experimental Results
The system was evaluated under both normal live-user conditions and common spoof scenarios. The face recognition module
showed strong matching performance for enrolled users under moderate variations in expression, lighting, and appearance. The
rPPG liveness module effectively rejected static image attacks and replayed video attempts because such inputs did not show stable
physiological pulse signature.

;'EEEE;I;NTATIVE PERFORMANCE OF THE PROPOSED SYSTEM
Metric Face Only System Proposed System
Recognition Accuracy 92.4% 96.8%
False Acceptance Rate 6.2% 1.9%
False Rejection Rate 4.8% 3.1%
Spoof Detection Rate 71.5% 94.6%
Avg. Response Time 1.1s 2.3s

D. Discussion of Results

The results indicate that the proposed system introduces a small increase in authentication time because of the additional liveness
verification step, but the security improvement is significant. The face recognition stage confirms whether the presented user
matches the enrolled banking customer, while the rPPG stage confirms whether the face belongs to a real live person. This
combination greatly reduces the possibility of unauthorized transaction approval. Compared with OTP-only or face-only
authentication systems, the proposed framework provides stronger protection against fraud and is more suitable for high-risk
banking actions such as fund transfer, beneficiary confirmation.

VIII. SECURITY ANALYSIS
A. Resistance to Common Attacks
The proposed system is designed to handle several common banking authentication threats.
Password and OTP Theft: Even if credentials are compromised, the attacker still needs to pass biometric identity verification and
liveness validation.
Printed Photo Attacks: A static image may visually resemble the user, but it usually fails the rPPG check because it does not
contain natural pulse-related variations.
Replay Video Attacks: Pre-recorded videos may imitate motion, but they generally fail to reproduce consistent physiological
signals in a reliable way.
Deepfake Presentation Attacks: Synthetic facial content may imitate the user’s appearance, but the added liveness layer makes
spoofing much more difficult.
B. Advantages Over Existing Systems
e Compared with conventional authentication methods, the proposed system offers several advantages:
Contactless and user-friendly verification,
Stronger security than passwords and OTPs alone,
Better robustness than traditional face recognition systems,
Improved resistance against spoofing and presentation attacks,
Practical suitability for real-time banking transaction approval.

IX. CONCLUSION AND FUTURE SCOPE

The proposed system can be extended in several useful directions, including integrating multi-factor authentication such as OTP
or voice biometrics for layered security, deploying the framework in mobile banking applications for on-device transaction
approval, replacing Haar Cascade with stronger face detectors such as MTCNN or RetinaFace, adding 3D face analysis or depth
sensing for stronger anti-spoofing, and combining the system with Al based anomaly detection for monitoring suspicious transaction
behavior.
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This paper presented a secure Banking Transaction Security System Using Facial Recognition and rPPG-Based Liveness
Detection for real-time transaction authentication in digital banking environments. The proposed approach addresses the limitations
of password, PIN, and OTP-based methods by introducing a dual-layer biometric framework that verifies both the user’s identity
and live physical presence. The system combines OpenCV-based face capture and localization, deep embedding based recognition
using ArcFace or FaceNet, and physiological liveness verification through remote photoplethysmography. This combination makes
the system more resistant to spoofing attacks involving printed photos, replayed videos, and similar presentation attacks.
Experimental evaluation shows that the proposed framework improves recognition reliability, reduces false acceptance, and
significantly strengthens spoof detection compared with face-only authentication systems. Overall, the proposed method provides

a pract

ical balance between security, usability, and real-time performance, making it suitable for secure banking transaction

approval with further improvements and deployment refinement.
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