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Abstract :  In the current digital economy, financial transactions rely heavily on centralized architectures, which are susceptible to 

single points of failure, data manipulation, and high intermediary costs. This paper presents BlockPay, a decentralized digital 

payment system leveraging the Ethereum blockchain to ensure transaction integrity and immutability. The system utilizes a layered 

architecture comprising a React frontend, a Flask backend, and a Solidity-based smart contract deployed on a local Ganache 

network. Transactions are validated and recorded on the blockchain via a Web3 interface, providing a transparent and tamper-

resistant ledger. Experimental results demonstrate stable performance in block mining and transaction hashing, offering a secure 

alternative to traditional centralized wallets. 

 

IndexTerms - Blockchain, Ethereum, Smart Contracts, Digital Wallet, Decentralized Finance (DeFi), Solidity, Ganache, 

Cryptography. 
________________________________________________________________________________________________________ 

 

1. INTRODUCTION 

Modern financial ecosystems are increasingly digital, yet they remain tethered to centralized institutions that introduce 

latency and security risks. Traditional systems require transactions to pass through multiple intermediaries, increasing processing 

time and costs. Moreover, centralized databases are prime targets for cyber-attacks, where a single breach can compromise millions 

of user records. 

 

BlockPay is motivated by the need for a decentralized, secure, and transparent payment model. By integrating blockchain 

technology, the system eliminates reliance on a single authority, uses cryptographic mechanisms for protection, and ensures that 

once a transaction is recorded, it is immutable. This project demonstrates the practical integration of modern web technologies with 

blockchain infrastructure to solve the inherent problems of existing centralized architectures. 

 

1.1 Background and Motivation 

This section should discuss the rapid growth of digital financial services driven by advancements in internet technology 

and mobile computing. It highlights the need for a decentralized, secure,  and transparent payment platform like BlockPay to 

overcome the operational and security challenges of traditional banking. 

 

1.2 Problems in Existing System  

This subheading allows you to detail the technical and operational limitations of centralized architectures, such as single 

points of failure, security vulnerabilities like data breaches, and the lack of transparency in private transaction verification. 

 

Feature Centralized Systems (Existing) BlockPay (Proposed) 

Control Single controlling authority/bank Decentralized Ethereum network 

Security Susceptible to single point of failure Distributed ledger with no single failure point 

Transparency Private records; limited verification All transactions visible to participating nodes 

Data Integrity Vulnerable to internal manipulation Immutable records (cannot be altered/deleted) 

Intermediaries High dependency on third parties Peer-to-peer; reduced intermediaries 

Cost/Speed High service charges and processing delays Lower delays and minimized service fees 

Table 1.1 Comparative Analysis Table 
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2. NEED OF THE STUDY 

The need for this project stems from the critical technical and operational vulnerabilities inherent in traditional centralized 

digital payment systems. These existing architectures rely on a single authority, such as a bank or a third-party gateway, which 

creates a single point of failure where server crashes or network outages can disrupt entire financial services. Furthermore, 

centralized databases are prime targets for cyber-attacks and data breaches, potentially compromising millions of user records. 

Users also face significant processing delays and high costs due to the involvement of multiple intermediaries, while the lack of 

transparency in private record-keeping prevents independent verification and increases the risk of internal fraud or unauthorized 

data manipulation. 

 

To overcome these limitations, there is a clear need for a decentralized and transparent financial platform like BlockPay 

that utilizes blockchain technology to ensure data integrity. By integrating smart contracts, the system automates transaction 

validation and execution, effectively removing the need for manual intervention and reducing operational costs. The use of 

cryptographic mechanisms and distributed ledgers ensures that every financial record is immutable and tamper-resistant, providing 

a secure peer-to-peer transaction model. This shift toward a decentralized framework addresses the demand for faster, safer, and 

more reliable digital payments while eliminating the risks associated with centralized control. 

 

3. BLOCKCHAIN TECHNOLOGY AND PRINCIPLES 

Blockchain is a distributed ledger technology where data is stored in cryptographically linked blocks. 

 

 
Fig 3.1 Blockchain Technologies 

  

3.1 Architecture and Data Integrity  

Every block contains transaction data, a timestamp, and the cryptographic hash of the preceding block. This linkage ensures 

that any attempt to modify a block would require re-calculating all subsequent hashes, making the system tamper-resistant. 

 

3.2 Consensus Mechanisms 

Consensus protocols like Proof of Stake (PoS) are used to validate transactions without a central authority. Ethereum’s 

transition to PoS has enhanced the scalability and energy efficiency of decentralized applications (dApps) like BlockPay. 

 

3.3 Security Features 

The BlockPay system incorporates several advanced security mechanisms to protect transaction data and ensure the 

reliability of the decentralized environment. A fundamental feature is immutability, which ensures that once a block is validated 

and added to the chain, the records become permanent and cannot be modified or deleted, keeping historical transaction data 

trustworthy and resistant to manipulation. To ensure authenticity, digital signatures are generated using public-key cryptography; 

users authorize and sign transactions with their private keys, which prevents unauthorized access and ensures non-repudiation by 

confirming the transaction was initiated by the rightful owner. Additionally, the architecture provides high transparency, as all 

transactions recorded on the blockchain are visible to participating nodes in the network, allowing for collective distributed 

verification and ensuring the system remains secure and trustworthy. 

 

4. PROPOSED SYSTEM 

The proposed system, BlockPay, is a blockchain-based mobile wallet designed to provide secure, transparent, and 

decentralized money transfer services. Unlike conventional digital payment systems that rely on centralized servers and 

intermediaries, BlockPay uses Ethereum blockchain technology to record and validate transactions in a distributed environment. 

 

The system consists of a React + TypeScript frontend, a Python Flask backend, and a Solidity smart contract deployed on 

a local Ganache blockchain network. The frontend provides an interactive user interface where users can log in, view wallet 
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balances, and initiate transfers. The backend handles user requests, validates transaction details, and communicates with the 

blockchain through Web3 integration. 

 

 
Fig 4.1 Blockpay’s Technical Foundation 

 

Once a transaction is initiated, the smart contract verifies the request and records the transaction on the blockchain. A 

unique transaction hash is generated for every successful transfer, ensuring traceability and integrity. Since blockchain records are 

immutable, transaction history cannot be altered, thereby increasing trust and security. 

 

This proposed system demonstrates how decentralized technologies can replace traditional centralized financial 

infrastructures with a more reliable and tamper-resistant solution. 

 

5. SYSTEM ARCHITECTURE – COMPONENTS 

The architecture of BlockPay follows a layered approach consisting of user interface, backend logic, blockchain interaction 

layer, and decentralized ledger. 

  

The overall architecture flow of the system follows the sequence: User → Frontend → Flask Backend → Web3 Interface 

→ Smart Contract → Ethereum Blockchain. A neat little chain of trust, logic, and code holding together humanity‘s endless urge 

to send money around. 

 

 
Fig 5.1 System Architecture 

5.1 User Layer  

 The architecture of the BlockPay system is designed using multiple layers to ensure smooth communication between the 

user interface, backend processing, blockchain network, and data storage components. The User Layer represents the end users who 

https://ijnrd.org/
http://www.ijnrd.org/


INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 
© 2026 IJNRD | Volume 11, Issue 4, April 2026 | ISSN: 2456-4184 | IJNRD.ORG 

 

 

IJNRD2604500 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) 
 

 

e891 

access the wallet application through a web browser or mobile interface. Through this layer, users can register new accounts, log in 

securely, send funds to other users, and view their transaction history.  

 

5.2 Frontend Layer  

 The Frontend Layer is developed using React and TypeScript, which provides a modern, responsive, and user-friendly 

interface. This layer is responsible for collecting user inputs, displaying wallet information, and sending transaction requests 

securely to the backend server. It improves the overall usability of the application while maintaining efficient interaction. 

 

5.3 Backend Layer  

 The Backend Layer is implemented using Python Flask. It acts as the core processing unit of the system by receiving 

requests from the frontend, validating user details, processing payment requests, and coordinating communication with the 

blockchain network. This layer ensures that only valid and authorized transactions are executed. 

 

5.4 Blockchain Layer  

 The Blockchain Layer is the decentralized core of the system. The Flask backend communicates with the Ethereum 

blockchain using Web3.py. Smart contracts developed in Solidity are deployed on the Ganache local blockchain network, where 

they automatically execute payment logic, verify balances, and record transaction data securely.  

 

5.5 Database Layer  

 The Database Layer uses SQLite for storing user account information, wallet metadata, login credentials, and additional 

records where required. This helps manage non-blockchain data efficiently while keeping blockchain transactions transparent and 

immutable. 

 

Architecture Layer Technology/Tool Used Primary Function 

User Interface React + TypeScript Responsive dashboard and user input collection 

Backend API Python Flask Validating requests and coordinating with blockchain 

Blockchain Bridge Web3.py Connecting the backend to Ethereum smart contracts 

Smart Contract Solidity Automating payment logic and balance verification 

Local Blockchain Ganache Mined blocks and transaction record simulation 

Database SQLite Storing user credentials and wallet metadata 

Table 5.1 Technology Stack Summary Table 

 

 

6. MODULES OF THE SYSTEM 

The BlockPay project is divided into several functional modules to ensure efficient operation, better performance, and 

organized management of the digital wallet system. Each module is designed to handle a specific task within the application and 

collectively contributes to the secure execution of blockchain-based transactions. 

 

 
Fig 6.1 Modules of The System 

  

6.1 User Authentication Module 

The User Authentication Module is responsible for user registration and login processes. It verifies user credentials and 

ensures that only authorized users can access wallet services. This module plays an important role in maintaining privacy and 

preventing unauthorized access.  
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6.2 Wallet Dashboard Module  

The Wallet Dashboard Module provides users with a complete overview of their wallet account. It displays current wallet 

balance, recent transactions, account details, and the status of ongoing or completed transfers. This module improves user experience 

by presenting all important information in a single interface. 

 

6.3 Fund Transfer Module  

The Fund Transfer Module enables users to send money securely to another wallet address by entering the recipient details 

and transfer amount. It initiates the transaction request and forwards it for further verification and blockchain execution. 

 

6.4 Smart Contract Module 

The Smart Contract Module serves as the automated transaction engine of the system. It executes the payment logic, 

verifies sufficient balance, validates transaction rules, and records the transaction on the blockchain network. This removes the need 

for third-party intermediaries and ensures transparent processing.  

 

6.5 Transaction History Module 

The Transaction History Module stores and displays details of previous transactions, including sender and receiver 

information, transfer amount, timestamp, and transaction hash values. This helps users track all wallet activities accurately. 

 

6.6 Admin Monitoring Module 

The Admin Monitoring Module is used for system supervision, maintenance, and transaction monitoring. It can also be 

utilized for managing user accounts, resolving issues, and ensuring the overall stability of the platform when required. Because 

every system eventually needs someone awake while everything else catches fire. 

 

7. WORKING METHODOLOGY 

The BlockPay system performs digital money transfers through a secure and structured workflow using blockchain 

technology. Initially, the user logs into the application using valid credentials. Once authentication is completed, the wallet 

dashboard is displayed, showing the available balance, recent transactions, and payment options. The sender then enters the recipient 

wallet address along with the amount to be transferred. 

 

After the transaction details are entered, the frontend interface sends the request data to the Flask backend server for further 

processing. The backend validates the entered information, checks for correctness, and prepares the transaction request. Using Web3 

integration, the backend connects to the deployed smart contract on the blockchain network. 

 

 
Fig 7.1 Block Diagram of Blockpay 

 

The smart contract verifies the wallet balance, checks transaction conditions, and executes the transfer securely. Once 

approved, Ganache mines the transaction block and permanently records it on the blockchain ledger. A unique transaction hash is 

then generated as proof of successful transfer. Finally, the updated wallet balance and transaction confirmation message are 

displayed to the user. 

 

This methodology ensures secure, transparent, and tamper-resistant digital payments without the involvement of third-

party intermediaries. A rare moment where software does something useful without charging three hidden fees. 

 

8. IMPLEMENTATION 

The BlockPay system was successfully implemented by integrating modern web technologies with blockchain 

infrastructure. The frontend of the application was developed using React and TypeScript to provide a responsive and user-friendly 

interface. Python Flask was used as the backend server to process requests, validate transactions, and communicate with the 
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blockchain network. Smart contracts were developed using Solidity and deployed on the Ganache local Ethereum environment for 

secure transaction execution. 

 

The implementation phase focused on creating a seamless payment workflow where users can register, log in, view wallet 

balances, transfer funds, and verify transaction history. Each module was tested individually and then integrated into the complete 

system to ensure reliable performance. The generated outputs confirm that the application functions correctly and demonstrates the 

practical use of blockchain technology in digital payment systems. 

 

8.1 User Registration Screen 

The registration module allows new users to create an account by entering required details such as username, email address, 

password, and wallet information. After successful registration, user details are stored securely in the database. This module acts as 

the entry point for new users to access the BlockPay platform. 

  

 
Fig 8.1 User Registration Page of BlockPay 

 

8.2 User Login Screen 

The login module provides secure authentication for registered users. Users must enter valid credentials to access wallet 

services. Unauthorized access is prevented through credential verification, ensuring system security and privacy. 

  

 
Fig 8.2 User Login Page of BlockPay 
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8.3 Wallet Dashboard Screen 

The wallet dashboard is the main user interface after login. It displays the current wallet balance, account information, 

recent transactions, and available payment options. This page enables users to manage their digital assets efficiently. 

  

 
Fig 8.3 Wallet Dashboard Interface 

 

8.4 Fund Transfer Screen 

The fund transfer screen allows users to send money securely by entering the recipient wallet address and transfer amount. 

Once submitted, the request is processed through the backend and smart contract system. 

  

 
Fig 8.4 Secure Fund Transfer Page 
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8.5 Transaction Confirmation Screen 

After successful execution of the transaction, the system displays a confirmation message along with transaction details. 

A unique transaction hash is generated, which acts as proof of transaction completion on the blockchain. 

  

 
Fig 8.5 Transaction Success Output 

 

8.6 Ganache Blockchain Screen 

Ganache was used as the local Ethereum blockchain environment for testing the smart contract. The output screen displays 

mined blocks, transaction records, gas usage, and wallet accounts created for simulation. 

   

 
Fig 8.6 Ganache Blockchain Transaction Output 

 

8.7 Transaction History Screen 

The transaction history module stores all previous transfers and displays them with transaction amount, sender, receiver, 

timestamp, and transaction hash values. This improves transparency and user trust. 

  

 
Fig 8.7 Transaction History Interface 
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8.8 Mobile Responsive Output 

The BlockPay application also supports mobile responsive access, allowing users to manage wallet activities through 

smartphones and tablets. This increases convenience and accessibility for users on multiple devices. 

  

 
Fig 8.8 Mobile View of BlockPay Application 

 

9. RESULTS AND DISCUSSION 

The BlockPay system was tested successfully on a local Ethereum blockchain environment using Ganache. During testing, 

transactions were processed accurately, and wallet balances were updated correctly after each successful transfer. The system 

demonstrated stable functionality across multiple test cases involving repeated transactions. 

 

Each completed transaction generated a unique transaction hash, confirming that the payment had been permanently 

recorded on the blockchain. These hash values provided traceability and proof of transaction completion. Since blockchain records 

are immutable, the stored transaction history remained secure and unaltered. 

 

The React frontend delivered a responsive and user-friendly interface, allowing smooth navigation between wallet 

functions. The Flask backend efficiently handled transaction requests and communication with the blockchain network. The Solidity 

smart contract executed transfers correctly, validated balances, and prevented invalid payment attempts. 

 

Block Number Timestamp (Sampled) Gas Used Status 

Block 18 2026-04-20, 3:36:15 PM 165319 Success 

Block 17 2026-04-16, 10:07:34 AM 165322 Success 

Block 16 2026-04-16, 09:46:48 AM 165319 Success 

Block 15 2026-04-09, 22:18:54 PM 165319 Success 

Block 14 2026-01-29, 10:46:47 AM 165319 Success 

Table 9.1 Experimental Results Table 

 

The experimental results indicate that blockchain-based wallet systems can serve as a reliable and secure alternative to 

traditional centralized digital payment platforms. 

 

10. ADVANTAGES OF THE PROPOSED SYSTEM 

The BlockPay system offers several advantages over conventional digital payment platforms by using blockchain 

technology as its core foundation. Unlike traditional systems that rely on centralized control, BlockPay provides a secure, 

transparent, and decentralized environment for money transfer. It improves trust among users, enhances transaction security, and 

reduces the role of intermediaries in the payment process. 
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Fig 10.1 Advantages of The System 

 

Key Advantages: 

 

• Decentralized Architecture: Reduces dependence on a single controlling authority or central server.  

 

• High Transparency: All transactions are recorded on the blockchain ledger and can be verified when required.  

 

• Tamper-Proof Records: Once confirmed, transaction data cannot be modified or deleted.  

 

• Reduced Intermediaries: Minimizes involvement of third parties, lowering delays and service charges.  

 

• Strong Security: Uses cryptographic mechanisms to protect transaction data and user identity.  

 

• Improved Trust: Transparent verification increases confidence among users.  

 

• Real-Time Tracking: Users can monitor transfers using transaction hash values and updated balances. 

 

 

11. LIMITATIONS 

Although BlockPay demonstrates the practical implementation of blockchain-based payments, the current version has 

certain limitations. As a prototype model, the project is mainly designed for testing and educational purposes. Some improvements 

and real-world deployment features are still required for commercial use. 

 

 
Fig 11.1 Challenges of The System 
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Key Limitations: 

 

• Ganache-Based Environment: Ganache is a local blockchain testing platform and not a live production network.  

 

• Gas Fees on Real Network: Deployment on Ethereum Mainnet may involve gas fees and transaction costs.  

 

• Internet Dependency: Stable internet connectivity is required for system access and blockchain communication.  

 

• Performance Variations: Speed may depend on network traffic, transaction load, and system resources.  

 

• UI Enhancement Needed: The user interface can be improved for better commercial usability and customer experience.  

 

• Scalability Challenges: Large-scale adoption may require advanced infrastructure and optimization. 

 

 

12. FUTURE SCOPE 

The BlockPay system has strong future potential and can be upgraded with several advanced technologies to improve 

performance, convenience, and market readiness. With further development, it can evolve into a full-scale next-generation digital 

wallet platform. 

 

 
Fig 12.1 Future Enhancements 

 

 Future Enhancements: 

 

• Mobile Application: Dedicated Android and iOS wallet application for wider accessibility.  

 

• QR Code Payments: Fast and simple peer-to-peer payments through QR scanning.  

 

• Biometric Security: Fingerprint or face recognition for stronger authentication.  

 

• Cross-Border Payments: Faster international transactions with lower fees.  

 

• Multi-Currency Support: Ability to manage and transfer multiple digital assets.  

 

• AI Fraud Detection: Intelligent monitoring of suspicious or abnormal transactions.  

 

• Mainnet Deployment: Deployment on Ethereum Mainnet or scalable networks like Polygon.  

 

• NFC Tap-to-Pay: Contactless payment support for retail stores and smart devices.  

 

• Merchant Integration: Payment gateway support for online businesses and e-commerce platforms. 

 

 

CONCLUSION 

The BlockPay project successfully established a comprehensive blockchain-based digital payment platform by integrating 

a React-based frontend, a Flask backend, and Solidity smart contracts deployed on a local Ethereum network. By leveraging smart 
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contract automation, the system ensures that transaction logic is executed without manual intervention from a central authority, 

while all financial records are stored immutably on a distributed ledger. This decentralized approach directly addresses the critical 

vulnerabilities of traditional centralized systems, such as single points of failure and lack of transparency, by providing a tamper-

resistant environment protected by advanced cryptographic mechanisms. 

 

The implementation of a layered architecture enabled seamless communication between system modules while maintaining 

secure and reliable transaction workflows. Functional testing verified that every transaction initiated through the user interface was 

correctly validated by the backend and permanently recorded on the Ganache blockchain network with a unique transaction hash. 

Although decentralized systems can introduce minor processing latencies compared to traditional databases, the project 

demonstrates that the benefits of enhanced data integrity, transparency, and the elimination of intermediaries significantly improve 

the overall reliability and trust in digital financial services. 
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