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Abstract : Recent advances in big language models (LLMs), such as GPT-4 and Gemini, have led to the possibility of putting 

generative artificial intelligence (AI) to use in a myriad of its applications across all sectors of society. However, their tendency to 

produce hallucinate outputs, which are outputs that are plausible but wrong, and the concern over model misalignment, which is 

concerning given the potentially perilous impact of AI on our world, place serious limitations on their safe and reliable use, 

particularly in high risk areas such as healthcare, law and governance. These challenges include the probabilistic generation of the 

text in the face of uncertainty and the inclusion of imperfection with human-values and fact. 

In this paper, we propose a conceptual framework for trustworthy generative AI that has goals of reducing the hallucination and 

improving the alignment in LLMs. The framework integrates a variety of complementary techniques such as reinforcement learning 

with human feedback (RLHF), constitutional/self alignment, self correction mechanisms and post generation safety f ilter to offer 

a holistic approach to produce enhanced reliability. 

We make three significant contributions. First, we introduce the taxonomy of hallucinations and alignment strategies, collating the 

latest progress on the detection, mitigation and evaluation of the reliability of LLM. Second, we propose a unifyed multi layer 

framework, composed with training time alignment and inera time verification, to achieve a robust performance. Third, we illustrate 

evaluation dimensions and indicative evaluation metrics such as factual consistency, uncertainty calibration and abstention 

capability to evaluate trustworthiness in generative models in a systematic manner. 

The proposed framework is expected to lead to safer deployment of LLMs in such important critical areas as healthcare, legal 

systems, education, public governance, where reliability, transparency and consistency with human intent is essential to achieving 

responsible adoption of AI. 

IndexTerms - Large Language Models (LLMs) , Hallucination , Alignment ,Reinforcement Learning with Human Feedback 

Reinforcement Learning with Human Feedback (RLHF) , Constitutional AI , Self-Correction ,Generative AI Safety. 

1 INTRODUCTION 

Large Language Models (LLMs) have revolutionized the world of artificial intelligence in a short period of time, making extreme 

capabilities a reality when it comes to NLC (natural language intelligence/understanding), reasoning and generating written content. 

Some models, such as GPT-4 and Gemini, for example, are now being widely implemented in all types of fields, such as healthcare, 

legal services, education, customer support and governance. Despite their impressive ability in fluency and generalization, these 

systems have important limitations, the main of which are the apparition of hallucinations (the generation of factually wrong, yet 

plausible, information), and the misalignment with Human values, which may lead to the generation of unsafe advices, or to biased, 

or harmful content [1], [2]. 

These risks are of particular concern in situations where you have high-stakes, with output being wrong or misleading can have real 

and very significant consequences in the real world. Hallucinated medical or legal advice that lead to harmful decisions and biased 

or unaligned responses that lead to the undermining of order, accountability and trust in AI system are a few examples. Prior research 

also has indicated that hallucinations occur through the doing of generating probable tokens in face of uncertainty, not getting in 

touch with the outside world knowledge and not achieving the training objectives that concentrate on fluency over the precision of 

factual info [1], [3]. 

1.1 PROBLEM STATEMENT 

Whilst modern LLMs have become extremely adept at linguistic fluency and a performance of a task they are fundamentally 

unreliable with regards to factual correctness and alignment. These models are likely to provide confident wrong answers; this is 

especially the case when the model is presented with distribution shift, ambiguous queries, or adversarial prompting scenarios [4], 

[5]. Furthermore, alignment methods, such as Reinforcement Learning with Human Feedback (RLHF) increase the behavioral 

alignment but they do not totally eradicate hallucinations nor protect against lack of robustness between domains [6]. 

This raises a fundamental problem of how to ensure that LLMs are both fact based, and sensitive to human values in different and 

changing situations. 

1.2 RESEARCH GAP 

Existing research has made significant advance in addressing individual aspect of this problem. Some works are devoted to the 

detection and mitigating of hallucinations, e.g. uncertainty estimation, retrieval-augmented generation (RAG), evaluation-
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benchmarks [2], [7]. Others focus on techniques that help the model align, like RLHF and constitutional AI to make the model 

behave in terms of people's preferences and ethical limitations [6], [8]. In addition, new research is also being conducted into the 

role of self-correction and reflective reasoning mechanisms within LLMs [9]. 

However, these approaches are often studied independently. There is need for bringing together the hallucination mitigation, 

alignment strategies and verification methodologies in an aligned system to make generative AI as a trustworthy. Moreover, there 

is little working definitions for standardized measures for assessing trustworthiness in tasks and domains especially high stakes 

applications. 

1.3 RESEARCH QUESTIONS 

In order to solve such concerns, this research paper is motivated by following research questions: 

RQ1: How exactly are we able to characterise and measure hallucinations in large language models? 

RQ2: So how can we formally and quantitatively cross-task/domain assess the quality of alignment of words, sentences and 

paragraphs? 

RQ3: How effective is the ability of LLMs to correct hallucinations by themselves, without feedback from others? 

RQ4: Scaling alignment techniques to multi-modal models and domain specialized models? 

 

Figure 1: Is-It-Valid To solve Is-It-Valid, it is necessary to learn to recognize valid generation with label +- examples (left). 

Classifiers (dashed lines) can be correct about some concepts such as spelling (top) but errors tend to occur because of poor models 

(middle) or arbitrary facts when there is no pattern to the data (bottom). 

 

1.4 CONTRIBUTIONS 

In this paper, we make the following contribution: We present a detailed taxonomy of hallucinations, as well as existing ways to 

detect and mitigate them. We provide a systematic survey of alignment approaches as RLHF, constitutional AI and self-alignment 

approaches. We propose a new "Trustworthy Generative AI" framework that combines the ways to deal with hallucinations and 

ways for alignment in the same framework. 

We propose a suggested evaluation protocol with some indicative metrics (doing factual consistency, calibration, robustness) in 

order to evaluate the reliability of LLM within a high stake domain. 

2 BACKGROUND AND PROBLEM FORMULATING 

2.1 LARGE LANGUAGE MODELS MULTIPLE HALLUCINATIONS 

Hallucinations in Large Language Models (LLM) - `Hallucination' is defined as the outputs that are linguistically fluent and contain 

factual incorrectness, contextual inconsistent logicalness or lack of verifiable evidence. Unlike traditional errors, hallucinations are 

often difficult to detect since users find them as coherent and likely, hence pose major risks in real world applications [1], [3]. 

There are some types of hallucinations based on the recent literature. A common way of distinguishing between them is between 

intrinsic and extrinsic hallucinations. Intrinsic hallucinations seem to be produced when the output produced is inconsistent with the 

given input or context and extrinsic hallucinations being the fabrication of information that isn't based on the input or external 

knowledge sources [3], [7]. Another way of classification is between Induced Hallucinations caused by ambiguous, adversarial or 

underspecified Prompts, and Model-intrinsic Hallucinations which are due to limitations in model training data, model architecture 

or probabilistic decoding processes [1], [4]. Furthermore, hallucinations can be sorted into task-confined errors, which is where the 

errors occur within the task they are given, and out-of-scope errors, where the model is fed considered information that is not from 

the part of the task [2]. 

Hallucination is particularly a problem in a number of typical applications that LLM is used in. In question answering (QA) systems, 

models can make up facts, or give the wrong answers with high confidence. In the case of text summarization, images of hallucinations 

manifest themselves in the form of unsupported or distorted information that is not present in the original text being summarized. 

More critically, in the high stakes applications of Medical Diagnosis or Financial Advisory systems, hallucinated outputs may lead 

to harmful/mis-leading recommendations which may lead to low trust and reliability [2], [5]. Such problems are responsible for the 

interest in finding systematic ways to detect, quantify and reduce the presence of hallucinations in generative AI systems. 
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Type Category Description Scenario /Consequences 

Intrinsic Training Mode Intrinsic rendering/ 

misinterpretation 

Lip reading, summarization errors 

Extrinsic Extrinsic Creates facts to fit needs QA/Open tasks → misinformation 

Prompt-based Cascade Reliability Ambiguous prompts Chatbots → unreliable outputs 

Model-intrinsic Bias/Errors Contains model 

bias/errors 

Depends on training/data limits 

Table 1 - Taxonomy Of Hallucinations In The LLM 

2.2 ALIGNMENT IN LARGE LANGUAGE MODELS 

Alignment in LLMs is, it is the process of ensuring that the outputs of the models are consistent with human preferences and values 

and safety. This is not limited to being factually correct, but also legitimate more general goals (e.g. helpfulness, harmlessness, 

fairness and transparency [6], [8]). 

A common solution to alignment is Reinforcement Learning with Human Feedback (RLHF) where models are fine-tuned based on 

reward signals based on human judgement. RLHF has played a crucial role in rendering LLM to exhibit behavioural alignment by 

encouraging them to exhibit a desirable response and diminish harmful or inappropriate response [6]. Prior to RLHF there is usually 

a process of supervised fine-tuning (SFT), which involves fine-tuning models using datasets of curation of high-quality input-output 

pairs, in order to establish baseline behavior. 

More recently, alternative alignment methods have been developed in order to address limitations of RLHF. These include Direct 

Preference Optimization (DPO) that aids in optimizing the model outputs according to preferences directly compared without 

assuming an explicit reward model, Reinforcement Learning from AI Feedback (RLAIF) which utilizes feedback that is generated 

by AI to scale down alignment processes in a more efficient way [8], [9]. Additionally, the methods of which could bejudge. protagon 

or some constitutional AI introduce rule-based or based on principles of constraint to constraint the behavior of models without a lot 

of human labelling. 

While mitigating hallucination is a critical part in the process of making alignment, this should be one dimension in a much bigger 

problem of alignment. Effective alignment also needs to ensure that models produce outputs that are helpful, safe, unbiased, 

appropriately contextual, and so on, even in challenging situations such as distribution changes [4] or adversarial prompts [6]. 

Therefore, the problem of hallucinations should be viewed as part of the whole approach to trustworthy and aligned generative AI 

systems. 

3 REVIEW OF EXISTING TECHNIQUES 

3.1 METHOD OF THE DETECTION AND EVALUATION OF HALLUCINATIONS 

A range of methods have been put forward to identify hallucinations in LLM outputs. Knowledge based methods involve utilizing 

an external source such as retrieval system, structured database or knowledge graph in order to check the fact correctness of the 

generated content. These include the techniques of comparing the model outputs to trusted evidences as the basis of retrieval 

augmented verification pipelines [7]. 

Model based techniques: these techniques are concerned with type of internal signals such as uncertainty and consistency. For 

example, entropy-based techniques are adopted to determine the uncertainty at the token-level to identify unreliable output [2]. 

Similarly, self consistency approaches generate multiple outputs for the same query and measure agreement outside the samples 

and if the agreement with is low it is possible that there is hallucination [9]. Another class of methods is possible that consists of 

outside discriminators, or verifier models, that are taught to classify outputs either as fact or hallucinated. These types of verifier 

models often work independently from the generation model and provide another layer of validation [5]. 

For systematic evaluation of hallucinations, some benchmarks and metrics have been put forward. TruthfulQA tests models for 

giving truthful answers to malicious prompts and HaluEval among others focus on detecting hallucinations for specialized tasks 

[4]. Domain specific benchmarks, particularly in the domain of healthcare and finance, take into account factual consistency and 

reliability with real-world constraint [3]. Common evaluation metrics include factual accuracy, consistency, precision/recall at 

hallucination detecting and model confidence calibration [2], [4]. 

3.2 COPING WITH HALLUCINATIONS 

Hallucination mitigation techniques can be broadly classified into prompt level, training level and inference time techniques. At the 

prompt level, there is techniques like careful designing of prompts, use of systems prompts, design constrained decoding, which 

aims in addition to guide the model to more grounded and cautious responses. Explicit instructions to avoid the model if one is 

uncertain have been found to reduce the incidence of hallucination [4]. 

At the level of training, there are methods that include fact-augmented fine-tuning by training models on fact verified data and the 

counterfactual training was to train models using adversarial or misleading data to make them more robust. Calibration techniques 

are also applied to establish the relations between the model confidence and correctness [3], [10]. 

At the inference time, retrieval-augmented generation (RAG) is one of its most effective methods, where archaeological models are 

able to dynamically add external knowledge in the process of generation [7]. Other techniques evaluated are self consistency voting, 

where several outputs are combined to increase the reliability of outputs, and post generation filtering or editing, where hallucinated 

content is removed or corrected [9], [5]. 
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3.3 RLHF AND ALIGNMENT TRAINING 

Reinforcement Learning with Human Feedback (RLHF) has been a dominant paradigm to side by side with human preferences 

when training LLMs. There are three common steps in RLHF pipeline: supervisor fine-tuning (SFT) on curated next word data sets 

[12]. (2) Learning a rewards model given human preference annotation. (3) Policy optimization by models such as Proximal Policy 

Optimization (PPO) [6] or more recently, Direct Preference Optimization (DPO) [8]. 

A number of extensions to RLHF have been made to make it more scalable and more generic. Reinforcement Learning from AI 

Feedback (RLAIF) takes advantage of human feedback by either replacing it or in addition to AI grounded feedback which can be 

used for performing large-scale alignment with minimum human intervention [8].Additionally, research examines into cultural and 

multi-modal RLHF with methods for aligning to different groups of users, and modalities such as vision language models [12]. 

Recently there has been an emphasis on the research of low-latency alignment techniques which attempt to enroll into goal of 

alignment into the pretraining or decoding steps themselves to reduce reliance of the costly post-training optimization technique 

values [6]. 

3.4 CONSTITUTIONAL ARTIFICIAL INTELLIGENCE AND ARTIFICIAL TRYING TO BE HIMSELF 

Constitutional AI suggests an alternative paradigm to alignment, where explicit human feedback is no longer required, and instead 

a set of predefined principles or rules (a "constitution") is used. In this approach the model will do the following: on a one hand 

generating outputs, then criticizing these outputs with regard to the constitution, and making continuous approximations to ensure 

that the outputs respect the guidelines of safety and ethics. [8]. 

Building on this thought, recent self-alignment techniques allow models autonomously to improve their behavior by the iterative 

refinement of the model. Techniques such as iterative alignment frameworks 18 namely IterALIGN capitalise on stronger models 

or red-teaming techniques to provide feedback to enable weaker models to learn and refine alignment policies without the use of 

direct human supervision. [9]. 

Some of the approaches centre around offering real solutions for the fundamental shortcomings of RLHF, including scalability, 

cost, annotations being subjective to humans, and making the system more resilient to adversarial uploads and situations not 

represented in the training. 

3.5 SAFETY AND HARM MITIGATION 

Beyond hallucination and alignment, there needs to be a further set of mechanisms for detecting and mitigating harmful outputs for 

LLMs to be safe. Safety filters can be applied broadly to find and filter out toxic, biased, harmful content such as hate speech, 

misinformation, unsafe instructions. These filters are usually based on classifiers in which data have been trained on labeled data sets 

or on rule based systems [11]. 

Jailbreak detection mechanisms are attempts to prevent people from bypassing the safety constraints with the help of adversarial 

prompts. These methods are proven to process the input patterns and model behaviour to identify the infiltrate from the safeguards 

[4]. 

In addition, red-teaming and stress testing are important components of AI safety evaluation these days. These processes include 

using adversarial inputs to systematically probe models and identify vulnerabilities and failure modes. Benchmark suites for safety 

evaluation measure things like robustness, fairness and resistance to harmful content generation [11], [12]. 

Category How to do it? Main Idea Strengths Limitations 

Detection Self-consistency Compare outputs Simple Expensive 

Mitigation RAG External knowledge Accurate Dependency on 

sources 

Alignment RLHF (PPO/DPO) Human feedback Better behavior Costly 

Alignment Constitutional AI Rule-based critique Scalable Rule limitations 

Safety Filters Blocks harmful content Reliable Overblocking 

Table 2 - Method to Reduce and Align Hallucinations 

 

4 PROPOSED FRAMEWORK FOR ASSURANCES FOR GENERATIVE A.I. 

4.1 FRAMEWORK OVERVIEW 

We propose a modular and multi-layered framework for improving the trustworthiness of large language models by simultaneously 

solving the problem of hallucination reduction, alignment and safety. The framework is designed that the training-time and inference-

time interventions are implemented, which helps to ensure the framework robustness for various tasks in diverse deployment 

environments. 

The architecture is a stack of the following layers: 

Base LLM Layer: The base pretrained model to natural language understanding, natural language generation. While extremely 

capable, this layer has by its very nature a probable uncertainty, as well as a proness to visualising [i.e. hallucinating. 

Factuality Layer: This layer makes use of hallucination-detection and mitigation mechanisms including retrieval based verification, 

uncertainty estimation and consistency checks. It seeks to make certain outputs created are anchored on having provable evidences 

[2], [7]. 
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Alignment Layer: This layer is a combination of RLHF, constitutional AI and self-correction mechanisms incorporating human 

values and preferences by assuring that the model output is consistent with them. It has rules for behavioral aspect like helpedness, 

harmlessness and fairness [6], [8]. 

Safety Layer: A set of risk control mechanisms, e.g. content filters, toxicity classifiers and jailbreak detection systems to avoid 

harmful or unsafe outputs [11]. 

Evaluation Layer: This layer provides standards in terms of metrics and benchmarks in measuring trust worthiness along with other 

factors such as factual correctness, calibration, robustness and quality of measurement of alignment using standardized data set and 

evaluation protocol [4]. 

Such a layered design makes bills of lading give separation of concerns, magazines for versatile also in different deployment at grips. 

 
Figure 2: Preview of our approach. We are using a combination of a pre-trained retriever (Query Encoder + document index) and 

a pre-trained gent (Generator model) and updating the entire encoder to decoder model together using E-Z. For query x, we will use 

Maximum Inner Product Search (MIPS) to find the top-K documents zi . For the final prediction y, we consider z to be a latent 

variable and marginalize over seq2seq predictions with different documents. 

 

4.2 HALLUCINATION NEGATIVE MODULE 

The hallucination reduction module uses a combination of both detection and mitigation strategies in a whole pipeline. Detection 

Mechanisms Several complementing detection approaches are used in the framework: Knowledge-based verification: is done by 

cross-checking the produced outputs with the knowledge sources external to the system with retrieval systems or structured databases 

[7]. Uncertainty estimation: Based on electric power of entropy and confidence score of tokens, uncertain outputs are detected [2]. 

Self-consistency checks For a given query, multiple outputs are produced of which consistency between responses is used to give an 

idea of reliability [9]. Mitigation Strategies Once the possibility of making a hallucination has been detected, mitigating techniques 

are employed by the framework: 

Retrieval-Augmented Generation (RAG): Employs relevant from outside world knowledge as step of generation to improve the 

fact foundations [7]. Constrained decoding 'Fostering careful responses, in this case, abstention across high levels of uncertainty' [4]. 

Post generation editing: Where the outputs of filters, or revises outputs based on models of verifiers [5]. 

Self-Correction Loops: One of the most important parts of the module is presenting self-correction loops, where a model is given 

iterations in which it: Creates a first reaction Self consults about its output (e.g. cheques if it is factually consistent, or logically 

coherent) Changes response on the basis of issues found. 

This process may optionally make use of external tools, such as retrieval systems or symbolic verifiers, in an attempt to better ground. 

The previous research shows the fact that such type of reflective mechanisms offer a high level of reliability augmentation along with 

low number of hallucinations [9]. 

 

4.3 ALIGNMENT AND SELF-ALIGNMENT MODULE 

The alignment module is a combination of human driven alignment (RLHF), as well as rule and autonomous self alignment. RLHF 

Integration RLHF, which is being used to input human preferences into the model in the form of: 

Curated dataset, Fine Tuning 2 (SFT), Preference modelling from human feedback, Policy optimization (PPO) or Dynamic Policy 

Optimization(DPO). 

This is to ensure that the model is producing outputs that are in tune with user's expectation level and the ethical norm [6], [8]. 

Constitutional AI In order to complement RLHF, the framework introduces constitutional AI, and in which the model tries to abide 

by a pre-defined set of principles (for example, safety, truthfulness, fairness). 

The model: Generates an output Decides upon constitutionally with respect to the constitution Review it for better compliance This 

reduces the dependency of human annotations, and also helps in the improvement of the scalability [8]. 

Self-Alignment and Robustness of Subjectivity: We increase this further with iterative self-aligning, where: Models processes of 

critique, revision: self-critique Failure mode identification: Red teaming strategies Enhanced Models/ External Agency leads to 

Feedback. 

The framework supports automatic constitution refinement in which principles are refactored dynamically on the basis of results of 

failure/attack [9]. This hybrid approach enables continued improvement of alignment (despite changing environment of deployment). 

https://ijnrd.org/
http://www.ijnrd.org/


INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 
© 2026 IJNRD | Volume 11, Issue 3, MARCH 2026 | ISSN: 2456-4184 | IJNRD.ORG 

 

IJNRD2603487 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org)  

 

e710 

 
Figure 3: A diagram of the three steps of our method: (1) supervised fine-tuning (SFT), (2) reward model (RM) training and (3) 

reinforcement learning using proximal policy optimization (PPO) on this reward model. Blue arrows denote that this data is used 

for training one of our models. In Step 2, boxes A-D are samples from our models that gets ranked by labelers. 

 

4.4 LAYER OF SAFETY AND SAFETY CONTROL 

The safety layer provides multi level risk mitigation mechanisms that are attached to the aligned LLM. Control of the Pre-Prompt 

(Input Filtering) Detection of malicious or nefarious prompts (e.g. gaolbreak attempts) Input Sanitization and Normalization Access 

control and rate limit These mechanisms are utilized to avoid non-safe queries to go out to the model [11]. 

In-Flight Controls (Of a Generation): Restricting the use of tools (e.g. restrict access to sensitive API) Monitoring steps of 

intermediate reasoning Dynamic Control of Decoding Strategies based on Risk Signals These controls are responsible towards safe 

behaviour during generation. 

Controls on Output (Filtering of Output): Toxicity and Bias Detection with classifiers Content moderation filters Output rejection, 

or rewriting of unsafe outputs Post-processing helps to handle the situation that only safe and compliant outputs are reached to the 

end users [11], [12]. 

Key Design Advantages: 

Modularity: It is possible to independently improve/effectively replace each layer 

Scalability: Supports Human in the loop & Automated alignment 

Robustness: Brings together a number of disparate techniques 

Domain Adaptability: Can be adapted allowing them to be applicable to high stakes applications. 

5 MEASURING HALLUCINATIONS AND QUALITY OF ALIGNMENT 

5.1 MEASUREMENTS AND STANDARDS OF HALLUCINATIONS 

Hallucination evaluation is focused on the measurement of the factness and groundingness of generated outputs. A number of metrics 

have been proposed: 

Exact Match (EM): Measures if the answer created is exactly the same as the ground truth answer, that is used in question answering 

tasks. 

Fact Precision and Recall: Measures how many things (facts) that are created are correct (precision) and how many relevant things 

(facts) that are created (recall). These metrics can be particularly helpful in the summary and information extraction tasks [3]. 

Hallucination Rate for Humans: Outcomes identified as factual or with hallucinated content are the ones human annotators identify, 

the gold standard for the evaluation of evaluations, at a higher cost [5]. 

Consistency-Based Metrics: estimation and named observers; 27 January, 2013 18 Jul 2012:lHjr, M., N. Cliffe, F. Peng, S. Ode, L. 

Alani, B. Montjoie, H. Li, K. Wu, M. Bergemann, Y. Yin, T. services Zaman & F. Kendall [1209] Observer-level evaluations. 

(Example 2) To produce measures of agreement across multiple model outputs in the same query; this lower consistency is positively 

related with the productibility of hallucinations [9] There have been a number of benchmarks for standardising the evaluation of 

hallucinations: 

TruthfulQA: Evaluates on the truthfulness of answers provided by models to questions designed to add adversarial hallucinations 

[4]. 

HaluEval: A benchmark specially created as a measure of performances of hallucination detection and classification under a set of 

tasks [4]. 
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Domain-Specific Benchmarks: Tasks in medical question answering, legal reasoning and financial advisory are tests of factual 

correctness where domain constraints play a crucial role, where hallucinations are critical [2], [3]. 

These benchmarks when used with the help of quantitative metrics allow a complete benchmark for evaluation of hallucination 

behaviour in LLMs. 

5.2 ALIGNMENT AND SAFETY METRICS 

Beyond the fact of correctness, the idea of how to assess the threshold of alignness attempts to take account of the level of model 

outputs confection with human preferability, ethics and safety requirements. 

Preference-Based Metrics: Alignment tends to be done using paired preference judgements, judged either by humans or computer 

vision, comparing multiple outputs with respect to: Helpfulness (relevant & useful. Lack of harmful or unsafe content (Harmlessness) 

Honesty/Truthfulness These metrics form the center of reinforcement learning in human feedback (RLHF) based evaluation pipelines 

[6], [8]. 

Safety and Toxicity Metrics: To test safety models are committed: Certificates of Toxicity: Movies and animations to show the 

kinds of-lasting harm that particular chemicals have caused or could plausibly cause when they get into the ground water; Toxicity 

Probability Scores: Movies and animations which show the kinds of-lasting harm that particular chemicals have caused or seem 

capable of causing when they get into the ground water. Created with classifiers that have been trained using data sets containing 

harmful content Jailbreak Success Rate: Measures Effectiveness of Hostile Prompts used to Overcome Safety Limitations Red-Team 

Pass Rate: Test life the robustness in cases of adversarial stress testing scenarios [11] Calibrations and Uncertainty Measurements 

Good models should be good at expressing uncertainty. Common measures include: Entropy-Based Uncertainty: Few measurement 

to uncertainty of token predictions [2] 

Confidence Calibration: Measures agreement between how confident we should be about our decision and how correct it is Doesn't 

have Selective Prediction/Abstention: Assesses the modelling capacity to avoid in ambiguity and increase the reliability in high-

stakes tasks [10] These metrics together capture essence of multi-dimension of align, such as correctness, safety, reliability and etc. 

 

Dimension Metrics Benchmarks Challenges 

Factuality EM, Precision/Recall TruthfulQA Cost 

Alignment Preference scores RLHF sets Subjectivity 

Safety Toxicity, jailbreak tests Safety tests Adversarial attacks 

Calibration Entropy, ECE Uncertainty tests Confidence gap 

Table 3 - Dimalte finale dimensions et approximes 

 

 
Figure 4: N-mode linear coupler. We consider a 1D system which sustains N modes of a bosonic field. The dynamics of the system 

evolves according the transformation U = exp([?]iHt) associated to the Hamiltonian in Eq. (1), where adjacent modes can be coupled 

according to a TB model with complex coefficients Cj . And after evolution, we can analytically calculate different observables, or 

correlations Gij . (c) and (b) show an schematic of an open and closed array respectively. 

6 APPLICATION SCENARIOS - AND USING CASE TEMPLATES 

6.1 HIGH-STAKES DOMAINS 

6.1.1 HEALTHCARE: 

In applications overlooking healthcare in practise, main use of LLMs in this subject are for clinical depression choices support, 

medical box questions answer with patients and medical use with patients. However, halucinated diagnosis, wrong advices of 

treatment or fabricated medical facts may be seriously dangerous to patient safety [2], [3]. 

Key Risks: Hallucinated, or outdated, medical information Incorrect drug interaction/dosage suggestions Over confidence response 

without statement of uncertainty. 

Alignment Requirements: Strict factual correctness & evidences Uncertainty awareness and ability not to Auditability/ Traceability 

of outputs. 

These requirements require good compositions of checking for retrieval and domain specific safety requirements strength.. 
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6.1.2 LEGAL SYSTEMS: 

In the legal field, LLMs can be used to assist in case analysis, draught documents, and conduct legal research. However, models may 

give invented legal referencing, faulty readings of statutes and misreferences to precedents that might lead to shortcomings of judicial 

proceedings [1], [5]. 

Key Risks: Manufacturing of a case law or citation Misunderstanding of legal words Inability to explain reason. 

Alignment Requirements: Grounded, verifiable sourcing and citing The logical consistency and the interpretability Maintaining of 

legal and ethical standards For it to be reliable in this field, reliable hallucination detection and verifiable output generation is required. 

6.1.3 EDUCATION: 

For educational purposes, LLG is used for tutoring, content generation and for assessment support. While helpful they are prone to 

cause wrong explanations, false ideas or technology biased education material, which may affect the outcomes of learning [4]. 

Key Risks: Incorrect explanation of concepts Exaggerated info, or false info Biassing of the content of instruction. 

Alignment Requirements: Pedagogical correctness - and clearness? Bias Mitigating and Fairness Flexibility to student 

context/level.Alignment mechanisms should be both correct and educationally appropriate. 

6.1.4 POLICY MAKING AND PUBLIC POLICY: 

The policy-analysis, decision-support and public-communication capabilities of LLMs have all recently been researched. However, 

the outputs of hallucinations or biases can lead to not-too knowledgeable policy recommendations, information or unfair decision-

making [11] ,[12]. 

Key Risks: Biassed or politically skewed produce Policy claims/statistics that have been made/manufactured Inability to 

Accountability for Automated Decisions. 

Alignment Requirements: transparency and being easy to explain Fairness and freedom from discrimination. 

Good safety and oversight safeguards This is an area that requires a high level of integration between the aspects of alignment, safety 

filtering, and human supervision. 

6.2 EXAMPLE PIPELINE TEMPLATES: 

In order to operationalize the proposed framework, we propose some domain specific deployment pipelines that are a combination 

of the mitigation as well as the alignment layer of hallucinations, and safety. 

6.2.1 HEALTHCARE QA SYSTEM PIPELINE: 

Input Processing-Query validation and identification of medical intents Factuality Layer: Retrieval-Augmented Generation (RAG) 

based on Knowledge bases from Medical world [7] Hallucination Detection - Uncertainty estimation & consistancy cheque [2] , [9] 

Alignment Layer: RLHF fine-tuned model with medical specific constitutional rules e.g. "do not provide diagnoses without 

evidence") [6], [8] 

Safety Layer - mechanisms and procedures for clinical safety motion philtres and escalation 

Output: Evidence based lmsh Cary Uncertainty Based Response This pipeline ensures the high fact reliability and safety compliant 

of the zone. 

6.2.2 LEGAL ASSISTANT SYSTEM PIPELINE: 

Input Processing: Processing against an Classification against categories of legal queries 

Factuality Layer: Recovery out of Legislation Databases (Case Laws, Statutes) Hallucination Detection: Verification of Citation 

and its Validation [5] 

Alignment Layer: RLHF with preferences of legal expert + constraints of constitution HL (e.g. "only cite verified cases") 

Safety Layer filtered of Compliance and Audit Log Output: Legal, verified and source backed out response Traceability and 

correctness of the legal information are the main aspects of this design. 

6.2.3 EDUCATIONAL TUTOR SYSTEM PIPELINE: 

Input Processing: The detection of 3 student level & intent Factuality Layer Curriculum Aligned knowledge retrieval Self-

constistsency cheques between explanations for finding hallucination [9] 

Alignment Layer: RLHF o pedagogical feedback + constraints of fairness Bias and appropriateness philtres.  

Safety Layer Output: Explanation being clear, accurate and context adapted A pipeline such as this ensures education correctness 

and fairness 

6.2.4 SYSTEM OF SUPPORT FOR GOVERNMENT DECISION MAKING PIPELINE: 

Input Processing: Validation of Policy query Factuality Layer: Retrieval In a confirmed policy also statistical data sets Hallucination 

Detection: Handling and Cross source validation and uncertainty estimation [2] 

Alignment Layer/Constitutional AI: Mordred managing fairness and neutrality and the Transparency or the transparency [8] 

Safety Layer: Bias detection/checks, Red teaming & human-in-the-loop checks review [11] 

Output: Well-founded policy recommendation that is free of transparency This pipeline of accountability and robustness in the public 

decision-making. 

 

 

Domain Risks Requirements Components Oversight 

Healthcare Wrong diagnosis High accuracy RAG + filters Mandatory 

Law Fake citations Traceability Verification Mandatory 

Education Wrong teaching Clarity Consistency checks Advisory 

Governance Unfair decisions Fairness Constitutional AI Mandatory 

Table 4 - Domain Specific Alignment Requirements and Controls 
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Figure 5: TruthfulQA questions with answers from GPT-3-175B with default prompt. Examples illustrate false answers from GPT-

3 that mimic human falsehoods and misconceptions. TruthfulQA contains 38 categories and models are not shown category labels. 

For true answers to these questions and similar examples from GPT-J. 

7 OPEN PROBLEMS AND PROSPECTS 

Despite the massive leaps taken in reducing the occurrence of hallucinations and improving the alignment in the large language 

models (LLM), there are a few open challenging issues that come along with it. These are some of the hurdles that need to be 

overcome to take steps toward truly trustworthy generative AI systems. 

7.1 SCALING ALIGNMENT USING MULTIMODAL MODELS 

Recent developments in AI has not just been limited to text based LLMs, but multimodal models that are capable of processing not 

just text, but images, audio and video and even code. While results using these models offer an enhanced set of capabilities, there are 

also new categories of these hallucinations, such as misinterpretation of visual input, wrong code generation and cross-modal 

incoherent reasoning [12]. 

The scaling alignment techniques such as RLHF for multimodal setups are more involved with complexity including: Designing 

Multimodal Rewards/ Reward functions, Making sure that things are consistent from modality to modality, Dealing with variable 

distribution of data. 

Emerging approaches such as multimodal RLHF and multimodal constitutional AI, attempt to overcome these issues by sending 

cross modal feedback and cross modal constraints [8], [12]. However, powerful and scalable solutions are currently being explored 

as an area of open research. 

7.2 ALIGNMENT AND ITS CULTURAL CONTEXT 

Alignment is contextly driven and varies from culture to culture and language to language and societal norms. Existing alignment 

approaches, particularly RLHF, frequently also take feedback of small groups of people into account and it is possible to introduce 

cultural biases and misalignment in global applications [6]. 

Key challenges include: Adapting models to regional norms Ethics/Standards, Ensuring fairness in multi language and multicultural 

situations, Avoiding the Bagging Up of Alignment Policies. 
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Future Work Discussion: Going forward, the context aware alignment frameworks should be studied with variety of feedbacks by 

making the framework dynamic and whenever required by the user or for a particular region. 

 

7.3 COMPREHENSIVE AND STANDARDISED TESTING 

A serious drawback in the current research is the absence of standard evaluation frameworks for hallucination/correlation. Existing 

benchmarks such as TruthfulQA and HaluEval provide useful insights and are often task-specific and have a low scope [4]. 

Two critical issues persist: Data contamination It can be that models got exposed to benchmark data while training themselves and 

hence performance numbers are inflated Benchmark overfitting: Models which are optimized on such benchmarks may not be able 

to generalize at all to the real world scenarios 

There is need for robust, dynamic and diversified evaluation protocols which measure multiple dimensions of trust-worthiness, i.e. 

factuality, safety, robustness and calibration [2], [3]. Creating benchmarks that are constantly updated and subject to adversarial 

evaluation strategies is a promising way to go. 

7.4 AUTOMATION OF ALIGNMENT 

Manual alignment processes, in general, and those based on human feedback in particular, are expensive, time-consuming, and 

difficult to scale. As LLMs get bigger and bigger and do more of what appears to be real work, there is more interest in automating 

alignment mechanisms. 

Promising ways to include: Repeatable loop for self play and self improvement using models that apply iterative improvement to 

all their outputs with internal critique [9], Reinforcement Learning from AI Feedback (RLAIF), going from human annotation using 

feedback generated from AI [8], Iterative Constitutional Refinement, taking the models to aid the dynamic updating of the guiding 

principles on red-teaming analysis and failure analysis. 

While these have some promising features, they also raise new challenges with respect to reliability of feedback, propagation of error 

and alignment drift. An important type of research is ensuring automated alignment processes are stable and consistent with human 

values. 

8 CONCLUSION 

The incredible advancement and deployment of large language models (or LLMs) have opened up the world to transformative 

capabilities in many domains. However, lingering obstacles like hallucinations, i.e., the creation of plausible incorrect information, 

and misalignment of models with human values still restrict their trustworthiness and safe adoption, especially if they are used in 

high-stake applications [1], [3]. These problems arise due to language generation being so probabilistic in nature, incomplete 

grounding in the external knowledge base, and the current limitations of alignment techniques. [2], [6]. 

In this paper, we introduced a comprehensive approach towards trustworthy generative AI, tackling both the reduction of 

hallucinations, and the improvement of alignment. First, we created a taxonomy of hallucinations and alignment strategies to 

synthesize current research works exploring methods for their detection, mitigation and the techniques for their evaluation [3], [4]. 

Second, we have proposed a modular multi-layered framework, incorporating factuality verification, alignment mechanisms (such 

as RLHF and constitutional AI), and safety controls to one unified architecture [6], [8]. Third, we presented evaluation dimensions 

and metrics ranging from factual accuracy, preference alignment, to safety, robustness and calibration that can serve as a structured 

basis for evaluating the trustworthiness of LLM [2], [4]. Finally, we showed the applicability of the framework by showing the 

domain-specific deployment templates in healthcare, legal, educational and governance contexts, addressing the openness and 

flexibility [7], [11]. 

Our findings place a strong emphasis on the fact that development of trustworthy generative AI isn't a one-time solution, but an 

iterative process. Doing alignment right requires ongoing improvements in the training of models, models for evaluating model 

outputs, and safeguards at a systems-level. Moreover, it requires combining technical innovation with ethical considerations and 

governance frameworks to assure that AI systems are trustworthy, equitable and accountable in a variety of circumstances [8], [12]. 

In conclusion, while there has been a significant amount of progress made, the journey towards fully trustworthy LLMs is still an 

open challenge. Continuous evaluation of generative AI systems should emphasize sustainable implementation methods while a 

local approach for assessing alignment should enable the safe and responsible use of generative systems. 
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