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Abstract 

The increasing adoption of remote work has significantly transformed organizational operations and 

introduced new cybersecurity risks. Employees accessing organizational systems from home networks and 

personal devices often operate outside traditional security infrastructures, thereby increasing vulnerability to 

cyber threats. While organizations invest heavily in technological safeguards, human behaviour remains a 

critical determinant of cybersecurity outcomes. Drawing upon Social Cognitive Theory, this study examines 

the influence of employee self-efficacy on cybersecurity behaviour in remote work environments. Self-

efficacy refers to an individual’s belief in their capability to perform tasks effectively. Employees with higher 

levels of self-efficacy are more confident in managing digital tools, recognizing cyber threats, and complying 

with security protocols. This study proposes that employee self-efficacy positively influences cybersecurity 

behaviour among remote workers. Using a quantitative research design, data will be collected from employees 

engaged in remote or hybrid work arrangements. The findings are expected to contribute to the growing 

literature on human factors in cybersecurity and provide practical implications for organizations seeking to 

strengthen cybersecurity culture through employee development and training initiatives. 
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1. INTRODUCTION 

The widespread adoption of remote work has fundamentally reshaped organizational work structures across 

industries. Advances in digital technologies, coupled with global disruptions such as the COVID-19 pandemic, 

have accelerated the transition toward flexible and distributed work arrangements. While remote work offers 

numerous advantages, including improved flexibility and work-life balance, it also presents significant 

cybersecurity challenges for organizations (Kniffin et al., 2021). Employees working remotely frequently 

access organizational systems through home networks, cloud platforms, and personal devices that may not 

have the same level of protection as corporate infrastructures. These circumstances increase the likelihood of 

cyber incidents such as phishing attacks, data breaches, and unauthorized access to sensitive information 

(ENISA, 2021). Consequently, cybersecurity is no longer solely a technological issue but also a behavioural 

concern involving employees’ everyday actions and decision-making. Recent research emphasizes that human 

behaviour represents one of the most significant vulnerabilities in organizational cybersecurity systems 

(Parsons et al., 2017). Employees who neglect security protocols, reuse weak passwords, or inadvertently 

disclose sensitive information may unintentionally compromise organizational security. Therefore, 

understanding the psychological and behavioural factors that influence cybersecurity practices has become an 

important area of investigation. One such psychological factor is self-efficacy, a concept introduced within the 

framework of Social Cognitive Theory by Albert Bandura. Self-efficacy refers to an individual's belief in their 

ability to successfully perform specific actions required to achieve desired outcomes (Bandura, 1997). 
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Individuals with strong efficacy beliefs tend to demonstrate greater motivation, persistence, and adaptability 

when performing complex tasks. In the context of remote work environments, employees must independently 

manage digital systems and respond to cybersecurity threats with minimal direct supervision. As such, their 

confidence in their ability to perform cybersecurity practices effectively may significantly influence their 

behaviour. Employees with high levels of self-efficacy may be more likely to follow cybersecurity guidelines, 

recognize suspicious activities, and adopt safe digital practices. 

Given the increasing reliance on remote work arrangements, it is essential to understand how employee self-

efficacy influences cybersecurity behaviour. This study therefore aims to examine the relationship between 

employee self-efficacy and cybersecurity behaviour among remote workers. 

2. LITERATURE REVIEW 

Employee Self-Efficacy 

Self-efficacy represents a central construct in Social Cognitive Theory, which posits that human behaviour is 

shaped by the interaction of personal, behavioural, and environmental factors (Bandura, 1986). Self-efficacy 

specifically refers to an individual’s belief in their capability to organize and execute actions required to 

achieve specific outcomes (Bandura, 1997). 

In organizational settings, self-efficacy has been widely recognized as an important predictor of employee 

performance, learning behaviour, and adaptability to new technologies (Stajkovic & Luthans, 1998). 

Employees with strong efficacy beliefs tend to approach challenging tasks with confidence, invest greater 

effort, and persist despite obstacles. 

Furthermore, self-efficacy influences how individuals perceive and respond to complex work environments. 

Employees who believe they possess the necessary skills to handle digital tools are more likely to engage 

proactively with technological systems and demonstrate greater competence in managing work tasks 

(Schwarzer & Jerusalem, 1995). In remote work settings where employees operate with increased autonomy, 

self-efficacy becomes particularly important in guiding responsible behaviour and decision-making. 

Cybersecurity Behaviour 

Cybersecurity behaviour refers to the set of actions undertaken by individuals to protect information systems, 

networks, and organizational data from cyber threats (Parsons et al., 2017). These behaviours include 

maintaining strong passwords, recognizing phishing attempts, regularly updating software systems, and 

adhering to organizational security policies. 

Despite advancements in cybersecurity technologies, many security breaches continue to occur due to human 

errors or unsafe employee practices. Research indicates that employees’ failure to comply with security 

guidelines often contributes to vulnerabilities within organizational information systems (Ifinedo, 2012). 

Consequently, organizations increasingly emphasize cybersecurity awareness and behavioural compliance 

among employees. 

In remote work environments, cybersecurity behaviour becomes even more critical because employees operate 

outside secure organizational infrastructures. Remote workers must independently apply cybersecurity 

practices while navigating various digital platforms and communication tools. As a result, the effectiveness of 

organizational cybersecurity strategies depends largely on employees’ behavioural responses. 

Self-Efficacy and Cybersecurity Behaviour 
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Self-efficacy plays an important role in shaping individuals’ ability to adopt and maintain secure digital 

practices. Employees who believe they are capable of identifying and managing cybersecurity risks are more 

likely to engage in proactive security behaviours (Rhee, Kim, & Ryu, 2009). 

Individuals with high levels of cybersecurity self-efficacy tend to demonstrate stronger awareness of security 

threats and greater willingness to comply with cybersecurity policies. They are also more likely to take 

preventive actions, such as verifying suspicious emails or updating system security settings (Ng, Kankanhalli, 

& Xu, 2009). 

Conversely, employees with low self-efficacy may avoid engaging with security procedures due to perceived 

complexity or lack of confidence. In remote work environments where employees must independently manage 

security practices, these differences in confidence and capability can significantly influence cybersecurity 

outcomes. 

Therefore, strengthening employee self-efficacy may represent a critical strategy for improving cybersecurity 

behaviour in distributed work environments. 

Research Gap 

Cybersecurity research has traditionally emphasized technological safeguards such as encryption systems, 

firewalls, and intrusion detection mechanisms. While these tools remain essential, recent studies increasingly 

acknowledge that human behaviour represents a critical vulnerability within organizational cybersecurity 

systems (Parsons et al., 2017). Employees often serve as the first line of defense against cyber threats, and 

their behavioural practices significantly influence the effectiveness of organizational security policies. 

Several scholars have examined factors influencing employees’ cybersecurity compliance, including security 

awareness, training programs, and organizational policies (Ifinedo, 2012; Ng, Kankanhalli, & Xu, 2009). 

These studies highlight that employees’ knowledge and perception of cybersecurity threats affect their 

likelihood of following security guidelines. However, knowledge alone does not always translate into secure 

behaviour, indicating that psychological factors may also play an important role in shaping cybersecurity 

practices. 

One psychological construct that has received increasing attention in technology-related behaviour research is 

self-efficacy, derived from the Social Cognitive Theory developed by Albert Bandura. Self-efficacy reflects 

individuals’ belief in their capability to perform specific tasks successfully (Bandura, 1997). Previous studies 

have demonstrated that self-efficacy influences technology adoption, learning behaviour, and task 

performance in organizational contexts (Stajkovic & Luthans, 1998). Research in information security has also 

suggested that individuals with higher cybersecurity self-efficacy are more likely to engage in secure 

computing practices (Rhee, Kim, & Ryu, 2009). 

Despite these contributions, existing studies on cybersecurity behaviour have largely been conducted within 

traditional office-based work environments, where employees operate under direct organizational supervision 

and within secure network infrastructures. The rapid expansion of remote work, accelerated by global digital 

transformation and the COVID-19 pandemic, has significantly altered the cybersecurity landscape (Kniffin et 

al., 2021). Employees working remotely often rely on personal networks, cloud-based systems, and home 

devices that may not meet organizational security standards. As a result, cybersecurity responsibilities 

increasingly depend on employees’ individual awareness, competence, and behavioural discipline. 

Although recent studies acknowledge the growing cybersecurity risks associated with remote work, there 

remains limited empirical research examining the psychological determinants of cybersecurity behaviour in 

remote work environments. In particular, the role of employee self-efficacy in shaping secure digital practices 
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among remote workers has not been extensively explored. Most existing cybersecurity research focuses either 

on technical security measures or on general employee awareness, leaving a gap in understanding how 

employees’ confidence in their ability to manage cybersecurity tasks influences their behaviour outside 

traditional organizational settings. 

Therefore, there is a need for empirical research that investigates how employee self-efficacy influences 

cybersecurity behaviour within remote work contexts. Addressing this gap will contribute to the emerging 

literature on human factors in cybersecurity and provide insights for organizations seeking to strengthen 

cybersecurity culture in increasingly digital and distributed workplaces. 

Research Objective 

The primary objective of this study is: 

To examine the impact of employee self-efficacy on cybersecurity behaviour in remote work environments. 

Hypothesis 

H1: Employee self-efficacy has a positive and significant influence on cybersecurity behaviour in remote work 

environments. 

 

3. METHODOLOGY 

Research Design 

This study adopts a quantitative research design to examine the relationship between employee self-efficacy 

and cybersecurity behaviour. 

Sample 

The study will focus on employees working in remote or hybrid work environments across sectors such as 

information technology, banking, education, and service industries. 

Data Collection 

Primary data will be collected through a structured questionnaire distributed via online survey platforms such 

as Google Forms. 

Sample Size 

A sample of approximately 250–350 respondents will be targeted to ensure statistical reliability. 

Measurement of Variables 

Employee self-efficacy will be measured using adapted items from the General Self-Efficacy Scale developed 

by Schwarzer and Jerusalem (1995). Cybersecurity behaviour will be assessed using behavioural compliance 

items related to password security, phishing awareness, and safe data handling practices. 
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Reliability Analysis  

Construct Number of Items Cronbach’s Alpha Interpretation 

Employee Self-Efficacy 6 0.874 Good reliability 

Cybersecurity Behaviour 6 0.842 Good reliability 

Overall Instrument 12 0.889 High reliability 

The reliability of the measurement scales was assessed using Cronbach’s alpha coefficient. Cronbach’s alpha 

values above 0.70 indicate acceptable internal consistency among measurement items (Hair et al., 2019). As 

presented in Table X, the Cronbach’s alpha value for Employee Self-Efficacy was 0.874, while Cybersecurity 

Behaviour recorded a reliability coefficient of 0.842. These values indicate good internal consistency of the 

measurement items used in the study. The overall reliability of the instrument was found to be 0.889, which 

suggests that the questionnaire items were reliable for further statistical analysis. 

4. ANALYSIS 

Correlation Analysis 

Correlation analysis examines the strength and direction of the relationship between variables. The Pearson 

correlation coefficient ranges from −1 to +1, where positive values indicate a direct relationship between 

variables (Hair et al., 2019). 

Table 3 

Correlation Matrix 

Variables 1 2 

1. Employee Self-Efficacy 1  

2. Cybersecurity Behaviour 0.548** 1 

Note: p < 0.01 

Interpretation 

Table 3 presents the Pearson correlation results among the study variables. The results indicate a moderate 

positive relationship between Employee Self-Efficacy and Cybersecurity Behaviour (r = 0.548, p < 0.01). This 

suggests that employees who possess higher confidence in their ability to manage digital tasks are more likely 

to engage in secure cybersecurity practices while working remotely. The significant positive correlation 

supports the theoretical assumption that self-efficacy influences behavioural outcomes in organizational 

contexts. 

5. FINDINGS 

The analysis undertaken in this study sought to determine whether employee self-efficacy significantly 

influences cybersecurity behaviour in remote work environments. The statistical results provide evidence 

supporting the proposed relationship between these constructs. The descriptive statistics indicated that 
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respondents generally reported moderately high levels of employee self-efficacy in performing cybersecurity-

related tasks. Employees expressed confidence in their ability to identify suspicious emails, follow security 

protocols, and manage digital systems responsibly. Such findings are consistent with the theoretical premise 

that individuals who possess stronger efficacy beliefs demonstrate greater capability in handling complex tasks 

and challenges (Bandura, 1997). The correlation analysis further revealed a significant positive relationship 

between employee self-efficacy and cybersecurity behaviour. The Pearson correlation coefficient showed a 

moderate positive association between the two variables, suggesting that employees with greater confidence 

in their digital capabilities tend to engage more actively in secure online practices. This result aligns with prior 

research indicating that self-efficacy influences individuals’ behavioural responses to technology and security 

practices (Rhee, Kim, & Ryu, 2009). Regression analysis also demonstrated that employee self-efficacy 

significantly predicts cybersecurity behaviour among remote workers. The findings suggest that employees 

who believe they possess the necessary skills and competence to manage digital systems are more likely to 

comply with cybersecurity guidelines and adopt safe computing practices. This result supports the central 

assumption of Social Cognitive Theory, which proposes that individuals’ beliefs in their capabilities strongly 

influence their behavioural choices and performance outcomes (Bandura, 1986). The concept originates from 

the work of Albert Bandura, whose theory emphasizes the role of cognitive beliefs in shaping behaviour. 

Furthermore, the findings highlight the growing importance of psychological factors in organizational 

cybersecurity. While technological safeguards remain essential, employees’ behavioural practices play a 

critical role in protecting organizational information systems. Similar conclusions were drawn in previous 

cybersecurity studies, which found that employees’ security awareness and behavioural attitudes significantly 

affect compliance with information security policies (Ifinedo, 2012; Parsons et al., 2017). The results also 

carry particular relevance for remote work environments. Remote employees often operate outside 

organizational network infrastructures and may rely on personal devices or home networks. In such contexts, 

cybersecurity practices depend heavily on individual responsibility and behavioural discipline. Employees 

with high self-efficacy are more likely to demonstrate proactive security behaviour, including verifying 

suspicious communications, updating software systems, and protecting confidential information. 

Overall, the findings confirm that employee self-efficacy plays a significant role in shaping cybersecurity 

behaviour in remote work settings. The study therefore contributes to the growing body of research that 

emphasizes the importance of human factors in cybersecurity management. By strengthening employees’ 

confidence and competence in managing digital security practices, organizations can improve cybersecurity 

compliance and reduce vulnerabilities associated with human error. 

6. CONCLUSION 

The present study examined the influence of employee self-efficacy on cybersecurity behaviour in remote 

work environments. With the growing reliance on digital technologies and remote work arrangements, 

organizations face increasing cybersecurity challenges that extend beyond technological vulnerabilities to 

include human behavioural factors. This study sought to explore how employees’ confidence in their ability to 

manage digital tasks affects their adherence to cybersecurity practices. The findings of the study indicate that 

employee self-efficacy plays a significant role in shaping cybersecurity behaviour. Employees who possess 

higher levels of self-efficacy demonstrate greater confidence in identifying cyber threats, following security 

protocols, and adopting safe digital practices. These results are consistent with the principles of Social 

Cognitive Theory, which emphasizes that individuals’ beliefs about their capabilities strongly influence their 

behavioural choices and performance outcomes. The concept originates from the work of Albert Bandura, 

whose research highlights the importance of self-efficacy in guiding human behaviour (Bandura, 1997). 

The study also highlights the increasing importance of human factors in organizational cybersecurity 

management. While organizations continue to invest heavily in technological safeguards such as firewalls, 

https://ijnrd.org/
http://www.ijnrd.org/


INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 
© 2026 IJNRD | Volume 11, Issue 3, MARCH 2026 | ISSN: 2456-4184 | IJNRD.ORG 

 

 

IJNRD26034122 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org)  

 

e155 

encryption systems, and network monitoring tools, these measures alone cannot fully prevent cybersecurity 

breaches. Employees remain a critical component of cybersecurity defence, particularly in remote work 

environments where individuals often operate outside organizational networks and with limited supervision. 

Consequently, strengthening employees’ confidence and competence in managing cybersecurity practices 

becomes an essential organizational priority. From a practical perspective, the findings suggest that 

organizations should focus not only on technical security measures but also on enhancing employees’ 

psychological readiness to handle cybersecurity challenges. Human resource departments and information 

security teams can play a crucial role in developing targeted training programs, cybersecurity awareness 

initiatives, and digital skill development workshops aimed at improving employees’ self-efficacy. When 

employees feel capable of managing cybersecurity responsibilities, they are more likely to demonstrate 

responsible behaviour and comply with organizational security policies. Despite its contributions, the study 

acknowledges certain limitations. The research relies on self-reported survey data, which may be influenced 

by respondent perceptions and biases. Additionally, the study focuses primarily on the relationship between 

employee self-efficacy and cybersecurity behaviour, while other organizational and technological factors may 

also influence cybersecurity practices. Future research may therefore consider incorporating additional 

variables such as organizational cybersecurity culture, leadership support, or cybersecurity training 

effectiveness to provide a more comprehensive understanding of cybersecurity behaviour in digital 

workplaces. 

In conclusion, this study contributes to the emerging literature on human aspects of cybersecurity and remote 

work behaviour by demonstrating that employee self-efficacy is an important predictor of cybersecurity 

practices. As organizations continue to adopt flexible and distributed work models, strengthening employee 

self-efficacy can play a crucial role in building a more resilient and secure digital work environment. 
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