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Abstract : This study has been undertaken to investigate the determinants of stock returns in Karachi Stock Exchange (KSE)
using two assets pricing models the classical Capital Asset Pricing Model and Arbitrage Pricing Theory model. To test the CAPM
market return is used and macroeconomic variables are used to test the APT. The macroeconomic variables include inflation, oil
prices, interest rate and exchange rate. For the very purpose monthly time series data has been arranged from Jan 2010 to Dec
2014. The analytical framework contains.
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1.INTRODUCTION

SQL Injection (SQLi) is a common web application vulnerability that allows attackers to manipulate SQL queries and gain
unauthorized access to databases. Despite advances in security practices, SQLi remains a critical concern due to poorly validated
user inputs and inadequate security measures in many web applications. The challenge lies in not only detecting SQL.i attacks but
also prioritizing them based on their severity to optimize mitigation efforts.

1.1 PROBLEM STATEMENT

Current SQLI detection methods often produce high false-positive rates, making it difficult for security teams to focus on truly
dangerous threats. Moreover, there is a lack of risk-based prioritization models that classify SQL.i attacks based on their potential
impact and likelihood.

1.2 Research Objectives

This research aims to:

Develop a risk-based prioritization model for SQLI attacks.

Implement machine learning algorithms to detect and classify SQL.i threats.
Design an automated risk-scoring system to assess SQL.i severity.

Evaluate mitigation strategies based on risk assessment.

2. Related Work

Previous studies have focused on SQLi detection using rule-based systems, anomaly detection, and machine learning
models. However, most lack an effective method for prioritizing threats.Ashlam et al (2022) [1]presents a novel machine
learning-based approach to detect SQL injection (SQLI) attacks with high accuracy, outperforming previous methods. Ashlam et
al (2022) [2] designed a multi-phase algorithmic framework to detect and prevent SQL injection attacks in real-time using
improved machine learning and deep learning techniques to enhance database security. Dasari et al (2025) [4] introduces an
approach that leverages generative models to enhance SQL Injection detection and prevention by generating synthetic SQL
queries to augment training datasets for machine learning models. Lu et al (2025) [5] proposes a novel method for detecting SQL
injection vulnerabilities in web applications using a Naive Bayes classifier, a probabilistic model for text classification. Ma et al
(2019) [6] provides an overview of SQL injection attacks, including the principles, main forms, types, and prevention methods.
Paul et al (2024) [7] describes SQLR34P3R which is a comprehensive solution that can detect and classify various types of SQL

injection attacks from multiple data sources, prioritize the risks of detected attacks, and implement preventive measures to stop
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the attacks from reaching the backend server. Beriwal et. al (2021) [8] presents an efficient SQL injection detection system using
a deep learning-based approach that can detect all types of SQL injection attacks with high accuracy, precision, and recall.

This research builds upon existing methodologies by introducing a risk-based approach that quantifies SQLi attack severity and
ranks threats accordingly

3. PROPOSED MODEL

3.1 Risk-Based SQL.i Detection Framework

Our model consists of three key components:

SQLi Detection Module: Uses machine learning classifiers (e.g., Random Forest, SVM, and LSTMs) to identify SQLi attack
patterns.

Risk Scoring Engine: Assigns a risk score based on factors such as attack complexity, data sensitivity, source IP reputation, and
impact level.

Mitigation & Response System: Implements real-time monitoring, automated SQLi prevention mechanisms, and security patches.
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Fig. 3.1 - Risk-Based SQL.i Detection Framework Model

3.2 Risk Scoring Formula

The proposed SQL.i Risk Score (SRS) is calculated as:
{Risk Score=(W1xI) +(W2xA) +(W3xQ) +(Wa4xE)}
Where

e | (Input Validation Score): Measures how well user input is sanitized (0 = fully sanitized, 10 = no validation).
e A (Authentication Strength Score): Evaluates the strength of authentication mechanisms (0 = strong authentication, 10 =

none).

o  Q(Query Structure Score): Assesses whether queries use parameterized statements (0 = fully parameterized, 10 = fully
dynamic).

e E (Error Handling Score): Considers exposure of SQL errors (0 = no errors exposed, 10 = verbose error messages
shown).

o W1,W2,W3,W4 Weighting factors (adjust based on priority, e.g., if input validation is most critical, set W1 higher).

Severity: Impact level (e.g., unauthorized data access, data modification, system compromise)
Likelihood: Probability of attack success based on historical data
Exposure: System vulnerability level (e.g., weak authentication, lack of parameterized queries)

3.3 Mathematical Model
Let

* @ be the set of SQL queries
« M be a model that classifies a query ¢ € (Q as benign (B) or malicious (M).
« F be a feature space representing properties of SQL queries

« P{M|q) be the probability that query g is malicious
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Each SQL query g can be represented as a feature vector:
Digl = (fi.fae oo  fu)
where
. f] = presence of tautologies (eg, 1=1)
o [ = presence of always-false conditions (e.g., 1+8)
o f3 = presence of SQL keywords ( UNION , SELECT, DROP, etc.)
o fi = length of input
o fu = entropy of input string (to detect obfuscation)

o fe = frequency of special characters ( ', =<, ;,otc)

Thus, the classifier function M (g) depends on ®(g).

SQL Injection Detection Model —

We define a classification function M:

1, ifP(Mlq) =6
M
(@) { 0, otherwise

where
o 8is a predefined threshold
« P(M|q) is computed using a mode! such as
* Rule-Based Systems (e.q., Regex-based)
o Statistical Models (e.g., Naive Bayes)

o Machine Learning Models (e.q., Decison Trees, Random Forest, or Deep Learning)

i M(q) = 1, the query 5 flagged as malicious
SQL injection Mitigation model —

If an SQL injaction attempt is detected (M (g) = 1), mitigation actions can be modeled as:

Sanitize, if input validation can remove malicious content
Alg) = { Block,  if query is highly suspicious

Log, if further analysis is needed

where A(q) is the action taken based on the severity of P{M|q)

4. Experimental Setup

4.1 Dataset

A dataset consisting of real-world SQLi attack logs and synthetic attack simulations was used. Data was pre-processed and
labeled for supervised learning.Publicly Available SQL Injection Datasets,CSIC 2010 HTTP Dataset,Provided by the Information
Security Institute (Spain).Contains legitimate and malicious web requests, including SQL injection attacks.
URL:https://www.isi.csic.es/dataset/

SQL Injection Attack Dataset by Kaggle

Includes a variety of SQL injection payloads and safe queries. Useful for training machine learning models.
URL:https://www.kaggle.com (Search "SQL Injection Dataset").

OWASP SQL Injection Payloads Dataset

Collection of known SQL injection payloads.Useful for rule-based detection.
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URL.:https://owasp.org/www-project-wstg/
Web Application Firewall (WAF) Logs

Many organizations collect real-world attack logs from WAFs, such as ModSecurity logs.

4.2 Model Training
Features extracted: Query structure, special character usage, source IP reputation, execution time.
Algorithms applied: Random Forest, Support Vector Machine (SVM), LSTM for sequence-based anomaly detection.

4.3 Evaluation Metrics

Precision, Recall, F1-score for classification performance.Risk-based prioritization accuracy to measure ranking effectiveness.

5. Results and Discussion

Several approaches have been used for SQL.i detection and prevention, with varying levels of effectiveness. Below is an analysis
of different techniques and their outcomes.

False Performance
Technique Detection Rate  Positives Impact Best Use Case
Signature-Based (Regex T0-90% 10-30% Low Quick nde-based
WAF) fitering
Mathine Learming (SVM 85-90% 5-15% Moderate to High  Advanced, adsptive
LST™) secunty
Behaviaral Analyss &0-95% 8-20% Maoderate Detecting zero-day
threats

Query Prametenzation 100% 5% Low Secure applikation

(Prevention) ¢oding
Web Application Firewalls  T5-50% 10-25% Low frantfine defense

e Best Prevention Method: Query Parameterization (100% prevention).
e Best Detection Method: Machine Learning + Behavioural Analysis (for unknown attacks).

e Best First Line of Defence: WAFs (cost-effective, easy to deploy).

6. Mitigation Strategies

Secure Coding Practices: Implementing prepared statements, parameterized queries, and input validation.Automated Security
Response: Real-time attack detection triggers firewall rules and IP blocking.Continuous Monitoring: Deploying Al-driven
anomaly detection systems to detect deviations in SQL query patterns.

7. Conclusion

SQL Injection (SQLI) remains a persistent and evolving threat to web application security, requiring advanced detection and
mitigation strategies. Traditional detection techniques, primarily signature-based approaches, struggle to adapt to evolving attack
vectors and often generate high false-positive rates. To address these limitations, this study proposed a risk-based SQL.i detection
and mitigation model that leverages machine learning, dynamic risk scoring, and automated threat response mechanisms.

The proposed model enhances SQLi detection by classifying attack patterns with machine learning classifiers while
simultaneously assessing their severity using a risk-scoring engine. This approach allows security teams to prioritize threats based
on their impact, enabling a more efficient and targeted response. Experimental results confirm that the model improves SQL.i
threat detection accuracy while minimizing false positives and response time.

Additionally, this research explores best practices for SQLi mitigation, including secure coding techniques, real-time monitoring,
and automated security enforcement. The integration of a dynamic risk assessment framework further strengthens web application
defences against both known and zero-day SQL.i attacks.
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Future work can explore the incorporation of deep learning models for improved detection accuracy, as well as the development
of adaptive risk-scoring mechanisms that evolve with emerging threats. Furthermore, integrating blockchain-based security
mechanisms could enhance data integrity and prevent unauthorized modifications.

By advancing risk-aware SQLi detection and mitigation strategies, this research contributes to strengthening web application
security and reducing the overall impact of SQL injection attacks.
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