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Abstract: This paper presents ZenDraw, a full-stack real-time collaborative whiteboard web application enabling distributed 

teams to sketch, brainstorm, and annotate simultaneously over the internet. Engineered as a Turborepo monorepo, the system 

comprises three services: a Next.js 15 frontend, an Express.js REST API, and a dedicated WebSocket server. Real-time 

synchronization is achieved using the native ws WebSocket library, broadcasting shape events to all room participants. The 

drawing engine is built on the HTML5 Canvas 2D Context API, supporting vector primitives including rectangles, circles, 

diamonds, arrows, lines, freehand pencil strokes, and dynamic text input. The system incorporates persistent storage via 

PostgreSQL and Prisma ORM, JWT-based stateless authentication, bcrypt password hashing, rate-limited API routes, and 

optional password-protected rooms. 

Index Terms - Real-Time Collaboration, WebSocket, HTML5 Canvas, Next.js, Turborepo, PostgreSQL, JWT, 

Collaborative Whiteboard. 

  

1.  INTRODUCTION 

The rise of remote and distributed work has created strong demand for real-time collaborative visual tools. Enterprise solutions 

like Miro and FigJam address this need but impose restrictive freemium pricing and heavy client-side payloads. Open-source 

tools such as Excalidraw lack persistent server-side storage, limiting multi-session continuity. ZenDraw was developed to provide 

a browser-native collaborative whiteboard requiring no installation, supporting instant room-based sessions, and built entirely on 

open-source technologies. 

The core design philosophy prioritizes raw speed and simplicity over complex state-synchronization frameworks. The primary 

contributions are: (1) a three-service Turborepo monorepo architecture, (2) a native HTML5 Canvas drawing engine, (3) a Last-

Write-Wins conflict resolution strategy, (4) a dual-backend architecture separating REST and WebSocket concerns, and (5) a 

comprehensive security model incorporating JWT, bcrypt, Helmet, and rate limiting. 

 

2.  PROBLEM STATEMENT 

Existing collaborative whiteboard tools present the following challenges for students and small distributed teams: 

 Enterprise tools impose restrictive free-tier limits on boards, collaborators, and exportable assets. 

 Open-source tools like Excalidraw lack native persistent server-side storage, limiting multi-session continuity. 

 Most implementations rely on heavy libraries such as Yjs (CRDT), Socket.io, or WebGL rendering engines. 

 Few open-source implementations provide a production-grade security model with JWT-authenticated WebSocket 

connections. 

 Mobile touch support including pinch-to-zoom is often absent or inconsistently implemented. 

 

3.  LITERATURE REVIEW 

Kurniawan et al. [1] developed CodeR, a real-time collaborative code editor using React.js and Socket.io, establishing 

foundational patterns for room-based session management. Saif et al. [2] explored collaborative multi-programming 

environments, identifying race conditions and state divergence as primary challenges. 

Pandey and Gill [3] demonstrated WebSockets achieve up to 70% latency reduction and 50% bandwidth reduction compared to 

HTTP long-polling. Aher and Mahajan [4] presented Code Collab on IJNRD whose dual-backend structure informed ZenDraw's 

architecture, though without persistent storage or security hardening. Nguyen and Nguyen [5] emphasized live cursor sharing for 

distributed collaboration. The literature confirms a gap for lightweight, production-ready collaborative whiteboard 

implementations combining persistent storage, security, and vector drawing in one codebase. 

 

4.  SYSTEM ARCHITECTURE 

ZenDraw follows a microservices-inspired architecture organized as a Turborepo monorepo with three runtime applications and 

four shared packages. Figure 1 illustrates the complete system architecture. 
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Fig. 1: ZenDraw Turborepo Monorepo Architecture 

 

4.1.  Service Separation 

The HTTP REST API (port 3001) handles stateful operations: user authentication, room management, and shape retrieval. The 

WebSocket server (port 8080) handles exclusively real-time events: joining rooms, broadcasting shape additions, and deletions. 

This separation ensures the high-frequency WebSocket path is never blocked by REST-layer database operations. 

 

4.2. Database Schema 

Three entities: User (id UUID, email, bcrypt-hashed password, name, photo), Room (id, slug, adminId FK, optional password), 

and Chat (id, roomId FK, message as JSON shape, userId FK, shapeId for deletion). Figure 2 shows the ER diagram. 

 

 

 

Fig. 2: ZenDraw Entity-Relationship Diagram 
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5.  REAL-TIME SYNCHRONIZATION 

When a user completes a drawing action, Game.ts generates a unique shape ID using Date.now().toString(36) combined with 

Math.random().toString(36).substr(2). The shape serializes as JSON and emits as a chat WebSocket event. The server broadcasts 

it synchronously to all room connections, then asynchronously persists to PostgreSQL. This broadcast-first strategy minimizes 

perceived latency. Figure 3 shows the sequence diagram. 

 

 

 

Fig. 3: WebSocket Real-Time Synchronization Sequence Diagram 

 

5.1. Conflict Resolution Strategy  

ZenDraw employs a Last-Write-Wins (LWW) Shape-Addition Strategy. Every shape is a discrete, immutable vector with a 

globally unique ID. Users only add or delete shapes atomically and never edit in place, eliminating edit conflicts by design. 

 

6. TECHNICAL IMPLEMENTATION 

6.1. Security Architecture 

Figure 4 shows the complete authentication and routing flow. Auth routes pass through rate limiting (10 req/15 min), Zod 

validation, bcrypt, and JWT. Protected REST routes require a valid Bearer token. WebSocket connections require JWT as a URL 

query parameter (?token=...) verified before upgrade. 

 

 

 

Fig. 4: ZenDraw Authentication and Security Flow 
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6.2. Drawing Engine 

Game.ts maintains existingShapes[] as its source of truth. On every update it calls clearRect() and iteratively redraws all shapes 

applying ctx.translate and ctx.scale. Supported primitives: Pencil, Rectangle, Circle, Diamond, Arrow, Line, Text (DOM textarea 

overlay), and Eraser. 

 

6.3. Technical Challenges and Solutions 

 Pinch-to-Zoom: Resolved by detecting two simultaneous touch points, computing Euclidean distance, and deriving a scale 

multiplier applied to the viewport transformation matrix. 

 Text on Canvas: Resolved by spawning a DOM textarea at canvas coordinates, capturing input on blur/Enter, converting to 

a text shape, emitting over WebSocket, then destroying the element. 

 WebSocket Auth: Resolved by passing JWT as URL query parameter (?token=...) verified by ws-backend before accepting 

the connection upgrade. 

 Canvas Performance: Resolved with pagination cap of take: 1000 on GET /chats/:roomId limiting the initial hydration 

payload. 

 

7.  RESULTS AND COMPARISON 

ZenDraw was successfully implemented and tested as a fully functional real-time collaborative whiteboard. The broadcast-first 

strategy delivers sub-50ms perceived latency. Table 1 compares ZenDraw against existing tools. 

 

Table 1: Comparison of ZenDraw with Existing Collaborative Whiteboard Tools 

 

Feature ZenDraw Excalidraw Miro FigJam 

Rendering HTML5 Canvas 2D Canvas 2D WebGL/SVG SVG DOM 

Real-Time Native ws WebRTC/WS Proprietary Proprietary 

Persistence PostgreSQL localStorage Cloud(paid) Cloud(paid) 

Conflict Res. LWW (additive) None Yjs/CRDT Proprietary 

Auth JWT+bcrypt Optional OAuth OAuth 

Room Password Yes (bcrypt) No Paid Paid 

Mobile/Touch Full+pinch-zoom Partial Yes Yes 

Export PDF+PNG PNG/SVG Paid Paid 

Cost Free/OSS Free/OSS Freemium Freemium 

Architecture Turborepo Mono Single App Microservices Microservices 

 

8.  FUTURE SCOPE 

 Undo/Redo Stack: Implement historyShapes[] in Game.ts with Ctrl+Z and Ctrl+Y keyboard bindings. 

 Live Cursor Tracking: Add cursor_move WebSocket event carrying userId and x, y coordinates. 

 Canvas Pagination: Replace the 1,000 shape hard limit with chunked shape fetching. 

 Shape Selection and Transform: Bounding box selection with drag-to-move and resize handles. 

 Image Embedding: Drag-and-drop image upload rendered via ctx.drawImage() in the canvas loop. 

 Redis Pub/Sub Integration: Replace the current in-memory connection array (const users: User[]) with Redis Pub/Sub to 

enable horizontal scaling across multiple WebSocket server instances, supporting significantly larger concurrent user loads. 

 

9.  CONCLUSION 

This paper presented ZenDraw, a real-time collaborative whiteboard built on a modern full-stack TypeScript architecture. The 

system demonstrates that a native implementation using raw WebSockets, HTML5 Canvas 2D, and a Last-Write-Wins strategy 

can deliver high-performance collaboration without CRDT libraries or WebGL engines. 

ZenDraw's Turborepo monorepo manages three independent services with shared type safety. The security model including JWT-

authenticated WebSocket connections, bcrypt, rate-limited routes, and Zod validation demonstrates production-readiness beyond 

typical student implementations. Future work targets undo/redo, live cursor tracking, and canvas pagination. 
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