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Abstract : Unmanned Aerial Vehicles (UAVs) have evolved into autonomous cyber—physical systems operating in adversarial
and safety-critical environments. While recent research has emphasized hardware-assisted security and reconfigurable System-on-
Chip (SoC) architectures, a systematic problem formulation addressing security threats in dynamically reconfigurable UAV flight
control systems remains largely unexplored. This paper presents a structured threat modelling framework tailored for UAV flight
controllers implemented on reconfigurable SoC platforms. We identify adversarial capabilities, characterize attack surfaces across
cyber, physical, and reconfiguration layers, and derive security requirements specific to dynamic partial reconfiguration. The
proposed formulation establishes a foundational problem statement for adaptive, hardware-rooted security architectures in next-
generation UAV systems
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I.INTRODUCTION

The FPGA market now offers a variety of reconfigurable devices and systems thanks to developments in integration
technology. There is fierce rivalry among FPGA manufacturers as a result of the devices' ongoing expansion. Shortening the time
to market for the product or device and winning over the competitors has led to shorter design time and the requirement for rapid
prototyping. The third-party IP core usage in design always boosts the design cycle, leading to reduced time to market.
Furthermore, third-party IP cores from various vendors could also potentially carry a Trojan embedded in the design, disrupt the
intended operation of the system, and diminish the trust level of integrated circuit being designed. Malicious code in these chips
can lead to unintentional leak of private information in turn allowing unauthorized access. In order to sell the product in the
market, the end users must have a guarantee that the designs are hardware Trojan-free and exhibited acceptable behavior.
Hardware Trojan is referred to an extraneous logic coupled to the original design of the system in the logic design phase or after
fabrication. Due to the high cost of facility maintenance and the ongoing need for improvements, fewer fabrication units are
operating globally. A lot of manufacturers depend on these facilities owned by third parties for their manufacturing because the
majority of design units lack IC fabrication facility. As system density levels rise, maintenance costs rise and time to market
decreases and increased competition from manufacturers, the designers rely on third-party fabrication units for their designs to get
fabricated. It is a challenging aspect to narrow down the existence of hardware bugs in form of Trojans inserted inside a design, as
these remain hidden deep in the logic designed for the system functionality. There are different approaches proposed for revealing
the source and type of hardware Trojans. By analysing the behavior of golden chips, estimating hardware defects by estimating
thermal maps, electromagnetic leakage, or any operational changes will determine whether a Trojan is present in a circuit. Most
of the methods compare the operational characteristics of the affected chip designed with a golden-chip known as a Trojan free
chip for the output sequence [18]. As the complexity of the design requirements increases, these golden chips become
increasingly rare and expensive to use for all fault identification.

11.BACKGROUND AND MOTIVATION

2.1 Evolution of UAV Flight Control Architectures

The original UAVs' flight control systems were based solely around one microcontroller, which executed a limited number of
predetermined flight controls and did not connect to any other system; however, the current UAV configurations contain multiple
types of processing units from different manufacturers (PCs, RTs, GPUS, RPL);

therefore, UAVs have benefited from the use of advanced functionalities like autonomous navigation, onboard sensory feedback,
and adaptive mission planning; however, this has increased the overall complexity of UAV hardware designs, making them less
able to support FP-SoC designs with time-critical feedback processes implemented in hardware but higher-level functions
implemented as software, using dynamic partial reconfiguration where necessary to reconfigure/change access, control functions,
fault recovery modules and/or security accelerator modules during operation without having to turn off all parts of the UAV (e.g.,
kill switch).
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2.2 Security Challenges Introduced by Reconfiguration

Most existing UAV security frameworks assume static hardware and predictable execution environments [6], [12]. Dynamic
reconfiguration violates these assumptions by allowing hardware functionality to change at runtime. While this capability can be
leveraged for adaptive defense, it also introduces challenges such as:

e  Trust establishment for dynamically loaded hardware modules

e  Timing uncertainty during reconfiguration

e Increased attack surface at the configuration interface
These challenges motivate the need for a reconfiguration-aware threat model.

111.SYSTEM MODEL AND ASSUMPTIONS

3.1 UAV Flight Control System Model

The system under consideration consists of multiple tightly coupled subsystems:

* Sensor subsystem: IMU, GNSS, magnetometer, barometer

« State estimation: Sensor fusion and filtering

* Control computation: Attitude, position, and trajectory control

* Actuation: Motor and servo control

* Communication: Telemetry and command channels

* Security and monitoring: Hardware security primitives and runtime monitors

The platform is assumed to be implemented on an FPGA-SoC, with clearly defined static and reconfigurable regions. Control
loops operate at deterministic frequencies (typically hundreds of Hz to 1 kHz), making timing predictability a critical requirement
[17].
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Figure 1. System model of a UAV flight control platform implemented on a reconfigurable SoC.

The figure illustrates the integration of sensing, control computation, communication, and reconfigurable hardware
regions under hard real-time constraints. Dynamic partial reconfiguration enables adaptive functionality while preserving
continuous flight control operation [4], [13], [17].

3.2 Adversary Model

The adversary model extends beyond conventional cyber attackers to include reconfiguration-aware adversaries. The
attacker may:

Exploit wireless interfaces to inject malicious commands

Manipulate sensor inputs to mislead control algorithms

Tamper with firmware or configuration files

Physically access the device to perform side-channel or fault injection attacks

Target dynamic partial reconfiguration mechanisms

This comprehensive adversary model reflects realistic threat scenarios for UAVs deployed in untrusted or hostile
environments [7], [21].
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Figure 2. Adversary capability model for UAV flight control systems

The adversary is categorized based on access level and attack capabilities, ranging from remote wireless access to physical and
reconfiguration-layer attacks on FPGA-SoC platforms [7], [21].

IV. THREAT MODEL FOR DYNAMIC RECONFIGURABLE UAV FLIGHT CONTROL SYSTEMS

4.1 MULTI-LAYER THREAT TAXONOMY

Threats are categorized across multiple layers, reflecting the cyber—physical nature of UAV systems:

» Communication-layer threats: GNSS spoofing, command injection, replay attacks [11], [12]

« Sensor-layer threats: IMU saturation, sensor bias injection, fault attacks [23]

« Control-layer threats: Manipulation of control laws, destabilization of feedback loops [3], [17]

* Software/Firmware threats: Unauthorized updates, malicious task insertion [19], [24]

* Reconfiguration-layer threats: Bitstream tampering, malicious partial reconfiguration, reconfiguration abuse [25]

This layered taxonomy highlights how attacks can propagate across abstraction boundaries, ultimately impacting flight safety.
Unlike conventional UAV threat models, this representation explicitly incorporates the reconfiguration layer, capturing threats
that arise from dynamic hardware modification and partial bitstream management [6], [11], [25].
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FIGURE 3. MULTI-LAYER THREAT MODEL FOR RECONFIGURABLE UAV FLIGHT CONTROL SYSTEMS.
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4.2 RECONFIGURATION-SPECIFIC THREATS

Dynamic partial reconfiguration introduces unique threats not present in static systems. An attacker may:
e Inject malicious partial bitstreams that modify control or security logic
e  Trigger frequent reconfiguration to induce denial-of-service
o  Exploit reconfiguration timing windows to disrupt real-time execution
e Bypass isolation boundaries between reconfigurable regions
Such attacks are particularly dangerous because they may remain undetected while operating below the software layer [13], [25].
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Figure 4. Attack scenarios targeting dynamic partial reconfiguration in UAV flight control systems.

The figure illustrates how adversaries may exploit reconfiguration interfaces and timing windows to
disrupt control execution or compromise trusted hardware regions [13], [25].

V. PROBLEM FORMULATION
5.1 Core Research Problem

The central question addressed in this paper is: how do UAV flight control systems provide safe and secure
Problem Formulation for Reconfigurable UAV Flight Control Systems
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Figure 5. Core problem formulation for secure dynamic reconfigurable UAV flight control systems.
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The figure highlights the fundamental trade-off between adaptive security, real-time determinism, and flight safety that motivates
the need for hardware-assisted and formally constrained reconfigurable architectures [14], [17], [18].

5.2 Security Requirements for Reconfigurable UAV SoCs
From the threat analysis, the following security requirements are derived:
e R1: Establish a hardware root of trust for all reconfiguration operations [14], [21]
e R2: Ensure authentication, integrity, and confidentiality of partial bitstreams [13], [25]
¢ R3: Guarantee temporal isolation between control execution and reconfiguration [17]
e R4: Provide runtime monitoring and anomaly detection for reconfiguration behavior [10], [18]
e R5: Support fail-safe and recovery mechanisms during reconfiguration failures

These requirements form a bridge between threat modeling and architecture design.
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Figure 6. Mapping of identified threats to derived security requirements for reconfigurable UAV SoCs

This figure demonstrates how the proposed threat model directly informs hardware-rooted security requirements, forming a
foundation for architecture design and evaluation [10], [21], [25].

vI. RESEARCH IMPLICATIONS AND OPEN CHALLENGES

The analysis reveals several open research challenges:
e Formal verification of dynamically reconfigurable control logic
e Quantifying the impact of reconfiguration latency on control stability
e Coordinating security adaptation with certification requirements
e Designing lightweight monitoring mechanisms suitable for resource-constrained UAVs
Addressing these challenges is essential for translating reconfigurable security concepts into deployable UAV systems.

VIlI. CONCLUSION

This paper presented an in-depth problem formulation and threat model for dynamic reconfigurable UAV flight control systems. By
explicitly incorporating reconfiguration-layer threats and deriving security requirements, the work provides a rigorous foundation
for future research on adaptive, hardware-assisted UAV security. The insights presented here motivate the development of formally
constrained, real-time-aware reconfigurable architectures capable of sustaining secure and safe UAV operation in adversarial
environments.
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