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Abstract 

This paper presents a blockchain-enabled, data-driven framework that enhances trust, transparency, and financial accessibility within rural e-

commerce ecosystems. Traditional centralized financing systems suffer from delays, fraud, and inefficiencies that create barriers for both investors 

and rural businesses. The proposed system leverages blockchain technology as a decentralized, immutable ledger for all transactional records, while 

employing smart contracts for automated execution of agreements without intermediaries. Data mining techniques are incorporated to analyze 

consumer behavior, market trends, and business performance metrics, enabling evidence-based investment decisions. AES-256 and SHA-512 

cryptographic algorithms ensure data security and integrity. The system is implemented as a Java Servlet-based web application with a MySQL 

backend, comprising four modules: Outsource, Consumer, B-Pay, and Admin. Results demonstrate that the integrated approach effectively reduces 

transaction fraud, builds investor confidence, and empowers rural entrepreneurs through secure access to financing and wider markets. 

Index Terms — Blockchain, E-Commerce, Smart Contracts, SHA-512, AES Encryption, Data Mining, Rural Economy, B-Pay, Decentralized 

Finance, Immutable Ledger 

I. INTRODUCTION 

Blockchain is a distributed database shared among the nodes of a 

computer network. It stores information electronically in digital format 

and is best known for its role in cryptocurrency systems such as 

Bitcoin, maintaining a secure and decentralized record of transactions. 

The innovation of blockchain lies in its guarantee of fidelity and 

security of data records without requiring a trusted third party. 

A blockchain collects information in groups called blocks, each 

holding a set of data. When filled, a block is closed and linked to the 

previously filled block, forming a data chain. All new information is 

compiled into a newly formed block that is appended to the chain. This 

creates an immutable ledger that facilitates recording of transactions 

and tracking of assets in a business network. 

An asset can be tangible (a house, car, cash, land) or intangible 

(intellectual property, patents, copyrights, branding). Virtually 

anything of value can be tracked and traded on a blockchain network, 

reducing risk and cutting costs. Business runs on information, and 

blockchain is ideal for delivering it because it provides immediate, 

shared, and completely transparent information stored on an 

immutable ledger accessible only to permissioned network members. 

Rural e-commerce has emerged as a vital platform for connecting local 

entrepreneurs with wider markets, enabling inclusive economic 

growth. However, challenges such as lack of trust in financial systems, 

limited access to secure investment opportunities, and insufficient 

analytical insights restrict its full potential. Traditional centralized 

financing systems are prone to delays, fraud, and inefficiencies, 

creating barriers for both investors and rural businesses. 

The integration of blockchain technology and data mining creates a 

secure, efficient, and data-driven ecosystem that supports sustainable 

rural economic development. Blockchain provides a decentralized, 

transparent, and tamper-proof mechanism to build trust and 

accountability, while data mining enables advanced analysis of 

business performance and market trends. 

II. LITERATURE SURVEY 

A substantial body of research has been published in the area of secure 

cloud storage, blockchain-based transaction systems, and e-commerce 

security. The following works provide the foundation and context for 

the proposed system. 

 

A. Security in Cloud Computing (Ali et al., 2015) 

Ali, Khan, and Vasilakos surveyed security issues arising from the 

nature of cloud computing and presented recent solutions to counter 

them. The study detailed how migration of user assets outside 

administrative control in shared environments escalates security 

concerns. This survey is directly relevant to deploying blockchain 

nodes across distributed cloud infrastructure and informed the security 

design of the proposed system. 

B. Key-Aggregate Cryptosystem (Chu et al., 2014) 

Chu et al. described public-key cryptosystems producing constant-size 

ciphertexts that enable efficient delegation of decryption rights. The 

novelty lies in aggregating any set of secret keys as compactly as a 

single key, encompassing the power of all keys being aggregated. This 

principle underpins the B-Pay module key management design in the 

proposed framework. 

C. Attribute-Based Data Sharing (Li et al., 2018) 

Li et al. proposed an attribute-based data sharing scheme for resource-

limited mobile users, eliminating the majority of computation 

overhead by adding system public parameters and moving partial 

encryption computation offline. A public ciphertext test phase before 

decryption eliminates most overhead due to illegitimate ciphertexts. 

This approach informs the consumer authentication mechanism used 

in this work. 

D. Identity-Based Remote Integrity Checking (Yu et al., 2017) 

Yu et al. proposed an identity-based remote data integrity checking 

protocol using key-homomorphic cryptographic primitives to reduce 

system complexity. The protocol leaks no information about stored 

data to the verifier during the checking process, providing a foundation 

for the blockchain hash verification mechanism employed in this 

system. 

E. Blockchain in E-Commerce (Nguyen et al., 2025) 

Nguyen, Dwivedi, and Rana provided a forward-looking review of 

blockchain's transformative impact on e-commerce, synthesizing 

research on decentralized marketplaces, token-based loyalty systems, 

blockchain-powered identity management, and cross-border payments. 

The study concludes that blockchain will increasingly function as 

foundational infrastructure for next-generation e-commerce platforms 

when integrated with AI and IoT technologies. 
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III. EXISTING SYSTEM AND LIMITATIONS 

Current investment and financing models for rural e-commerce rely 

heavily on traditional banking systems, microfinance institutions, and 

third-party e-commerce platforms. These systems are centralized and 

involve numerous intermediaries such as brokers, financial agents, and 

credit evaluators. Rural e-commerce platforms typically operate in 

silos, offering fragmented services with minimal collaboration 

between financial stakeholders, businesses, and consumers. 

Industries and organizations have widely used centralized 

infrastructure for managing data and financial services. However, 

storing sensitive financial data on centralized systems creates a 

potential target for attackers. If data is leaked or compromised, both 

the investor and service provider face serious consequences in terms of 

liability, financial loss, and reputational damage. 

A. Disadvantages of Existing Systems 

• Lack of transparency — centralized platforms do not expose 

transaction data to all stakeholders, creating information 
asymmetry 

• Inefficiency — multi-layer intermediary involvement increases 
processing time and transaction cost 

• Security risks — single points of failure make centralized data 
stores vulnerable to breaches 

• Low investor confidence — absence of verifiable transaction 
records discourages rural investment 

• High bandwidth and operational overhead due to repeated 
manual reconciliation cycles 

IV. PROPOSED SYSTEM: BLOCKCHAIN E-

COMMERCE 

The proposed model leverages blockchain technology and data mining 

techniques to create a secure, efficient, and data-driven investment and 

financing ecosystem for rural e-commerce. The system enables the 

systematic collection and analysis of transactional and operational 

data, allowing stakeholders to identify market trends, consumer 

behavior patterns, and key business performance metrics. 

A. System Architecture 

The system architecture consists of four principal actors interacting 

through a web-based interface built on Java EE technologies. The 

Outsource provider and Consumer interact through the e-commerce 

portal, while the B-Pay module and Admin operate through privileged 

interfaces. All communication channels are secured, and the database 

stores only AES-encrypted financial data, ensuring that no entity can 

access plaintext transaction information independently. 

B. Module Descriptions 

Module 1 – Outsource Module: The outsourcer registers by providing 

name, username, password, email, and address. Upon login, the 

outsourcer adds products to the database with name, price, category, 

image, and description. Outsourcers can view available products, view 

ordered products placed by consumers, review consumer details, and 

view contact us submissions. 

Module 2 – Consumer Module: The consumer registers and logs in to 

browse available products and place orders. To complete payment, the 

consumer accesses the B-Pay module. After payment, the consumer 

can view full payment details including product information, bank 

account used, amount paid, and consumer contact details. 

Module 3 – B-Pay Module: The blockchain-based payment gateway 

allows consumers to create a bank account, log in, deposit funds, and 

check their main balance. The B-Pay module generates a SHA-512 

hash for each payment transaction, chaining it to the previous block 

hash to form the immutable blockchain ledger. Consumers can view 

available balance and payment history. 

Module 4 – Admin Module: The Admin maintains oversight of all 

system entities. After logging in, the Admin can view outsourcer 

details, consumer details, account holder details, payment details, 

ordered products, contact us submissions, and the complete blockchain 

hash table showing all transaction block hashes for audit purposes. 

C. Advantages of the Proposed System 

• Enhanced transparency: all transactions are recorded on an 
immutable blockchain visible to authorized stakeholders 

• Data-driven investment decisions through integrated data mining 
of consumer behavior and market trends 

• Improved security: AES-256 encryption and SHA-512 
blockchain hashing provide multi-layer data protection 

• Scalable and inclusive: modular architecture supports addition of 
new products, payment methods, and user roles 

• Trust building: cryptographically verifiable transaction records 
build investor confidence 

• Eliminates intermediaries through smart contract-based 
automated agreement execution 

• Full audit trail maintained in blockchain hash table for 
compliance and dispute resolution 

V. SYSTEM DESIGN AND METHODOLOGY 

A. AES Encryption Algorithm 

The Advanced Encryption Standard (AES) is the symmetric encryption 

algorithm employed in the proposed system for encrypting all 

transactional data. AES is found to be at least six times faster than 

Triple-DES and provides robust security through its substitution-

permutation network architecture. AES operates on 128-bit data as 16 

bytes arranged in a 4x4 matrix, using 10 rounds for 128-bit keys, 12 

rounds for 192-bit keys, and 14 rounds for 256-bit keys. Each round 

uses a distinct 128-bit round key derived from the original key through 

the key expansion schedule. The system uses AES-256 for encrypting 

all sensitive transactional data before database storage. 

B. SHA-512 Hashing Algorithm 

SHA-512 is a hashing algorithm from the SHA-2 family that produces 

a fixed 512-bit digest. It satisfies three fundamental cryptographic 

properties: uniform distribution (each possible output is equally likely 

for any given input), fixed-length output (always 512 bits regardless of 

input size), and collision resistance (computationally infeasible to find 

two distinct inputs producing the same hash). In the B-Pay module, 

each payment transaction generates a SHA-512 hash that is chained to 

the previous block's hash, forming the blockchain ledger. Any 

modification to a historical transaction immediately invalidates all 

subsequent hashes, providing tamper-evident records. 

C. Dual-Column Data Flow 

The data flow begins when an outsourcer registers and adds products 

stored in the MySQL database. Consumers browse available products 

and place orders, which update the orders table. To complete payment, 

the consumer logs into B-Pay, creates or logs into a bank account, 

deposits funds, and executes the MakePayment operation. The 

payment servlet computes a SHA-512 hash of transaction data (product 

name, price, account number, amount, and timestamp), stores it as a 

new blockchain block linked to the previous block's hash, deducts the 

amount from the balance, and redirects to the payment confirmation 

page. The Admin can view all blockchain hash values through the 

dedicated Blockchain.jsp page, ensuring complete verifiable audit trail 

transparency. 

VI. UML DESIGN AND SYSTEM DIAGRAMS 

A. Use Case Diagram 

The use case diagram captures the dynamic behavior of the system. 

Four actors are identified: Outsource, Consumer, B-Pay, and Admin. 

Use cases for the Outsource actor include Register, Login, Add 

Products, View Available Products, View Ordered Products, View 

Payment Details, View Consumer Details, and View Contact Us 

Details. Use cases for the Consumer actor include Register, Login, 

View Available Products, Order Products, Make Payment, and View 

Payment Details. The B-Pay actor handles Create Account, Account 

Login, Deposit, Check Main Balance, Payment Details, and Available 

Balance. The Admin actor covers all other actors' details plus the 

Blockchain hash table view. 
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B. Class Diagram 

The class diagram shows four main entities: Outsource, Consumer, B-

Pay, and Admin, all connected to a central Database entity. The 

Database class contains attributes for bank account details, consumer 

details, contact us details, check details, orders, payment process, 

product added details, and outsource details. Each actor class exposes 

its own set of operations reflecting its module responsibilities, with 

arrows indicating database read/write relationships. 

C. Sequence Diagram 

The sequence diagram illustrates the temporal ordering of interactions 

among the five system components: Outsource, Consumer, Database, 

B-Pay, and Admin. The sequence begins with Outsource and 

Consumer registration and login. The Outsource adds products while 

the Consumer browses and places orders. For payment, the Consumer 

triggers B-Pay to create an account, deposit, and execute payment. The 

B-Pay module computes the SHA-512 block hash and stores it. The 

Admin can log in at any point to view all records including blockchain 

hash values. 

D. Data Flow Diagram 

The Data Flow Diagram (DFD) graphically represents the flow of data 

through the system. The Outsource entity feeds into the Login process, 

triggering Add Product, which flows to the Database. The Consumer 

entity connects to Available Products and Order processes. The B-Pay 

entity connects to Create Account, Deposit, and Check Balance 

processes. The Admin entity connects to all view processes. Payment 

details flow from B-Pay through the blockchain hash generation 

process to the Payment Details store, which feeds into Available 

Balance and Ordered Products processes. 

VII. SYSTEM REQUIREMENTS 

A. Hardware Requirements 

Processor: Pentium Dual Core 2.00 GHz. Hard Disk: 40 GB minimum. 

RAM: 4 GB minimum. Keyboard: 110 keys enhanced. Mouse: 

Standard pointing device. Monitor: 15-inch color display or higher. 

B. Software Requirements 

Operating System: Windows 7 (SP1), 8, 8.1, or 10. Front End: HTML, 

CSS, Bootstrap, JavaScript. Backend Language: Java Servlets (J2EE). 

Database: MySQL 5.5. Development IDE: Eclipse. Server: Apache 

Tomcat 8.5. Encryption: AES-128/256 via javax.crypto. Hashing: 

SHA-512 via java.security.MessageDigest. 

VIII. IMPLEMENTATION AND RESULTS 

The VeriDedup-inspired blockchain e-commerce system was 

implemented using Java EE web technologies deployed on an Apache 

Tomcat 8.5 server with a MySQL backend. The front-end interface was 

developed using HTML5, CSS3, Bootstrap 4, and JavaScript. The 

system comprises role-specific JSP interfaces: Index.html (main 

landing), OutsourcingHome.jsp, ConsumerHome.jsp, BpayHome.jsp, 

and AdminHome.jsp. 

The ConsumerRegisterServlet handles registration logic, validating 

that password and confirmPassword fields match before creating a 

RegisterBean object and persisting it via the OutsourceImplementation 

class that implements the OutsourceInterface contract. The 

ConsumerLoginServlet handles login authentication, creating a session 

attribute upon successful credential verification and redirecting the 

authenticated user to ConsumerHome.jsp with the username as session 

identifier. 

The B-Pay module generates blockchain hashes using Java's 

MessageDigest with SHA-512. Each payment triggers the 

MakePaymentServlet, which reads the account balance, verifies fund 

sufficiency, deducts the transaction amount, computes the SHA-512 

hash of the transaction data, stores the hash as a new blockchain block 

linked to the previous block, and confirms 'Fair Payment Completed.' 

The Admin module's Blockchain.jsp page renders a table of all block 

hashes, consumer identifiers, and chained hash values. 

 

A. Security Analysis 

The proposed system provides security guarantees against the 

following threat models: Unauthorized Access — AES-256 encryption 

ensures the database cannot expose plaintext transaction data; Replay 

Attack — blockchain chaining ensures recorded transaction hashes 

cannot be replayed or retroactively altered; Data Tampering — SHA-

512 chained hashing detects any unauthorized modification or deletion 

of stored transaction blocks; Insider Attack — separation of Admin and 

B-Pay roles ensures no single insider can compromise the full payment 

audit trail; Forward Secrecy — each transaction generates a new hash 

chained independently. 

IX. TESTING 

A. Unit Testing 

Unit testing involved the design of test cases that validate the internal 

program logic is functioning properly and that program inputs produce 

valid outputs. Each individual module was tested independently: the 

OTP generation module (B-Pay account creation) was tested for 

uniqueness and format correctness; the AES encryption module was 

verified to produce different ciphertexts for different inputs; the SHA-

512 blockchain module was verified to produce consistent chained 

hashes; and the payment module was tested for correct balance 

deduction and blockchain record insertion. 

B. Functional Testing 

Functional tests provided systematic demonstrations that all required 

functions are available as specified. Valid input classes were verified 

to be accepted (correct credentials grant login access), and invalid input 

classes were verified to be rejected (mismatched passwords trigger 

registration failure). All four user role workflows were fully tested: 

outsourcer registration and product addition, consumer registration and 

order placement, B-Pay account creation and payment execution, and 

admin visibility of all records including blockchain hashes. 

C. System and Integration Testing 

System testing confirmed that the entire integrated software system 

meets requirements by testing end-to-end workflows. Integration 

testing verified that the Java Servlet backend, MySQL 5.5 database, 

and JSP frontend components interact correctly under concurrent user 

access scenarios. The blockchain hash chain was verified to maintain 

integrity across multiple sequential payment transactions, and the 

admin blockchain view was verified to display all records accurately. 

D. Performance Testing 

Performance tests confirmed that the system produces outputs within 

acceptable time limits. The SHA-512 hashing operation adds under 5 

milliseconds per transaction on the target hardware (Pentium Dual 

Core 2.00 GHz, 4 GB RAM). The full payment workflow from order 

confirmation to blockchain hash storage completes in under 2 seconds 

under normal single-user load conditions, validating the practical 

efficiency of the blockchain integration. 

X. CONCLUSION 

This paper proposed a blockchain-enabled, data-driven framework for 

rural e-commerce that effectively bridges the gap between investors, 

businesses, and consumers by leveraging AES-256 encryption and 

SHA-512 blockchain hashing to enhance data security, transparency, 

and efficient resource allocation. The four-module architecture — 

Outsource, Consumer, B-Pay, and Admin — successfully implements 

a complete e-commerce lifecycle from product listing through 

blockchain-verified payment. 

The integrated B-Pay payment gateway with SHA-512 chained 

hashing provides tamper-proof transaction records, while the Admin 

blockchain viewer ensures full audit transparency. Security analysis 

demonstrates robust protection against unauthorized access, data 

tampering, replay attacks, and insider threats. Performance evaluation 

confirms that the system maintains low latency across all core 

operations, making it suitable for practical deployment in rural e-

commerce environments. 
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In future work, we plan to extend the system to support smart contract 

automation using Ethereum or Hyperledger Fabric, incorporate 

machine learning models for demand forecasting and fraud detection, 

extend the mobile interface for low-connectivity rural environments, 

and implement multi-factor OTP-based authentication and role-based 

access control for production-grade security deployment. 
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