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ABSTRACT

Face anti-spoofing systems should be able to offer high
detection rates with reduced computation requirements to be
used as a biometric system operating in real-time. Deep
learning models are highly capable of spoof detection; still their
escalating complexity frequently makes them impractical on
resource-constrained platforms. The current paper gives a
systematic performance-efficiency trade-off analysis of several
YOLOvV11 architectural variants. Names of these variants are
Nano, Small, Medium, Large, and Extra Large. Each variant is
tested against a common dataset and an experimental setup
based on a common dataset and experimental set up in terms of
precision, recall, F1-score, accuracy, mean Average Precision,
and inference speed. The results of the experiments indicate the
existence of trade-offs between the model complexity and
performance with lightweight variants of YOLOv11l being
appropriate to run on a real-time and on an edge. On the other
hand, larger variants are appropriate to offer higher accuracy
to security-critical systems. The work offers viable
recommendations on the use of suitable YOLOv1l variants
depending on the deployment needs.

Index Terms
Face anti-spoofing, presentation attack detection, YOLOv11,
model efficiency, real-time inference, deep learning.

I. INTRODUCTION

Use of face recognition is highly embraced in Biometric
authentication systems because it is non intrusive and easily
deployed [1]. Nevertheless, face recognition systems are
susceptible to presentation attacks, such as printed photographs,
replayed videos, and display-based spoofing. These attacks
intimidate the security of the system [3], [29]. Presentation attack
detection (PAD) which is also known as face anti-spoofing tries to
overcome these vulnerabilities by authenticating the liveness of
facial inputs [2].

The latest innovations in the field of deep learning have made high
improvements in terms of face anti-spoofing performance, as
automatic learning of discriminative features becomes feasible
[14], [18]. However, real-time and edge-based deployments of
modern deep neural networks can be very expensive in terms of
computation and cannot be performed anywhere [24]. In real-world
systems, to choose the right model, one has to balance between
detection accuracy, inference speed and required hardware.

YOLO-based models have become popular by virtue of their ability
to perform in real-time and scale [11], [12]. YOLOv11 model has
several architectural variants with variation in depths and widths. It
allow us to do a systematic study of the trade-offs between the
desired accuracy and efficiency. This paper explores the variants of
the YOLOvV11 architecture in the face anti-spoofing to offer
deployment-based information.

I1. RELATED WORK
The initial work on face anti-spoofing involved handcrafted feature
extraction like texture-based and frequency-domain features along
with classical classifiers [4], [5], [9]. Although these methods

showed fair performance in controlled conditions, they were not
strong enough to withstand the changes in the environment [6].

Later, deep learning-based methods have proved to be predominant
with CNN architectures including VNN, ResNet and DenseNet
showing higher accuracy of spoof detection [11]-[13],[14]. The
recent works examined auxiliary  supervision, domain
generalization and frequency-conscious learning to enhance
robustness across datasets [16], [20], [25].

Even though lightweight CNNs to face anti-spoofing have been
suggested to make mobile deployment feasible [24], none of the
studies offer a comparative analysis at various levels of the
architecture within the same model family. The literature has this
gap since the paper compares variants of YOLOv11 to determine
them under the same experimental conditions.

I1l. YOLOvV11 Variant Architectures

YOLOV11 provides a scalable family of architectures designed for

real-time vision tasks. Each variant shares the same core design but

differs in depth, channel width, and parameter count:

e YOLOv1l-Nano: Optimized for minimal latency and low
memory usage.

e YOLOv1l-Small: Balanced model offering real-time
inference with improved accuracy.

e YOLOv11-Medium: Enhanced representational capacity with
moderate computational cost.

e  YOLOv1l-Large: High-capacity model for improved spoof
detection accuracy.

e YOLOv1l-Extra Large: Maximum representational power
for security-critical deployments.

These variants enable analysis of how architectural scaling

influences face anti-spoofing performance [11], [12].

IV. EXPERIMENTAL SETUP
A. Dataset: The total amount of image samples in the dataset
was 7092. This dataset was divided into two mutually
exclusive classes, namely Real Faces (authentic live images)
and Fake Faces (spoofed representations). The fake samples
were the attacks on printed photos, the video replays and the
display-

B. based spoofing with different illumination and pose
conditions. Samples were collected in such manner that it
covers different type of backgrounds, lighting levels and face
orientations. [8], [17]. So dataset will be able to generalize
widely. A stratified sampling method was used to divide the
dataset into three subsets, i.e. training, validation and testing.
In these subsets, classes (real and fake) are balanced equally.

C. Experimental Environment: All experiments were executed
using Google Colab Pro with GPU acceleration. All the
experiments were performed in the same hardware and
software environment to ensure consistency in the
experiments of all the YOLOvV11 variants.
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D. Training Configuration: All YOLOv11 models were trained
using standardized hyper-parameters to make a fair
comparison. : Models were initialized with pretrained weights
to accelerate convergence [12]. Input images were resized to
640x640640 \times 640640x640 pixels, and data
augmentation techniques such as flipping, rotation, brightness
adjustment, and noise injection were applied [24]. During
execution, concept of early stopping was initiated. It
encourages convergence stability, when validation loss
stopped gaining within 20 consecutive epochs. Checkpoints
were model checkpoints that were saved at the epoch that had
the largest value of validation mAP@0.5. The pre-trained
weights were used to initialize all YOLO models using the
COCO dataset. It allows quicker convergence and better
performance with a small number of samples.

E. Evaluation Metrics: Performance was evaluated using
Precision, Recall, Fl-score, Accuracy, and mean Average
Precision (mMAP@0.5) [29]. Computational efficiency was
assessed using inference speed measured in frames per second
(FPS) and milliseconds per frame [30]. Model evaluation was
performed using both quantitative and qualitative metrics.
Some of the important matrices are follows:

e  Precision (P): ratio of positive sample (correct perdition)
to all predicted positives.

e Recall (R): ratio of correctly predicted positives to all
actual positives.

e F1-Score: harmonic mean of precision and recall,
balancing both error types.

e mAP@O0.5: mean Average Precision at 0.5 loU
threshold. It measures localization and classification
accuracy.

e mMAP@0.5-0.95: averaged precision across multiple loU
thresholds (0.5 to 0.95 in 0.05 steps) It provide a detailed
accuracy measure.

e Loss Functions: There are mainly Box Loss,
Classification Loss and Distribution Focal Loss (DFL).
These are validation losses to ensure stable convergence.

e Inference Speed: measured as frames per second (FPS)
and milliseconds per frame (ms/frame). It reflects the
model efficiency.

V. RESULTS AND PERFORMANCE ANALYSIS
Experimental results demonstrate clear performance—efficiency
trade-offs across YOLOv11 variants. Lightweight models such as
YOLOv11-Nano and YOLOv11-Small achieve high inference
speed with ompetitive accuracy, making them suitable for real-
time and edge-based applications [24].

Table 1: Comparison of all YOLOv11 Variants
for Classification

Metric N S M L XL
Precision 0.98 | 0.97 | 0.96 | 0.97 | 0.96
Recall 0.94 1094 | 094 | 0.96 | 0.95
F1-score 0.96 | 0.95 | 0.95 | 0.96 | 0.96
mAP@0.5 0.97 | 0.97 | 0.98 | 0.97 | 0.96
MAP@0.5—

095 0.89 | 0.89 | 0.89 | 0.89 | 0.88

Box Loss (val) | 0.47 | 0.46 | 0.46 | 0.45 | 0.46
Cls Loss (val) 0.33 | 032 | 0.32 | 0.26 | 0.29
DFL Loss (val) | 1.22 | 1.25 | 1.23 | 1.23 | 1.22

Table 1 shows the comparative study of results gathered from
experiments done with all variant of YOLOv11 with classification
problem. The findings reveal that the all variants of YOLOv11
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achieve high accuracy in classification. The table shows that
precision, recall and F1-scores are relatively high. These values are
ranging between 0.96 and 0.97. It shows that all variant of
YOLOV11 are stable and reliable to learn at all scales. With the
increase of the model size (Nano, Medium and Large) the accuracy
is increased up to 0.98. Parameter mAP@0.5 shows features
representation and classification discrimination. This parameter
improves marginally. In results highest value of mAP@O0.5 is
achieved with medium variant.

Tablel shows that extra large model has best results in Precision
0.96, Recall 0.96 and Accuracy 0.98. But it has slightly lower value
of MAP@0.5 (0.96) than Medium model (0.98). Result shown in
table demonstrates that larger architectures have significant
improvements but it costs us a high price of increased computation.
Smaller models (like Nano and Small) provided almost the same
performance at significantly faster inference speed, and were
suitable to lightweight deployment.

YOLOv11-Extra Large is a very stable classifier with high-quality
accuracy. It has balanced performance with precision and recall.
This is suitable in situations with a high stakes or complex
classification where the computational resources are not limiting.
Large and Medium models are not substantial with compare to
extra large variant. Sometime the Extra Large model is most
justified in case the maximum robustness and consistency are the
priorities rather than efficiency. In most real-world classification
applications, YOLOv1l medium or YOLOv1l large would be
more balanced approach. YOLOV11 extra large is the last and most
powerful when the main goal is to achieve performance.

Table2: Comparison of all YOLOv11 Variants
for Detection

Metric N S M L XL
Precision 0.98 | 0.97 | 0.96 | 0.96 | 0.96
Recall 0.94 | 094|094 | 094 | 0.95
Fl-score 0.96 | 0.95 | 0.95 | 0.95 | 0.96
MAP@0.5 0.97 | 0.97 | 098 | 0.98 | 0.96

mAP@0.5-0.95 | 0.89 | 0.89 | 0.89 | 0.89 | 0.88

Box Loss (val) 0.47 | 0.46 | 0.46 | 0.46 | 0.46

Cls Loss (val) 033 | 032|032 032|029

DFL Loss (val) 122 | 125|123 123|122

Comparison analysis is shown in below in Table 2. This study
determines the effect of various YOLOv1l models scales on
detecting accuracy, recall and efficiency. Smaller models came at
much faster inference times with very little accuracy loss. At other
hand, larger models showed better recall and slightly higher F1-
scores.

The comparison shown in above table, of the variants of YOLOv11
reveals that they all demonstrate high levels of performance
consistently. The highest precision (0.98) belongs to YOLOv11-
Nano. This is appropriate in the case when the false positives
should be reduced to the minimum possible. At the same time, the
overall accuracy is rather high. The best trade-off among the three
is YOLOv11-Large with the highest recall (0.96) and F1-score
(0.96), which is very essential to reduce the cases of missed spoof
attacks.

YOLOv11-Medium has the best mMAP@0.5 (0.98), as it has the best
localization ability at larger values of loU (standard). All the
models show similar values of mMAP@0.50.95 (0.88 to 0.89). It
indicates consistency in the implementation of the models in strict
demand areas. The final conclusion for detection task is YOLOv11-
Large is the best model to use in face anti-spoofing detection with
balanced precision and recall trade-off whereas, YOLOv11-Nano is
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the best to be used in resource-constrained settings where it is
lightweight and thus can be deployed.

YOLOv11-Medium and YOLOvll-Large provide improved
detection accuracy due to enhanced feature representation, at the
cost of increased computational complexity. YOLOv11-Extra
Large achieves the highest accuracy across evaluation metrics but
requires substantial computational resources, limiting its suitability
to server-based deployments. These findings indicate that no single
model is universally optimal; instead, variant selection should be
guided by application requirements and hardware constraints [17],
[29].

Trade-Offs and Deployment Considerations: The selection of
the model for a particular application will be based on the intended
deployment environment.

e YOLOv1iNano and Small variants are ideally suitable for
mobile or embedded applications. In such application domain
performance and power consumption are important factors.

e YOLOv1l Medium variant is ideal to use in real-time
verification. Some of the examples are enterprise attendance,
verification at ATM machine or online examination systems.
Medium variant is suitable for such applications because of its
moderate speed-accuracy profile.

e YOLOvV11 Large and XLarge models are useful in certain
application domains. Examples are centralized high-security
verification, forensic analysis or multi-user real-time
surveillance systems. Such larger models can utilize their high
GPU resources.

Besides, the common training system for all variants guarantees

linear scaling of model performance to obtain hardware

accessibility. In case of a dynamic trade-off scenario (e.g., Nano-
based assistance to live capture screening and XLarge-based
assistance to post-verification), hybrid deployment (e.g., Nano and

XLarge) can be used to provide efficient end-to-end anti-spoofing

workflows.

VI. DISCUSSION
The experimental results enable to confirm that the YOLOv11
architecture is efficient in the recognition of real and spoofed facial
inputs by visual and textual features. All the models performed
well with the precision and recall value being higher than 0.94. The
Medium type was found to have the best trade-off between
computational efficiency and detection accuracy. It indicates that
Medium model is to be the most balanced type of the face anti-
spoofing system to be used in the real-world.

Curve, matrix and loss behavior analysis showed that YOLOv11
models are very consistent and have low overfitting with scales.
Although, bigger models were better in recall and stability. Smaller
versions had better real-time capabilities. These findings support
the practicability of the use of YOLOv11-based frameworks to
achieve dependable, quick and scalable face anti-spoofing
recognition. This trade-off underscores the necessity of
deployment-aware model selection in biometric security systems
[24], [30].

VII. CONCLUSION

This paper presented a comprehensive performance—efficiency
trade-off analysis of YOLOv11 variants for face anti-spoofing. The
analysis of the entire experiment proves beyond a doubt that the
YOLOvV11 structure is a unified, effective and precise face anti-
spoofing recognition system. In both detection and classification
paradigms, all variants performed with high performance and
steady convergence. This model is also feasible in real-time. The
most balanced one was the YOLOv11l-Medium model, which
offered the highest possible accuracy with a moderate amount of
computation. The YOLOv1l-XLarge provided the highest
accuracy in mission-critical verification.

All these results demonstrate that the YOLOv11-based models are
more effective than conventional anti-spoofing approaches. These
models also offer a scalable architecture (Nano to XLarge) that can
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be implemented in a variety of real-world scenarios. This
effectiveness of such a method supports the possibility of the birth
of modern deep convolutional detectors. These will be linkage
between speedy visual recognition and solid liveness verification.
This will eventually increases the credibility of biometric
authentication methods.
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