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Abstract: The rapid expansion of artificial intelligence (Al) and digital infrastructures has intensified concerns related to
environmental sustainability, ethical governance, and cyber security. Existing global frameworks such as SDGs, ESG standards,
and cyber security models address these concerns in isolation, resulting in fragmented governance practices. This review critically
examines major international guidelines, standards, and studies, focusing on their treatment of sustainability, Al governance, and
cyber security. The analysis highlights significant gaps in Al lifecycle coverage, energy efficiency metrics, and integrated risk
management, particularly in the context of academic and institutional environments. The review establishes the need for a unified,

Al-centric sustainability and cyber security framework to support responsible and resilient digital transformation.

Index Terms - Artificial Intelligence, Green Al, ESG, Cyber Security, Sustainability, Academic Institutions, Maturity Model,
Governance, Energy Efficiency, Digital Infrastructure.

I.INTRODUCTION

The increasing deployment of Artificial Intelligence (Al) across education, research, and institutional governance has transformed
academic ecosystems into highly data-driven and compute-intensive environments. While Al-enabled systems improve efficiency,
decision-making, and learning outcomes, they also introduce significant challenges related to energy consumption, carbon
emissions, and cyber security risks. Early global sustainability initiatives such as the United Nations Sustainable Development
Goals (SDGs) and climate-focused disclosure frameworks established high-level environmental and social objectives, but they did
not consider the operational impact of Al technologies. As a result, Al-driven infrastructures in academic institutions have expanded

without adequate alignment to sustainability metrics or security-by-design principles.

Subsequent frameworks addressing ethical and trustworthy Al emphasized transparency, fairness, and accountability, yet largely
overlooked the environmental footprint and security resilience of Al systems. In parallel, the emergence of Green Al redirected
attention toward energy-efficient model training and reduced computational cost, but its scope remained limited to algorithmic
optimization without integration into institutional governance or risk management structures. At the same time, well-established
cyber security standards such as NIST and ISO/IEC 27001 provided comprehensive controls for protecting information assets, but
treated sustainability and ESG factors as external concerns. Recent interdisciplinary studies attempted to link cyber risk with
sustainability outcomes; however, they lack Al-specific maturity models and fail to address the unique operational realities of
academic institutions. This fragmented body of work clearly indicates the absence of a unified framework that simultaneously
addresses Al sustainability, ESG alignment, and cyber security governance, thereby motivating the need for integrated maturity-

based approaches.
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Il. LITERATURE SURVEY

A number of global initiatives and frameworks have shaped sustainability and governance practices over the past decade. The
United Nations Sustainable Development Goals (SDGs) established a global framework integrating environmental, social, and
governance objectives, promoting sustainable development worldwide [1]. However, the SDGs are high-level and do not provide
operational guidance for Al systems or cyber security in academic institutions. Similarly, the Task Force on Climate-related
Financial Disclosures (TCFD) enhanced climate risk reporting and organizational transparency [2], yet it primarily addresses
financial risks, excluding Al sustainability and security considerations. Studies on Al and automation analyzed socio-economic
impacts and governance implications [3], while the European Commission’s Trustworthy Al guidelines proposed ethical principles
such as transparency, accountability, and fairness for responsible Al deployment [4]. Nevertheless, both approaches overlook energy

efficiency, environmental impacts, and integrated cyber security mechanisms.

The concept of Green Al emerged to emphasize energy-efficient model development and reduced carbon footprint [5]. While it
focuses on computational efficiency, it does not incorporate ESG alignment or cyber security considerations. High-level ESG
reporting frameworks, such as the World Economic Forum’s Stakeholder Capitalism Metrics [6] and the UN Principles for
Responsible Investment (PRI) [10], support comparability, transparency, and long-term resilience, but are either not tailored for Al
systems or focus on investor perspectives. The Science Based Targets initiative (SBTi) aligns emission reduction targets with
climate science [7], but it does not explicitly include Al operational energy consumption or cyber security impacts. Industry-specific
reporting standards, including SASB [11] and GRI [12], enable disclosure of financial material and sustainability impacts, yet they

fail to consider Al lifecycle and cyber risk integration.

Cyber security governance frameworks address technical and operational risks but often neglect sustainability concerns. The NIST
Cyber Security Framework [8] defines best practices for managing cyber risks, and 1ISO/IEC 27001 [14] formalizes information
security management systems. However, neither incorporates ESG alignment or energy efficiency metrics. Some recent studies
attempt to link cyber risks with sustainability and environmental impact in digital infrastructures [9], but they lack Al-specific
maturity models. Platforms such as CDP [11, 13] facilitate large-scale environmental disclosure, and the IPCC reports [15] provide
authoritative evidence on climate change and industrial emissions. Nevertheless, Al-specific sustainability metrics, operational
energy considerations, and academic governance contexts remain largely unaddressed. Collectively, these studies highlight a critical

gap for a unified ESG-aligned, cyber-secure Green Al framework tailored for academic institutions.

Recent research highlights the growing integration of Al with ESG and sustainability principles, underlining the need for
frameworks that consider ethical, environmental, and governance dimensions in Al systems. A comprehensive responsible Al
assessment framework explicitly integrating ESG and Al principles has been proposed, providing practical metrics for responsible
Al governance and sustainability reporting across sectors [21]. Surveys on the synergy between Al and information security further
reveal that securing Al systems requires ethical design principles that align cyber security with broader governance goals [22].
Ethical sustainability frameworks emphasize the dual role of Al as both a contributor to climate challenges and a tool for climate
mitigation, reinforcing the need for balanced governance approaches in research and policy [23]. Work on Al-driven sustainable
finance demonstrates how machine learning and computational tools can improve ESG metric accuracy and implementation,
informing institutional ESG strategies [24]. Conceptual reviews on the governance, regulatory readiness, and accountability of Al
tools in sustainable finance stress gaps in transparency, bias management, and regulatory frameworks that hinder responsible
deployment [25]. Furthermore, systematic reviews on Al ethics and sustainability highlight the paradox of AI’s potential to advance
sustainable development while simultaneously posing ethical and environmental risks, calling for integrated interdisciplinary
oversight [26]. Collectively, these studies underscore the need for a unified model that integrates sustainability, governance, and

security concerns within Al deployment, particularly in institutional contexts such as academia.

[J]NRD2601318 ‘ IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) d147



https://ijnrd.org/
http://www.ijnrd.org/

Table 1: Summary of Key Sustainability, ESG, and Cyber Security Frameworks and Studies

JNRD

INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD)
© 2026 IJNRD | Volume 11, Issue 1, January 2026 | ISSN: 2456-4184 | INRD.ORG

-

Sl. | Author(s) and Year Focus Area Key Contribution Limitations Identified

No.

1 United Nations, 2015 Sustainable The SDGs established a global | The framework is high-level and

Development framework integrating | does not provide operational
Goals environmental, social, and | guidance for Al systems or cyber
governance objectives to promote | security in academic institutions.
sustainable development
worldwide.
2 TCFD, 2017 Climate Risk The TCFD  recommendations | The framework focuses on
Disclosure introduced structured disclosure of | financial risks and excludes Al
climate-related  financial  risks, | sustainability and cyber security
enhancing organizational | considerations.
transparency and strategic planning.
3 Manyika et al., 2017 Al and The study analyzed the socio- | Environmental sustainability and
Automation economic impact of Al and | cyber security risks associated with
automation across sectors, | Al systems were not addressed.
highlighting  governance  and
workforce implications.
4 European Commission, | Trustworthy Al The guidelines proposed ethical | Energy efficiency, environmental
2019 principles such as transparency, | impact, and cyber security
accountability, and fairness for | integration were not explicitly
responsible Al deployment. considered.

5 Schwartz et al., 2020 Green Al The authors introduced Green Al, | The work focuses on algorithmic
emphasizing energy-efficient | efficiency and lacks ESG
model development and reduced | alignment and cyber security
carbon footprint of Al systems. integration.

6 World Economic ESG Metrics The Stakeholder Capitalism Metrics | The framework does not address

Forum, 2020 provided standardized ESG | Al lifecycle management or cyber
reporting indicators to improve | security risks.
sustainability  disclosure  and
comparability.
7 Science Based Targets | Climate Targets | The initiative aligned corporate | Al operational energy
Initiative, 2020 emission reduction targets with | consumption and security impacts
climate science and the Paris | are notincluded.
Agreement.
8 NIST, 2020 Cyber Security The framework established best | Environmental and ESG
Framework practices for managing cyber | dimensions are not incorporated.
security risks across information
systems.
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9 Radanliev et al., 2020 Cyber Risk and The study linked cyber risks with | The work does not propose a
Sustainability sustainability and environmental | maturity model or Al-specific
impact in digital infrastructures. framework.
10 | UN PRI, 2021 ESG and The principles promoted ESG | The framework is investor-focused
Responsible integration into governance and | and not tailored for Al systems or
Investment investment decisions, improving | academia.
long-term resilience.
11 | SASB, 2021 Industry-Specific | The standards enabled disclosure of | Academic institutions and Al
ESG Standards financially material ESG issues | systems are not explicitly
across industries. addressed.
12 | GRI, 2021 Sustainability The standards  provided a | Cyber security and Al energy
Reporting comprehensive  structure  for | efficiency metrics are absent.
reporting environmental and social
impacts.
13 | CDP, 2022 Environmental The platform facilitated large-scale | Al-specific  sustainability and
Disclosure disclosure of emissions, water | cyber incident impacts are not
security, and deforestation risks. captured.
14 ISO/IEC 27001, 2022 Information The standard defined systematic | Sustainability and ESG alignment
Security governance mechanisms for | are not considered.
Management information security management.
15 IPCC, 2023 Climate Change | The assessment provided | The report does not address Al
Assessment authoritative evidence on | systems or institutional cyber
accelerating global warming and | security governance.
industrial emission sources.

16 | Al and Ethics: Ethical, | Al Governance, Highlights ethical and security .
technical, and security | Cyber Security issues of Al in real-world systems, Does. not. .address enV|r.onmentaI
challenges in Al,2024 supporting cyber-aware s_ustamablllty or ESG-aligned Al

frameworks lifecycle management.

17 | Al and Ethics: ESG- ESG Integration, | Proposes  ESG-integrated Al | Lacks operational cyber security
aligned Al assessment Responsible Al evaluation, relevant for sustainable | controls and institutional
methods,2025 Al maturity models implementation guidance.

18 | Discover Artificial Green Al, Discusses Al’s role in achieving ) .
Intelligence: Al Sustainability SDGs; informs ESG alignment and Foc.uses on strategu.: alignment;
contribution to UN Green Al implementation o.mlts Al .energ.y metrics and cyber
SDGs, 2025 risk considerations.

19 | Journal of Cyber Security, Shows how cyber risks affect
Environmental ESG environmental and governance | Does not propose Al-specific
Management: Cyber outcomes, justifying integrated | governance or maturity assessment
threats and ESG frameworks models.
performance,2025

20 | Sustainability (MDPI): | Al, ESG, Case studies on Al-driven ESG | Limited focus on cyber security
Al in ESG-oriented Sustainability strategies, supporting institutional | and lacks standardized evaluation

framework design indicators.
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strategies,2026

21 | Artificial Intelligence Al Governance, | Surveys trends linking Al with ESG o ) )
Review: Al in ESG and | ESG Integration | and sustainable finance, guiding Prlmanl.y . fl'nar.lce centric:
sustainable Green Al models academic |'nst|tut|ons and Al
finance. 2024 system security are not covered.

22 | Int. Journal of Digital Focuses on ESG data management
Computer Engineering | Sustainability, and cloud platforms, relevant for | Does not integrate Al model
and Technology: ESG ESG Data institutional Al governance sustainability or cyber security
data management & maturity assessment.
cloud,2024

23 | International Journal of | Governance, Conceptual  review on Al
Social Impact: Al Regulatory governance frameworks in | Remains conceptual and lacks
governance & Readiness sustainability contexts technical validation or Al lifecycle
regulatory integration.
readiness,2025

24 | IET Information Cyber Security, Provides robust security | Environmental sustainability and
Security: Cyber risk Risk frameworks applicable to Al and | ESG performance indicators are
management, 2024 Management institutional systems excluded.

25 IEEE Technology & Technology Addresses societal, ethical, and
Society Magazine: Policy, governance impacts of Al, | Does not offer measurable
Social, ethical, and Governance supporting ESG-aligned models frameworks or operational security
policy implications of controls.
Al, 2024

26 | Al & Society: Al Al Governance, Focuses on societal and ethical Al | Environmental efficiency and
interaction with social Social Impact implications, relevant for ESG and | cyber security integration are not
systems,2024 academic institution alignment addressed.

111.CONCLUSION

This review reveals a clear disconnect between sustainability frameworks, Al governance principles, and cyber security standards.

While each body of work contributes valuable insights, none offer a holistic framework that integrates environmental impact, ethical

Al, and cyber resilience across the Al lifecycle. The absence of Al-specific sustainability metrics, energy-aware security controls,

and institution-focused governance models remains a critical limitation. Addressing these gaps is essential for ensuring responsible

Al deployment in increasingly digital and data-intensive environments. Future research must focus on developing integrated,

measurable, and scalable frameworks that align sustainability objectives with cyber security and Al governance requirements.
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