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Abstract: The Electrical Fault Detection and Real-Time Monitoring Identifying and locating faults in underground power 

distribution systems is a challenging task due to limited physical access, slow fault detection processes, and complicated repair 

procedures. As a result, power supply interruptions often last longer and maintenance costs increase significantly. To overcome 

these issues, this project introduces an intelligent underground cable fault detection system based on Internet of Things (IoT) 

technology and machine learning techniques. The system is developed using a Raspberry Pi Pico microcontroller along with voltage 

and current sensors to enable continuous real-time monitoring of underground power cables. 

The experimental model represents underground cable lengths of 100 m, 200 m, 300 m, and 400 m. Both open-circuit and short-

circuit fault conditions are deliberately created using manual switching arrangements. The Raspberry Pi Pico continuously analyses 

electrical parameters and identifies abnormal changes in voltage and current values, allowing accurate detection and classification 

of different fault types. Upon fault occurrence, the system displays the fault location and its type on an LCD screen, ensuring quick 

and effective on-site troubleshooting. 

 

At the same time, live sensor readings and fault-related data are transmitted to a cloud platform through serial communication for 

remote supervision, visualization, and long-term data storage. The collected cloud data is further processed using a machine-

learning-based web application, where algorithms such as Random Forest are applied to study fault behaviour, identify recurring 

patterns, and predict possible future cable failures. By combining real-time IoT monitoring with machine learning-driven predictive 

analysis, the proposed system improves the efficiency, reliability, and intelligence of underground fault management.  

 

I. INTRODUCTION 

 

Underground power distribution systems are increasingly preferred in modern urban areas due to their higher reliability, improved 

public safety, and reduced visual pollution when compared to overhead transmission lines. These systems are less affected by 

environmental conditions such as wind, storms, and vegetation, making them suitable for densely populated regions. However, 

despite these advantages, underground cables are vulnerable to faults such as open-circuit and short-circuit failures arising from 

insulation deterioration, moisture ingress, thermal stress, mechanical damage, and aging of cable materials [1]. 

Fault detection and localization in underground cables remain a complex task because the cables are buried below the ground surface, 

making physical inspection difficult, time-consuming, and costly. In many cases, delays in identifying fault locations lead to 

prolonged power outages, increased operational losses, and complicated maintenance procedures [2]. Hence, there is a strong 

requirement for an automated, accurate, and real-time fault detection system to improve the reliability and efficiency of underground 

power distribution. 

Recent advancements in Internet of Things (IoT) technology and machine learning (ML) techniques have enabled the development 

of intelligent monitoring systems capable of real-time data acquisition, remote supervision, and predictive fault analysis [3]. IoT-

based systems allow continuous monitoring of electrical parameters such as voltage and current, while machine learning algorithms 

analyze historical data to recognize fault patterns and predict potential failures before they occur [4].      

This project presents an IoT- and machine-learning-based underground cable fault detection system using a Raspberry Pi Pico 

microcontroller. Voltage and current sensors are employed to monitor electrical parameters continuously and detect abnormal 

variations indicating fault conditions. The detected fault type, distance estimation, and real-time measurements are displayed locally 

on an LCD and transmitted to a cloud platform via serial communication for remote monitoring and data storage. Furthermore, 

machine learning algorithms such as Random Forest are implemented through a web-based application to analyze fault trends and 

forecast future failures, enabling proactive maintenance and reducing unexpected power disruptions in underground power 

distribution systems [5]. 

II. LITERATURE REVIEW 

Several researchers have proposed different techniques for detecting and locating faults in underground power distribution 

systems. This chapter reviews relevant research works related to underground cable fault detection, IoT-based monitoring 

systems, and machine-learning-based fault analysis, highlighting their contributions and limitations. 

Grainger and Stevenson [1] discussed the fundamental principles of power system analysis, including fault types and fault behavior 

in transmission and distribution networks. Their work provides a theoretical foundation for understanding open-circuit and short-

circuit faults, voltage variations, and current abnormalities in underground cables. However, the approach mainly focuses on 

conventional analysis techniques and does not address real-time automated fault detection. 

Rao [2] presented a detailed study on high-voltage transmission engineering, emphasizing cable insulation failures, thermal stress, 

and aging effects as major causes of underground cable faults. The author highlighted the difficulties involved in fault location due 

to underground installation and stressed the need for advanced diagnostic techniques. Although the study explains fault causes  
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clearly, it relies heavily on traditional maintenance methods rather than intelligent monitoring systems. 

Zanella et al. [3] explored the application of Internet of Things (IoT) technology in smart infrastructure systems. Their research 

demonstrated how IoT enables real-time data acquisition, remote monitoring, and efficient resource management. This work laid 

the groundwork for adopting IoT-based solutions in power distribution networks. However, it did not focus specifically on 

underground cable fault detection or fault localization techniques. 

Hastie, Tibshirani, and Friedman [4] presented comprehensive concepts of machine learning and data-driven modeling techniques. 

Their work explained how algorithms such as Random Forest can be effectively used for classification and prediction tasks. These 

techniques are highly suitable for analyzing electrical parameter data to identify fault patterns and predict future failures. However, 

their study was general-purpose and not specifically applied to power system fault diagnostics. 

Kumar and Singh [5] proposed a machine-learning-based approach for fault detection in underground cables. Their system utilized 

electrical parameter data and applied classification algorithms to identify fault conditions. The results showed improved accuracy 

compared to conventional threshold-based methods. However, the study did not integrate real-time IoT monitoring or cloud-based 

data visualization, limiting its practical implementation. 

III. SYSTEM OVERVIEW 

 
Figure 1: Block diagram 

The proposed system is designed to provide an intelligent and automated solution for monitoring underground power distribution 

cables and identifying fault conditions in real time. The architecture integrates sensing, processing, communication, and data 

analytics to improve fault detection accuracy and maintenance efficiency. The system aims to overcome the limitations of 

conventional fault detection methods by enabling continuous monitoring and data-driven decision-making. 

At the hardware level, voltage and current sensors are deployed along the underground cable model to measure electrical 

parameters continuously. These sensors capture real-time variations in voltage and current under normal and faulty operating 

conditions. The measured signals serve as primary indicators for identifying abnormalities associated with open-circuit and short-

circuit faults. 

The Raspberry Pi Pico microcontroller functions as the central control unit of the system. It receives sensor data, performs real-

time analysis, and compares the measured values against predefined operating thresholds. Fault simulation switches are 

incorporated to intentionally create different fault conditions at specific cable lengths, allowing validation of the detection logic 

and system accuracy under controlled scenarios. 

Once a fault condition is detected, the system determines the nature of the fault and estimates its approximate location along the 

cable. The processed fault information, along with corresponding electrical measurements, is presented locally through an LCD 

interface. This local display enables immediate fault awareness and supports rapid on-site troubleshooting without the need for 

additional diagnostic equipment. 

 

In addition to local visualization, the system transmits real-time sensor readings and fault information to an external device using 

serial communication. This communication mechanism enables remote monitoring and data logging, ensuring that operational data 

are continuously available for further analysis and long-term storage. 

The collected data are further utilized by a machine-learning-based web application for advanced analysis. Algorithms such as 

Random Forest are applied to historical datasets to identify recurring fault patterns and predict potential future failures. The 

integration of real-time monitoring with machine learning-driven predictive analysis enhances system reliability, reduces downtime, 

and supports proactive maintenance strategies for underground power distribution networks.  
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This project presents an IoT- and machine-learning-based underground cable fault detection system using a Raspberry Pi Pico 

microcontroller. Voltage and current sensors are employed to monitor electrical parameters continuously and detect abnormal 

variations indicating fault conditions. The detected fault type, distance estimation, and real-time measurements are displayed locally 

on an LCD and transmitted to a cloud platform via serial communication for remote monitoring and data storage. Furthermore, 

machine learning algorithms such as Random Forest are implemented through a web-based application to analyze fault trends and 

forecast future failures, enabling proactive maintenance and reducing unexpected power disruptions in underground power 

distribution systems [5]. 

IV. EXPERIMENTAL SETUP 

The prototype of the Underground cable Fault Detection and monitoring system as seen in Figure 2. 

1. Hardware Configuration 

 

 

 

 

 

 

 

 

 

 

The experimental setup is developed to evaluate the performance of the proposed underground cable fault detection system under 

controlled conditions. A laboratory-scale model of an underground power distribution line is constructed using resistive elements 

to represent cable segments of different lengths. The setup is designed to simulate real-world operating scenarios while allowing 

safe and repeatable fault testing. 

Voltage and current sensors are interfaced with the cable model to measure electrical parameters continuously. These sensors are 

positioned to capture variations in line conditions during normal operation as well as during fault occurrences. The sensed signals 

are conditioned and provided as input to the Raspberry Pi Pico microcontroller for real-time processing and analysis. 

A Raspberry Pi Pico microcontroller is employed as the main control unit of the experimental setup. It is programmed to acquire 

sensor data, monitor voltage and current levels, and detect abnormal conditions based on predefined criteria. The controller 

processes the incoming data to identify the presence of faults and determine the corresponding fault type. 

 

To validate the fault detection mechanism, manual switching arrangements are incorporated into the setup. These switches are used 

to intentionally introduce open-circuit and short-circuit faults at predefined points along the simulated cable. Different fault locations 

corresponding to 100 m, 200 m, 300 m, and 400 m cable lengths are created to test the accuracy of fault localization. 

 

An LCD module is connected to the microcontroller to display system status and fault-related information. When a fault is detected, 

the display provides details such as fault type, estimated distance, and measured electrical parameters.  

 

2. Software Architecture 

 

 

 

 

 

 

 

 

 

 

Figure 3:Web Dashboard Interface 

Figure 2: Hardware Connections 
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1. The Raspberry Pi Pico, embedded C/C++ firmware is developed using the Arduino framework or PICO-IDF environment. 

The code is designed to execute on the Raspberry Pi Pico microcontroller and handles real-time acquisition of voltage and 

current sensor data. It performs fault detection logic and uses serial (UART) communication to transmit measured 

parameters and fault information to an external system or cloud platform. 

 

2. The IoT communication module, implemented through serial communication protocols, is configured to interface the 

Raspberry Pi Pico with a cloud-based monitoring platform. The firmware manages data formatting, transmission timing, 

and error handling to ensure reliable upload of real-time electrical parameters. This enables continuous remote monitoring 

and logging of underground cable conditions. 

 

3. The Python-based machine learning system, developed using standard data science libraries, operates on a laptop or server 

environment. It retrieves sensor data from the cloud platform using REST-based communication, processes historical 

datasets, and applies machine learning algorithms such as Random Forest to classify fault types and predict potential future 

failures. 

 

3. Field Deployment and Testing 

 

 
Figure 4. Emergency Alert 

 

This is a Emergency Alert is used for Alert Management Fault notification alert configuration Alert system 
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V. FLOWCHART FOR ROVER OPERATIONS 

4. System Architecture Coordination 

 
Figure 5:. High-Level Architecture Diagram 

The diagram outlines a system designed for underground cable fault detection using IoT and machine learning. It begins with the 

Power Supply Unit, which starts with a 12V DC supply that is stepped down to 5V through a voltage regulator to provide power to 

the system. This ensures a stable power source for the embedded controller and other components. 

The Sensing Unit plays a critical role in detecting faults by monitoring the electrical characteristics of the underground cables. It 

includes a Voltage Sensor to measure the voltage levels in the cables and a Current Sensor to track the current. Abnormalities in 

voltage or current can indicate faults like open or short circuits in the cables. 

To simulate these faults, the Fault Simulation Unit contains Open Circuit Switches and Short Circuit Switches, which simulate 

faults at various cable lengths (100m, 200m, 300m, and 400m) to test the system’s response to different fault scenarios.goes directly 

to the monitor stage. This will provide continuous control in the electrical network in normal circumstances. 

The heart of the system is the Embedded Controller, a Raspberry Pi Pico, which processes the data received from the sensors and 

fault simulation unit. It performs the necessary analysis to detect any faults in the cables. The data is then communicated to other 

system components via the Communication Unit, which uses a CP2102 USB-Serial Module to facilitate data transmission between 

the embedded controller and the external devices, such as a user interface or cloud system. 

For user interaction and visualization, the Display Unit includes a 16x2 LCD Display, showing real-time information on the system's 

status and fault detection outcomes. The system also provides a Web Application as part of the User Interface, accessible through 

a laptop or computer. This allows users to monitor, control, and adjust settings of the fault detection system remotely. 

Finally, the system incorporates a Cloud & Analytics section, which includes an IoT Data Logger to store the data from the sensors 

for further analysis. The stored data is analyzed using a Machine Learning Engine, specifically employing the Random Forest 

algorithm, to enhance the accuracy and efficiency of the fault detection process by recognizing patterns and trends in the data. This 

combination of hardware and software components provides an advanced solution for underground cable fault detection and 

management. 

 

 

 

http://www.ijnrd.org/


                                                                 © 2025 IJNRD | Volume 10, Issue 12, December 2025| ISSN: 2456-4184 | IJNRD.ORG 

IJNRD2512284 IJNRD – International Journal of Novel Research and Development (www.ijnrd.org) c700 
 

 

5. Navigation Control Flow 

 
Figure 6:Navigation Flowchart 

VI. RESULTS AND DISCUSSION 

 

 
Figure 7:Image of web dashboard Durning fault 
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       Figure 8:Image of web dashboard Durning fault 

The implementation of advanced embedded machine learning techniques for underground cable fault detection demonstrated 

significant improvements in both accuracy and response time compared to traditional diagnostic methods. The system effectively 

processed real-time data from sensors and identified fault types such as short circuits, open circuits, and insulation failures with 

high precision. The integration of microcontroller-based platforms enabled efficient data acquisition and processing at the edge, 

minimizing latency and reducing dependency on centralized computational resources. This approach proved particularly effective 

in handling noisy signal environments typical of underground cable networks. 

 

Experimental results indicated that the machine learning model, trained on historical fault patterns and real-time sensor data, 

achieved rapid fault localization, often within seconds of occurrence. The use of lightweight embedded models allowed deployment 

on low-power devices without compromising detection performance. Comparative analysis showed that the proposed embedded ML 

system outperformed conventional methods in terms of fault detection rate and false alarm reduction. These findings highlight the 

potential of combining edge computing with intelligent algorithms to enhance the reliability of underground power distribution 

systems. 

The image displays the fault alert on the LCD Display of the underground cable fault detection system. It shows that a resistance 

fault (R Fault) has been detected at a distance of 100 meters from the monitoring point. The displayed voltage is 0.0V, and the 

current is 0.00A, indicating a fault or disconnection in the cable at that specific location. This real-time feedback allows for 

immediate action to be taken to address the issue. 

 

VII. CONCLUSION 

The integration of advanced embedded systems with machine learning (ML) for underground cable fault detection represents a 

significant leap forward in the reliability and efficiency of electrical infrastructure maintenance. By combining IoT-based sensing 

units with real-time data processing and machine learning algorithms, such as Random Forest, this system provides an intelligent 

solution to detect and predict faults in underground cables. The use of embedded controllers, such as the Raspberry Pi Pico, ensures 

that the system operates with minimal energy consumption while maintaining high accuracy in fault detection. Additionally, the 

communication unit allows for seamless data transfer, enabling remote monitoring and control via a web application, providing 

users with immediate access to system status and fault alert  

Through the incorporation of fault simulation units, which mimic both open and short circuit faults at various cable lengths, the 

system undergoes rigorous testing to ensure that it can handle real-world challenges. The data collected from the sensors is logged 

in the cloud for further analysis, improving the system's ability to predict potential failures and optimize maintenance schedules. By 

leveraging machine learning, the system continually improves its fault detection capabilities, making it more effective over time. 

Overall, this approach not only enhances the accuracy of fault detection but also significantly reduces the downtime and cost 

associated with underground cable repairs, paving the way for smarter, more resilient electrical networks 
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