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ABSTRACT:

The convenience and accessibility that online examinations provide have transformed modern education and
facilitated learning around the globe. They are especially helpful to students and education institutions during
their periodic assessment, however, the phenomenon of online examinations pose a serious risk of students
indulging in cheating and academic dishonesty. As part of this project, the prior works of CNNs DenseNet121,
YOLOV5, and YOLOVS8 have been analyzed, and a system of detecting cheating during online examinations is
proposed. A system for real-time observation was created with webcam input that looked for signs of head
movement, gadget usage, and other pertinent activities. As a result of test implementations, the YOLOv8 model
was the best performer in regard to detecting cheating with high accuracy and low time investment. As a result,
this system performs the monitoring autonomously while providing a linear and efficient method for

maintaining the integrity of online examinations.
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INTRODUCTION Convolutional Neural Networks (CNNSs), for the

detection of abnormal behavior in the context of an

The COVID-19 pandemic and other global events online examination. The system is designed to

have contributed tofalsudden surgggior thegigsd of automatically detect webcam footage of real-time

online education. Online evaluations have become . ]
webcam video stream of webcam video stream

one of the core functions in a remote education . ]
some abnormal behaviors of webcam-video stream.

system. A continuous evaluation system poses The intended outcome is to create a monitoring

different set of concerns that need to be addressed system that is intelligent, scalable, and reliable

figorously.  Lax moNRGEI NS Sl Ko iy which in turn increases the credibility and security

valuation, | ishon racti includin . .
evaluation, leads to dishonest practices including of online examinations.

use of third party devices, impersonation, and
outside assistance that are hard to track during the RELATED WORK

examination. To mitigate these issues, modern

techniques such as artificial intelligence and deep The ~more recent  developments in  artificial

learning frameworks can be useful. The focus of intelligence have considerably influen... This

this project is to assess the performance of some approach was restricted in practical application in

. . . cases of low bandwidth and low-resolution settings
deep learning models, especially the pre-trained
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because its input requirements were stringent in
terms of video quality. Malhotra et al. (2022)
proposed an Al-based proctoring tool integrating
face tracking and active window monitoring. Their
system was able to do identity verification and
behavior tracking but was unable to detect
sophisticated and subtle cheating techniques. Ow
Tiong et al. (2021) incorporated YOLO-based
object detection into an LSTM model for
monitoring of student activities in real-time. Their
framework performed well in detecting the presence
of restricted devices and flagged novel patterns of
behavior considered to be suspicious, but it was too
resource-intensive and raised significant privacy

concerns.

TABLEI.

Contributions and Their Impact on Current

Summary of Key Literature

detecting limitations in video

cheating patterns. quality needs.

Proposed a face- | Effective in identity

Malhotra tracking and verification, but
etal. window activity lacked depth in
(2022) monitoring detecting complex

system. behaviors.

Used YOLO and | Offered strong real-

Ow LSTM for real- time capabilities,

Research
A Impact on
Author Contribution
Research
Used CNN with Highlighted the
motion-based potential of CNNs
Ramzan )
| keyframe for real-time
et al.
extraction to detection, though
(2022) : i .’
detect cheating generalizability
behaviors. remained an issue.
Developed a
) Demonstrated a
smart online |
_ broader detection
Masud et proctoring
] spectrum but
al. (2022) system using )
) ) showed increased
multimodal input o
] false positive rates.
(eye, voice).
Alairaji Applied deep Reinforced video-
et al. learning to video | based monitoring’s
(2022) surveillance for potential, with

Tiong et time cheating influencing this
al. (2021) detection in project’s use of

online settings. YOLOVS.
PROPOSED APPROACH

The project proposes an Al-based surveillance
system that uses pre-trained convolutional neural
networks (CNNs) to identify cheating activities in
online examinations. It takes advantage of
DenseNet121 for image classification and YOLOv5
and YOLOvV8 for real-time object detection. The
system first collects webcam footage of the online
examinations and processes them to extract
keyframes based on motion to eliminate redundant
data. The keyframes are first processed through
CNNs to detect suspicious head movements, gadget
usage, presence of multiple persons, or talking. The
models were trained using a custom dataset that
features two primary categories, “Cheating” and
“No Cheating.” Because there are few publicly
available datasets that capture the nuanced
scenarios of cheating, this particular dataset
required manual collection and annotation. For real-
time detection, YOLOv8 was selected as it
outperformed other models in speed and accuracy.
The proposed system integrates with online

examination systems. It helps examiners respond in
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real time by visually alerting them with bounding
boxes and labels. Monitoring automation minimizes
hands-on oversight, increases scalability, and
maintains the integrity of academic remote

evaluations.

MOTION-BASED
KEYFRAME EXTRACTTION

l

_DETECTIONOF
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l
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-
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Figure 1: Proposed detecting cheating behaviors

METHODOLOGIES

The methodology of this project involves multiple
phases, starting from data acquisition to model
deployment for real-time cheating detection during
online exams. The process begins with dataset
preparation, where images were collected and
classified into two categories: “Cheating” and “No
Cheating.” These images were resized to 80x80
pixels using OpenCV and normalized to ensure
uniform input across models. Labels were assigned
numerically to each class, and the dataset was
shuffled and split into 80% training and 20% testing

using train_test_split from scikit-learn.

The model training phase employed two primary

architectures: DenseNet121 and YOLO.

DenseNet121, pre-trained on ImageNet, was fine-
tuned with a new classification head to differentiate
between cheating and non-cheating behavior.
Meanwhile, YOLOvV5 and YOLOv8 were utilized
for real-time object detection. YOLOV5 was trained
using a custom dataset from Roboflow, while
YOLOv8 used updated weights and improved

detection capabilities to monitor webcam streams.

For real-time monitoring, video frames from the
webcam were processed using the YOLOv8 model.
Each frame was analyzed to detect anomalies like
head movements, multiple faces, or device usage.
Detected activities were enclosed with bounding
boxes, and a class label was displayed with a
confidence score. This ensured that exam proctors
could visually confirm any suspicious behavior

instantly.

Performance  evaluation  metrics included
accuracy, precision, recall, and F1-score. These
were calculated using predictions from both test
datasets and real-time inputs to validate the
reliability of the models. The entire pipeline was
built using Python with libraries like Keras,
OpenCV, NumPy, and the Ultralytics YOLO

module.

RESULTS

The results of the proposed system demonstrate its
effectiveness in detecting cheating behaviors during
online examinations. After training and testing
multiple models, it was observed that YOLOvS8
significantly outperformed the other models,
including DenseNetl21 and YOLOv5, in both
speed and accuracy. The system achieved an overall
detection accuracy of over 94%, with precision,

recall, and F1-score also exceeding 90%, indicating
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a high level of reliability in classifying cheating and

non-cheating behaviors.

DenseNet121 performed well in static image
classification, accurately distinguishing between
frames labeled as “Cheating” or “No Cheating.”
However, it lacked the speed required for real-time
video surveillance. YOLOv5, while faster,
occasionally misclassified overlapping or low-
resolution inputs. YOLOV8 provided the best trade-
off, offering real-time analysis with high accuracy

and minimal latency.

During real-time testing, the system successfully
identified suspicious activities such as head
movement, presence of additional persons, and use
of electronic devices. Detected behaviors were
highlighted with bounding boxes and labeled with
confidence scores, allowing examiners to make

informed decisions quickly.

Yolov8 training graph

No Cheating Detected

Cheating Detected

DISCUSSION

The implementation of this project highlights the
practical potential of deep learning in ensuring
academic integrity in online exams. By integrating
pre-trained CNN models, particularly YOLOVS, the
system demonstrated strong capabilities in detecting
cheating-related behaviors with high precision and
minimal delay. The real-time detection of anomalies
like head movement, gadget usage, and multiple
persons in the frame provides a much-needed layer

of security in virtual examination environments.

One of the key strengths of this approach is its
ability to operate without manual supervision,
offering scalability for institutions conducting
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large-scale remote assessments. Additionally, using

motion-based  keyframe  extraction  reduced
processing overhead, making the solution both
efficient and resource-friendly. The use of a custom
dataset, although limited in size, allowed for
targeted training that improved the model’s focus

on relevant cheating scenarios.

However, certain limitations were noted. The
reliance on webcam quality and lighting conditions
can affect detection accuracy. Also, subtle
behaviors like whispering or screen peeking may go
undetected without multimodal inputs such as audio

or eye-tracking data.

Despite these challenges, the project successfully
demonstrates that CNN-based video analysis,
especially with YOLOVS, can be a transformative
tool in online exam proctoring, paving the way for
more secure and fair digital education

environments.

CONCLUSION

This project presents an effective solution for
detecting cheating behaviors in online examinations
using pre-trained Convolutional Neural Networks,
particularly YOLOv8. By leveraging real-time
video analysis, the system accurately identifies
suspicious activities such as head movement, the
presence of unauthorized individuals, and gadget
usage. The YOLOv8 model demonstrated superior
performance compared to DenseNetl21 and
YOLOV5, offering high accuracy, low latency, and

robust detection in varied conditions.

Through custom dataset training and motion-based
keyframe extraction, the solution ensures efficient

monitoring with reduced processing overhead.

While certain limitations exist such as dependency
on camera quality and lack of audio input the
system provides a scalable and automated
proctoring mechanism that addresses the integrity

concerns of online assessments.

Overall, this work highlights the promising role of
Al and deep learning in enhancing digital education
platforms. Future improvements may include
incorporating audio and gaze tracking to strengthen
the detection of subtle or indirect cheating

behaviors.
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