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Abstract 

Children now encounter digital surveillance—parental control apps, school device monitoring, platform 

tracking, and location services—from their earliest years online. While proponents argue that oversight 

enhances safety and supports learning analytics, a growing body of scholarship warns that pervasive 

monitoring may impair autonomy, increase anxiety, and alter social development. This paper synthesizes 

theory and empirical evidence to examine how early digital surveillance intersects with children’s online 

privacy and psychological well- being. Drawing on privacy as contextual integrity, self- determination 

theory, and adolescent developmental science, we articulate mechanisms—from privacy boundary 

turbulence to learned helplessness—through which surveillance can shape internal states (e.g., anxiety, 

depressive symptoms), behavioural outcomes (e.g., self- censorship, disengagement), and relational 

dynamics (e.g., trust erosion). We complement the review with a transparent, reproducible demonstration 

using a synthetic dataset (N = 720, ages 9–16) to model associations among surveillance intensity, 

perceived autonomy, anxiety, depression, sleep quality, and school engagement. Results illustrate 

moderate correlations consistent with prior literature and are visualized in figures and summary tables. We 

conclude with design, pedagogical, and policy recommendations, including privacy- by- default settings, 

proportionate school monitoring, child- centred data governance, and family media agreements that 

scaffold autonomy. The paper aims to provide educators and policymakers a clear, actionable framework 

for balancing safety with respect for children’s rights to privacy and healthy psychological development. 

Keywords: children’s online privacy;; autonomy; anxiety; adolescent development; education 

technology; contextual integrity; COPPA; UNCRC; learning analytics ,digital surveillance. 
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Introduction 

 

1.1 Background and problem statement 

 

Digital technologies mediate children’s socialization, learning, and play. From classroom management 

platforms to social media and smart wearables, data about children’s behaviour’s, preferences, and 

locations are routinely collected. Early digital surveillance— defined here as systematic observation or 

logging of a child’s digital activities by parents, schools, platforms, or third parties—reshapes the 

distribution of power and information in children’s lives. While safeguarding motives are genuine, the 

same practices can introduce privacy risks and psychological harms, especially when monitoring is 

intensive, opaque, or punitive. 

1.2 Scope and research questions 

 

This paper asks: (RQ1) How does early digital surveillance affect children’s sense of privacy and 

autonomy online? (RQ2) What psychological outcomes are associated with higher surveillance intensity? 

(RQ3) How can homes, schools, and platforms balance safety with developmental needs? We integrate 

theory, review representative evidence, and demonstrate analytic approaches using a transparent synthetic 

dataset to illustrate plausible relationships without exposing real children’s data. 

1.3 Contributions 

 

We make three contributions: (1) a multidisciplinary synthesis linking privacy theory to child 

development; (2) an analytic demonstration with open synthetic data that instructors can use as a teaching 

case; and (3) consolidated recommendations for families, schools, and vendors aligned with international 

children’s rights frameworks. 

2. Theoretical foundations 

 

2.1 Privacy as contextual integrity 

 

Nissenbaum’s contextual integrity possess that privacy is preserved when information flows conform to 

norms governing actors, attributes, and transmission principles within a context. For children, contexts 

(home, school, peer groups) vary in expectations: a teacher reviewing quiz performance fits classroom 

norms, but continuous webcam proctoring during homework 

may violate home norms. When monitoring exceeds expected norms, children may experience privacy 

boundary turbulence, uncertainty, or distrust, which can elevate stress and self- censorship. 

2.2 Self- determination theory and autonomy support 

 

Self- determination theory (SDT) emphasizes basic emotional needs: autonomy, competence, and 

understanding. Surveillance practices that prioritize switch over guidance can frustrate autonomy, 

undermining intrinsic motivation and well- being. Conversely, transparent, proportionate oversight that 

involves children in setting rules may support competence and relatedness while minimizing autonomy 
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costs. 

2.3 Developmental considerations 

 

Adolescence is marked by identity exploration and sensitivity to social evaluation. Neuromaturation 

heightens reactivity to status and peer feedback, making perceived scrutiny particularly salient. Intensive 

monitoring can externalize regulation (children behave to avoid detection) rather than internalize norms, 

potentially delaying self- regulation. Surveillance may also shift risk from “unknown others online” to 

“known authorities,” complicating trust within families and schools. 

2.4 Ethical perspectives on surveillance 

 

From a utilitarian standpoint, surveillance can be justified if it maximizes safety and minimizes harm; 

yet, the trade- off is that constant monitoring may cause psychological stress that outweighs safety gains. 

From a deontological lens, children possess inherent rights to privacy regardless of consequences, 

grounded in dignity and autonomy. Virtue ethics highlights parental and institutional responsibility to 

cultivate trust and respect rather than suspicion and fear. These ethical frameworks provide competing but 

complementary insights for policy design. 

3. Landscape of early digital surveillance 

 

3.1 Household surveillance 

 

Parents deploy content filters, location tracking, and keylogging or app time reports. Evidence is mixed: 

active mediation (co- using, discussion) relates to safer, more positive outcomes, while restrictive or 

covert monitoring correlates with higher secrecy and lower trust. Cultural norms and child age moderate 

these associations. In some collectivist cultures, parental oversight is normalized, while in others it may 

be perceived as overreach. 

3.2 School and edtech surveillance 

 

Schools increasingly utilize device management, AI proctoring, and safety analytics. Benefits include 

device security and detection of acutely harmful content. Risks include over- collection, bias, 

chilling effects on inquiry, and function creep (discipline beyond safety). During the COVID- 19 

pandemic, exam proctoring software often required students to install invasive monitoring tools that 

accessed webcams and microphones, raising debates on proportionality and necessity. Proportionality, 

minimization, and clear purpose limitation are frequently lacking in practice. 

3.3 Platform and third- party tracking 

 

Platforms track engagement for personalization and advertising; identifiers can follow children across 

contexts. Even with legal protections (e.g., COPPA; GDPR- K), dark patterns and default settings may 

nudge disclosure. Children limited bargaining power and incomplete understanding complicate consent. 

Cross- jurisdictional enforcement gaps allow companies to circumvent rules, leading to unequal 

protections worldwide. 
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3.4 Emerging technologies 

 

Wearables, smart toys, and emotion recognition systems represent new frontiers of surveillance. For 

example, AI- powered tutors can track eye gaze, facial expressions, and speech, potentially provide 

personalized feedback but also raise unprecedented privacy and ethical concerns. As emotion recognition 

remains scientifically contested, exposing children to such surveillance technologies may amplify risks of 

misinterpretation and bias. 

 

 

4. Methods (demonstration with synthetic data) 

 

4.1 Research Design 

 

This study employed a mixed-methods design combining quantitative survey data with qualitative 

insights. The rationale behind this choice was to capture both measurable psychological impacts of 

surveillance and the nuanced lived experiences of children in digital 

environments. The design included a cross-section survey, structured discussions, and secondary analysis 

of existing datasets on online privacy and child wellbeing. 

4.2 Participants 

 

The synthetic dataset used for analysis simulated responses from 720 children aged 9–16. The sample was 

designed to reflect diversity in terms of age, gender (Girl, Boy, Non- binary/Other), and socioeconomic 

backgrounds. While the data is simulated for research and teaching purposes, it was modeled on 

parameters reported in previous empirical studies (Livingstone & Blum-Ross, 2020; Stoilova et al., 2020). 

4.3 Measures 

 

1. Surveillance Intensity Index (0–10 scale): Combined metrics of device monitoring, location 

tracking, and app/usage logging. 

2. Perceived Autonomy (1–5 scale): Self-reported sense of control over digital life. 

 

3. Anxiety (0–21 scale): Based on GAD-7 inspired items. 

 
4. Depressive Symptoms (0–27 scale): Modeled after PHQ-9. 

 

5. Sleep Quality (1–10 scale): Higher scores specify better sleep. 

 

6. School Engagement (1–5 scale): Measures interest and participation in learning activities. 

4.4 Data Collection 

 

 Quantitative component: Surveys were administered in digital form. Data was anonymized and 

aggregated. 
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 Qualitative component: Semi-structured interviews (fictionalized in this synthetic dataset) focused 

on children’s feelings about surveillance, privacy, and autonomy. Themes included trust in 

parents/teachers, coping strategies, and emotional reactions. 

 Secondary sources: Peer-reviewed studies, policy reports, and international datasets were 

consulted to validate synthetic patterns. 

4.5 Data Analysis 

 Descriptive Statistics: Means, standard deviations, and distributions in spite of key variables. 

 Correlation Analysis: Pearson’s r to examine relationships among surveillance intensity, 

psychological indicators, and engagement. 

 Group Comparisons: Children were divided into tertiles (low, medium, high 

surveillance) for comparison of anxiety and autonomy. 

 Visualizations: Scatterplots and bar charts to illustrate associations (e.g., sleep quality vs. 

surveillance intensity). 

 Qualitative Analysis: Thematic coding was applied to interview narratives to highlight recurring 

concerns and coping mechanisms. 

4.6 Ethical Considerations 

 

Though the dataset is copied, the design reflects real-world research protocols. Ethical concerns in genuine 

studies would include: 

 Informed Consent: Both children and guardians must consent. 

 

 Confidentiality: Sensitive information about online behavior must be anonymized. 

 

 Minimizing Harm: Researchers must avoid triggering distress during questioning on surveillance 

and mental health. 

 Compliance: Adherence to COPPA, GDPR-K, and national child protection laws. 
 

 

 

5. Results (synthetic demonstration) 

 

5.1 Descriptive statistics 

 

Table 1 summarizes central tendency and dispersion for key variables; the sample spans ages 9–16 with 

balanced gender representation. Surveillance intensity averages in the mid- range, autonomy in the 

moderate range, and mean anxiety/depression within non- clinical bands, with variability suggesting room 

for associations. 

 

http://www.ijnrd.org/


 © 2025 IJNRD | Volume 10, Issue 10 October 2025 | ISSN: 2456-4184 |IJNRD.ORG 

IJNRD2510265 International Journal of Novel Research and Development (www.ijnrd.org) 
 

 
c587 

Table 1. Descriptive statistics of core variables (N = 720) 

 

Variable Scale Mean SD Min Max 

Surveillance Intensity 0–10 ~5.2 ~2.2 0.0 10.0 

Perceived Autonomy 1–5 ~3.3 ~0.9 1.0 5.0 

Anxiety Score 0–21 ~9.8 ~4.8 0.0 21.0 

Depressive Score 0–27 ~10.1 ~5.7 0.0 27.0 

Sleep Quality 1–10 ~6.0 ~1.4 1.0 10.0 

School Engagement 1–5 ~3.4 ~0.8 1.0 5.0 

5.2 Correlations 

 

Table 2 presents Pearson correlations among focal constructs. Patterns are consistent with theory: 

surveillance intensity correlates negatively with autonomy (moderate), positively with anxiety and 

depressive symptoms (small- to- moderate), negatively with sleep quality (small- to- moderate), and 

slightly negatively with school engagement. Autonomy correlates negatively with symptoms and 

positively with engagement. 

Table 2. Correlation matrix (Pearson r) 

 

 

Variable 
Surveillance 

Intensity 

Perceived 

Autonomy 

Anxiety 

Score 

Depressive 

Score 

Sleep 

Quality 

School 

Engagement 

 

Surveillance 

Intensity 

 

1.00 -0.63 0.72 0.68 -0.59 -0.41 

 

Perceived 

Autonomy 
-0.63 1.00 -0.55 -0.52 0.46 0.48 

Anxiety Score 0.72 -0.55 1.00 0.81 -0.44 -0.38 

Depressive 

Score 
0.68 -0.52 0.81 1.00 -0.42 -0.36 
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Sleep Quality -0.59 0.46 -0.44 -0.42 1.00 0.39 
 

Variable 
Surveillance 

Intensity 

Perceived 

Autonomy 

Anxiety 

Score 

Depressive 

Score 

Sleep 

Quality 

School 

Engagement 

School 

Engagement 

 

 

 

-0.41 0.48 -0.38 -0.36 0.39 1.00 

 

 

Note. Values rounded to two decimals for readability; consult CSV for precise 

coefficients if needed. 

 

 

5.4 Subgroup breakdowns 

 

Preliminary subgroup analysis reveals that younger adolescents (ages 9–12) reported steeper 

drops in perceived autonomy under high surveillance compared to older adolescents (ages 13–

16). Gender differences were modest, though girls reported slightly higher anxiety at equivalent 

surveillance levels. These patterns mirror some empirical studies showing developmental 

sensitivity in early adolescence. 

5.5 Regression models 

 

A simple linear regression predicting anxiety scores from surveillance intensity and autonomy 

(entered simultaneously) showed both predictors significant: higher surveillance predicted 

higher anxiety (β ≈ .30, p < .001), while greater autonomy predicted lower anxiety (β ≈ −.35, 

p < .001). Adding sleep quality as a covariate modestly reduced the surveillance effect, 

suggesting partial mediation through sleep disruption. 

 

 

6. Discussion 

 

6.1 Interpreting the patterns 

 

Within this demonstration, higher surveillance is associated with lower perceived autonomy 

and poorer well- being indicators (higher anxiety/depression, lower sleep quality, lower 

engagement). The magnitudes are modest to moderate—consistent with the idea that 

surveillance is one factor among many (e.g., family climate, socioeconomic status, online 

experiences).  Nevertheless,  the  directionality  converges  with  privacy  theory:  when 

monitoring is intensive and under- explained, children may experience reduced control, 

hypervigilance, and self- censorship, which relate to internalizing symptoms. 
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6.2 Mechanisms 

 

1. Boundary turbulence: Unexpected monitoring violates contextual norms, prompting stress and 

secrecy. 

2. Autonomy frustration: Continuous oversight crowds out self- regulation; behavior becomes 

compliance- oriented. 

3. Trust recalibration: Perceived suspicion by adults reduces disclosure and help- seeking. 

4. Sleep disruption: Late- night monitoring alerts and device restrictions can backfire, increasing 

covert use and irregular sleep. 

5. Identity experimentation constraints: Distress of observation narrows exploration, a core 

developmental task in adolescence. 

6.3 Implications for practice 

 

 Families: Prefer active mediation (co- use, conversation) over covert or blanket monitoring. Use 

transparent, time- bounded checks with child participation; shift from surveillance to skill- building 

(privacy literacy, critical media skills). 

 Schools: Apply proportionality: articulate specific safety purposes, minimize data collection, provide 

opt- outs or alternatives, and conduct impact assessments. Favor device- level security controls over 

continuous content surveillance when feasible. Avoid webcam/exam proctoring except where strictly 

necessary and justified. 

 Platforms/EdTech vendors: Implement privacy- by- default (data minimization, local processing, 

short retention), disable behavioural ads for minors, provide teen- friendly notices, and publish model 

cards and audits for safety algorithms. 

 Policymakers: Align national frameworks with the UNCRC’s best- interests’ principle; strengthen 

enforcement against deceptive design and secondary use; support independent oversight and 

standardized DPIAs for child- facing systems. 

6.4 Equity and inclusion 

Surveillance burdens are not evenly distributed. Marginalized children may experience more intensive 

monitoring and harsher consequences from algorithmic false positives (e.g., misclassification of benign 

content). Inclusive policymaking requires participatory design with children from diverse backgrounds, 

multilingual notices, and accessibility supports. 
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6.5 Limitations of this demonstration 

 

The dataset is synthetic and cross- sectional; thus, it cannot establish causality. Real- world studies must control 

for confounders (parental warmth, online risk exposure) and examine longitudinal effects. Psychological 

scales are represented as ranges, not validated instruments. Still, the demonstration is useful for pedagogy and 

for prototyping analytic pipelines before engaging with sensitive data. 

 

 

7. Recommendations (checklists) 

 

7.1 Home: autonomy- supportive digital parenting 

 

 Co- create a family media agreement with clear, age- appropriate rules and rationales. 

 

 Prefer joint problem- solving and coaching over device spying. 

 

 Use graduated oversight that recedes as competence grows; schedule reviews rather than continuous 

logging. 

 Teach privacy hygiene (passwords, privacy settings, digital footprints) and help children 

practice boundary setting with peers. 

7.2 School: proportionate and transparent monitoring 

 

 Define specific monitoring purposes; prohibit function creep into general discipline. 

 
 Default to data minimization; store locally when possible; set short retention. 

 

 Publish child- readable notices; provide appeal channels; run regular DPIAs and audits. 

 Offer privacy- respecting alternatives for high- risk tools (e.g., avoid always- on web cam 

proctoring). 

7.3 Platforms and vendors: design for children’s rights 

 

 Privacy- by- default settings, no behavioural ads for minors, simplified dashboards for teens and 

guardians. 

 Independent testing for bias and error; straightforward off- switches for monitoring features. 

 Developer SDKs that enforce age- appropriate data flows and contextual integrity. 

 

7.4 Policymakers: strengthening child data rights 

 

 Harmonize national laws with worldwide commitments such as the UNCRC. 

 

 Mandate independent audits for child- facing apps and edtech systems. 

 
 Create enforcement mechanisms with real penalties for misuse of children’s data. 

http://www.ijnrd.org/
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 Support awareness campaigns and privacy education in schools. 

 

8. Conclusion 

 

Early digital surveillance sits at the intersection of safety, pedagogy, and children’s rights. Theoretical lenses 

(contextual integrity; SDT) predict that intensive or opaque monitoring will frustrate autonomy, strain trust, 

and can be linked to internalizing symptoms and disengagement. Our synthetic demonstration illustrates these 

associations, while reaffirming that design and governance choices substantially modulate risks. A rights- 

respecting approach—grounded in transparency, proportionality, and autonomy support—can preserve 

benefits of digital tools without normalizing childhood surveillance. Future research should prioritize 

longitudinal, participatory methods, cross- cultural comparisons, and evaluations of privacy- preserving safety 

technologies that keep children both safe and free to grow. 
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