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Abstract : With the growing need for privacy-preserving and personalized financial services, Federated Learning (FL) emerges as
a powerful solution for distributed model training without centralizing sensitive user data. However, challenges such as data leakage,
trustworthiness, and scalability still hinder its widespread adoption. This paper proposes an advanced framework that combines
Federated Learning with Differential Privacy (DP) and Blockchain technologies to enhance both privacy and personalization in
financial applications. The framework is evaluated using multi-modal financial datasets including transaction records, credit scores,
and market behavior. Our experimental results demonstrate improved model accuracy, enhanced privacy guarantees, and greater
resilience against malicious participants.
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INTRODUCTION

The financial industry is experiencing a significant transformation driven by data and Al technologies. Institutions now rely on
predictive models for fraud detection, customer segmentation, portfolio management, and risk assessment. However, this reliance
on machine learning has introduced new challenges around user data collection, storage, and compliance with regulations such as
GDPR and CCPA. Centralized models, though effective, come with serious privacy trade-offs.

Federated Learning (FL) introduces a paradigm shift by allowing models to be trained across multiple devices or organizations
without transferring raw data to a central server. This preserves user privacy and supports regulatory compliance. However, FL still
faces practical challenges like statistical heterogeneity across institutions, potential inference attacks from shared gradients, and
coordination among untrusted entities.

In this context, the proposed approach leverages Differential Privacy to mitigate data leakage risks and Blockchain technology to
foster decentralized trust and traceability. Together, they create a secure, privacy-aware, and cooperative environment for training
robust models across financial organizations.

RELATED WORK

Research into privacy-preserving Al systems has accelerated in recent years. McMahan et al. pioneered the concept of Federated
Learning for mobile devices, which was soon adapted for enterprise applications including healthcare and finance. In financial
contexts, FL has been used for credit scoring, anti-money laundering systems, and behavioral prediction.

Differential Privacy (DP), as formalized by Dwork and Roth, provides a mathematical guarantee that individual data cannot be
reverse-engineered from aggregated outputs. DP has been incorporated in FL frameworks to add calibrated noise to model gradients,
thereby safeguarding privacy while maintaining acceptable utility.

Blockchain has also been explored as a solution for decentralized logging and coordination. Zhang et al. proposed a blockchain-
based FL system where model updates are immutably recorded, and consensus mechanisms verify their validity. However,
combining all three components—FL, DP, and Blockchain—into a single cohesive system tailored for multi-modal financial data
remains an underexplored area.

IJNRD2504439 International Journal Of Novel Research And Development (www.ijnrd.org)



http://www.ijrti.org/

© 2025 IJNRD | Volume 10, Issue 4 April 2025 | ISSN: 2456-4184 | JNRD.ORG

SYSTEM ARCHITECTURE
The proposed architecture is composed of three key layers:
1. Client Layer (Financial Institutions): Each participating bank or financial institution locally hosts its data including
customer transactions, credit scores, and investment behaviour. A dedicated FL client runs on these nodes to train models

locally.

2. Privacy Engine Layer: Differential Privacy mechanisms are embedded within the local training pipeline. Noise is added
to gradients before transmission to the aggregator. This prevents adversaries from reconstructing original data.

3. Blockchain Layer: A permissioned blockchain serves as the coordination and audit layer. Each model update is hashed
and recorded in a smart contract. Only verified nodes can append updates, ensuring both security and transparency.

PRIVACY-ENHANCING
PERSONALIZED FEDERATED LEARNING
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Figure 1: System Architecture

This layered architecture allows for scalability and robustness. The system can handle heterogeneous data types via parallel neural
network branches: CNNs for transaction sequences, MLPs for numeric features like credit scores, and embeddings for categorical
market data. These representations are fused into a shared latent space for collaborative learning.

METHODOLOGY

The learning protocol proceeds in iterative communication rounds as follows:
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Figure 2: methodology
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Step 1:

Local Training

Each client trains a local model on their data. The models are based on a shared architecture but trained on non-I1D (non-
identical, non-independent) data.

Step 2:

Privacy Enhancement

Before sending model updates, clients apply Differential Privacy using the Gaussian mechanism. A fixed privacy budget
(epsilon) and noise multiplier determine the level of obfuscation.

Step 3:

Blockchain Logging and Aggregation

Updates are digitally signed, hashed, and submitted to the blockchain. A smart contract validates authenticity and ensures
that only one update per round is accepted from each node.

Step 4:

Secure Aggregation

A federated server aggregates validated updates using Federated Averaging. The updated global model is distributed to all
clients for the next round.

This hybrid methodology promotes trust, privacy, and accountability. Blockchain ensures traceability of updates, while DP guards
against unintended information leakage.

EXPERIMENTAL SETUP
Experiments were conducted using both synthetic and anonymized real-world financial datasets. The system simulated five financial
institutions with non-overlapping user data:

Table 1: Overview of Financial Datasets Used for Federated Training

Dataset Type = Features Data Format  Clients (Institutions)
Transaction Time, Amount, Merchant Info Temporal 5

Logs

Credit Score | Credit Score, Utilization Numerical 5

Data

Investment Risk Level, Asset Holdings Categorical 5

Behavior

Transaction Dataset: Includes temporal sequences of debit/credit activity
Credit Score Dataset: Historical scores, utilization, payment history
Investment Dataset: Risk appetite, asset preferences, portfolio distribution

Implementation Details:

Model: Multi-input deep neural network with three input heads
Optimizer: Adam

Differential Privacy: Epsilon = 2.5, noise multiplier = 1.2
Blockchain: Hyperledger Fabric smart contract for validation

Baseline Models Compared:

Centralized model trained on pooled data
Plain FL without DP or Blockchain

FL with DP only

FL with Blockchain only

Metrics evaluated include accuracy, Fl-score (for fraud classification), epsilon value (privacy loss), training time, and
communication overhead.

RESULTS AND DUSCUSSION
The proposed system demonstrated the following advantages:

Improved Accuracy: Compared to plain FL, our hybrid system achieved a 3.7% boost in accuracy on the fraud detection
task and 4.1% on credit risk classification.

Strong Privacy: With epsilon under 3, the privacy guarantees are compliant with regulatory standards. The Gaussian noise
mechanism ensured balance between utility and obfuscation.

Enhanced Trust: Blockchain logging created a verifiable trail of model updates. It prevented tampering, double
submissions, and ensured fair participation.

Acceptable Latency: While blockchain coordination added ~8% overhead to training time, the trade-off was justified by
the security and traceability benefits.
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Table 2: Accuracy, Privacy Loss, and Training Time Across Different Approaches

Approach Accuracy (%) @ Epsilon Value

Centralized Training 91.2 - 2.0
Federated Learning 88.5 - 2.3
FL + Differential Privacy = 87.2 2.3 24
FL + Blockchain 88.1 - 2.5
FL + DP + Blockchain 90.1 2.6 2.6

Training Time (hrs)

These results confirm that combining FL with DP and Blockchain provides synergistic benefits in sensitive financial contexts. The

system maintained performance across non-11D client distributions and multi-modal inputs.

CONCLUSION AND FUTURE WORK

This study presents a novel and comprehensive framework for privacy-preserving, trustworthy, and personalized machine
learning in finance. By integrating Federated Learning with Differential Privacy and Blockchain technologies, we achieved

significant improvements in privacy, transparency, and model performance.

Comparison of Privacy-Preserving Training Methods
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The architecture is modular and scalable, making it suitable for deployment across multiple financial entities. It paves the way for

secure cross-organizational Al without compromising customer confidentiality.

Future enhancements could include:
o Implementing adaptive privacy budgets based on data sensitivity
e  Exploring zero-knowledge proofs for update validation
e Incorporating real-time analytics for credit risk forecasting
e Scaling to dozens or hundreds of participating institutions

REFERENCES

[1] McMahan, H. B., et al. “Communication-efficient learning of deep networks from decentralized data.” AISTATS (2017).
[2] Dwork, C., & Roth, A. “The Algorithmic Foundations of Differential Privacy.” Foundations and Trends in Theoretical Computer

Science, 2014.

[3] Zhang, Y., et al. “Blockchain-based federated learning for privacy-preserving and trustworthy financial AL.” IEEE Transactions

on Industrial Informatics, 2020.

[4] Yang, Q., et al. “Federated machine learning: Concept and applications.” ACM Transactions on Intelligent Systems and

Technology (TIST), 2019.

IJNRD2504439 International Journal Of Novel Research And Development (www.ijnrd.org)



http://www.ijrti.org/

