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Abstract -Phishing attacks are the simplest way to obtain sensitive information from innocent users. The aim of the
phishers is to acquire critical information like usernames, passwords, and bank account details. Cyber security persons
are now looking for trustworthy and steady detection techniques for phishing websites detection. This paper deals with
machine learning technology for the detection of phishing URLs by extracting and analyzing various features of

legitimate and phishing URLs. The aim of the paper is to detect phishing URLs as well as narrow them down to the
best machine-learning algorithm.

INTRODUCTION

The year 2020 saw people’s lives completely dependent on technology due to the global pandemic. Since digitalization
became significant in this scenario, cybercriminals went on an internet crime spree. Recent reports and research point
to an increased number of security breaches that cost the victims a huge sum of money or disclosure of confidential
data. Phishing is a cybercrime that employs both social engineering and technical subterfuge in order to steal the
personal identity data or financial account credentials of victims. In phishing, attackers counterfeit trusted websites
and misdirect people to these websites, where they are tricked into sharing usernames, passwords, banking or credit
card details, and other sensitive credentials. These phishing URLs may be sent to consumers through email, instant
messages, or text messages. According to the FBI crime report 2020, phishing was the most common type of cyber-
attack in 2020, and phishing incidents nearly doubled from 114,702 in 2019 to 241,342 in 2020. The Verizon 2020
Data Breach Investigation Report states that 22% of data breaches in 2020 involved phishing. The number of phishing
attacks as observed by the Anti-Phishing Work Group (APWG) grew through 2020, doubling over the course of the

year. In the 4th quarter of 2020, it was found that phishing attacks against financial institutions were the most
prevalent.

Fig. 2020 Trend in Phishing Sites
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Phishing attacks against SaaS and Webmail sites were down and attacks against E-commerce sites escalated, while
attacks against media companies decreased slightly from 12.6% to 11.8%. Considering the prevailing pandemic
situation, there have been many phishing attacks that exploit the global focus on Covid-19. According to WHO, many
hackers and cyber scammers are sending fraudulent emails and WhatsApp messages to people, taking advantage of
the coronavirus disease. These attacks are coming in the form of fake job offers, fabricated messages from health
organizations, covid vaccine-themed phishing, and brand impersonation.
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Fig. 2. Most targeted industries, 4Q 2020

RESEARCH METHODOLOGY

STEP FOR URL DETECTION

URL detector using Python and machine learning:

¢ Collect a dataset of real and predefined phishing URLSs for training and testing.

«» Extract relevant features from URLs (e.g., URL length, presence of ‘@', domain age, etc.).

+« Train a Random Forest algorithm to classify URLs as legitimate or phishing.

+«»+ Create asimple GUI with login and registration functionality for user access.

¢ Integrate the trained model into the backend to predict URL legitimacy in real-time.

«+ Display prediction results on the GUI and block phishing links when clicked.

++ Use the Gemini chatbot to assist users with information about phishing and URL safety.

% Evaluate model performance using metrics like accuracy, precision, and false positives/negatives.

RANDOM FOREST ALGORITHM

Random Forest is a powerful supervised machine learning algorithm used for classification and regression tasks.
It operates by constructing multiple decision trees during training and outputs the majority vote (in classification) or
average prediction (in regression) of the individual trees. The main idea is to improve accuracy and prevent
overfitting by using ensemble learning. Each decision tree is trained on a random subset of the data and features,
which introduces diversity among the trees and enhances overall performance.
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Steps involved in Random Forest Algorithm:

o Select random samples from the dataset with replacement (bootstrap sampling).

o Build a decision tree on each sample using a random subset of features.

e Repeat the process to create multiple decision trees (a "forest").

o Predict the class for a new input by aggregating predictions from all trees (majority vote).
e Output the result based on the majority class (for classification).
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The Phishing URL Detection Using Machine Learning paper is a Python-based application designed to identify
and block malicious URLSs using a trained machine learning model. The system features a simple and user-friendly
GUI allowing users to register, log in, and input or click on URLs for real-time phishing detection. A predefined
dataset of phishing and legitimate URLSs is used to extract key features such as URL length, presence of suspicious
characters, and domain- related information. These features are then used to train a Random Forest algorithm, which
effectively classifies URLS as phishing or safe. When a user interacts with a URL, the system processes it through the
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trained model and, if detected as phishing, instantly blocks the request and alerts the user with a warning message.
The backend, fully implemented in Python and running on a laptop, leverages libraries for data handling and
prediction. Additionally, a Gemini-powered chatbot is integrated into the interface to assist users by providing helpful
responses and information related to phishing threats.

IMPLEMENTATION & RESULT

IMPLEMENTATION

DATASET

In this dataset, there are URLS, including malicious URL data and benign URL data. Phishing URLSs were collected
from a service called Phish Tank, an open-source service. Phish Tank provides collaborative data on phishing on the
Internet through a database of phishing information, with the service providing multiple formats of data such as CSV,
JSON, and many more, which are updated hourly. My research led me to find a data set that contains benign, spam,
phishing, and malware.

Kaggle Dataset:

Kaggle datasets provides a variety of datasets that can be used for machine learning tasks, data analysis, and research.
The datasets are usually contributed by the Kaggle community or by companies and organizations that are interested in
sharing their data for research or analysis purposes. there are URLSs, including malicious URL data and benign URL data.
Phishing URLs were collected from a service called Phish Tank, an open-source service. Phish Tank provides
collaborative data on phishing on the Internet through a database of phishing information, with the service providing
multiple formats of data such as CSV, JSON, and many more, which are updated hourly. My research led me to find a
data set that contains benign, spam, phishing, and malware.

STEP BY STEP IMPLEMENTATION

Fig. Login Page for Secure Access to Phishing URL Detection System
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Step 1: User Registration for Secure Access

Fig. Secure Registration Page for New Users
Step 2: URL Threat Scanning and Detection
© Phishing URL detect
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Fig. URL Threat Scanner Detecting Safe Websites

Step 3: Detection of a Malicious URL
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Fig. URL Threat Scanner Identifying a Potential Phishing Website
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Step 4: Chatbot Al

O) Phishing URL det
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Fig. Al Chatbot Assisting Users with Phishing URL Detection

This figure demonstrates the Al-powered chatbot assistant integrated into the Phishing URL Detection System. The
chatbot, powered by Gemini Al, provides real-time assistance for cybersecurity concerns related to phishing
detection. In this example, the user inquires about phishing URLS, and the Al responds with an explanation of how
phishing links work and how cybercriminals use them to steal information. The chatbot enhances the system by
offering educational support, making it easier for users to understand, prevent, and detect phishing attempts.

RESULT

The results of the Phishing URL Detection Using Machine Learning paper demonstrate that the implemented
Random Forest model is effective in accurately classifying URLs as legitimate or phishing based on extracted
features. The GUI allows users to interact easily with the system, and phishing links are successfully blocked upon
detection, enhancing user safety. Additionally, the integration of the Gemini chatbot provides helpful guidance,
making the system both secure and user-friendly. Overall, the results validate the model’s capability to detect
phishing threats in real-time and support safe browsing practices.
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Fig. Confusion Matrix Representing Model Performance

[JNRD2504248 International Journal Of Novel Research And Development (www.ijnrd.org)



http://www.ijrti.org/

© 2025 IJNRD | Volume 10, Issue 4 April 2025 | ISSN: 2456-4184 | JNRD.ORG

Top 15 Feature Importance
-
-
Serve rmHandler -
RequestURL .
ksPointingToPage .
DomainReglen .
Googleindex l
AgeofDomain .
UsingIP I
DNSRecording l
PageRank I
0.00
mport:

Fig. Top 15 Feature Importance for Phishing URL Detection
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