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Abstract 

 

The conduct of some online users  via the internet, telephones faxes has raised some unforeseen 

issues that has overwhelmed the legislator. New forms of crimes like hacking, spamming, 

cyber stalking, phishing, virus attacks etc. are new phenomena  that were not in existence in 

the exclusive time of the paper regime. The need to prosecute cybercrimes with enhanced 

procedures committed in the wake of this  new electronic communication technologies is 

imperative. Due to the nature of EDI  in cyberspace that has no boundaries, it becomes 

necessary to examine how the prosecution of crimes under the Cameroonian criminal 

procedure code (CPC)  is carried out. A problem arises on whether the CPC makes adequate 

provision for the procedures in evidence to follow in the prosecution of such offences. This 

raises question as to whether the CPC should be amended to properly include provisions on 

the admissibility of electronic evidence. This article  highlights the ways to handle electronic 

evidence in court and recommend that some of the provisions of the 2010 law on cyber security 

in Cameroon should be incorporated into  the CPC in order to have a uniform code of practice. 

The major finding reveals that the CPC doesn’t have adequate provisions that canvasses the 

procedure for the admissibility of electronic evidence.  

Key Words: Electronic, Evidence, Admissibility. 

1. Introduction: 

 

Evidence refers to something that tends to prove or disprove the existence of an alleged fact.1 

It includes things, testimony and exhibits presented during a trial that sheds light to the facts 

that need to be proved. It is defined also as something that makes one believe that something 

is true or exists.2 Evidence that is used in court during any trial in known as judicial Evidence. 

Aguda defines it as a means by which the facts are proved while excluding inferences and 

                                                           
1 A. G. Bryan, Black’s Law Dictionary, Seventeenth Edition, Minnesota, West Group (1999) at P.576. 
2 Colin M., Cambridge Essential English Dictionary, Second Edition, Cambridge (2003) at P. 130. 
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arguments.3 The Cameroonian Criminal Procedure Code (CPC) of 20054  elucidates in its 

sections 313 to 316 the types of evidence and their admissibility but doesn’t clearly define 

evidence in itself  nor the rules that may be considered in their admissibility and what weight 

to give to them. Hydon clarifies this  by showing  how the rules of evidence should be, what 

should be considered in proving facts and the  weight that any type of evidence has.5  

 

Electronic evidence can be defined as information with probative value in an electronic media 

or that which is transmitted by the said media. It can also be evidence generated by electronic 

or mechanical means.  It includes data stored in a computer system or device and information 

transmitted electronically through communication networks. 6 

 

The origins of evidence can be traced back to religion where for instance, in  Christianity, the 

old testament of the bible as far back as the creation of man  in the garden of  Eden recorded 

the testimony of Adam and required proof to show why he ate the forbidden fruit. It follows 

also that the recordings of the old testament showed that at least the evidence of  two witnesses 

were needed to secure a conviction. Same was recorded in Ancient Roman Law and during the 

medieval period  from 1184 to 1896 in James B. Thayer’s treatise where he analyzed the law of 

evidence. The codification of the rules of evidence actually begun  between 1835 and 1853 where  

about eleven enactments were passed in England dealing with      evidence.7 

Evidence law was further developed in the Anglo-Saxon Jurisdictions and it became a 

distinctive feature of common law where jury trials were introduced in the 16th and 17th 

centuries.  Since the  medieval period, evidence has evolved beyond testimony, statements and  

real objects that could be seen, touched, heard and felt. Electronic records has been introduced 

in the species of evidence that a court can admit. This includes; e-mails, text documents, 

spreadsheets, images, graphics, database files, deleted files, data back-ups, floppy disks, zip 

disks, hard drives, tape drives, CD-ROMs, cellular phones, microfilms, pen drives, faxes , 

electronic Signatures etc.  This has come about  largely due to the discovery of computers,  the 

internet and other communication protocols in the 20th century. With the discovery of 

computers in the advent of the information age, traditional rules laid down  in the admissibility  

of evidence has not changed significantly. This is because what applies offline is a metaphor 

of what applies online. The main difference being the form in which information exist or the 

mode of commission of an offence.  

 

2. The Peculiarity of Electronic Evidence. 

 Electronic data that carries vital evidence can be easily manipulated and deleted through 

technological processes without any traces of  alteration. This is different when dealing 

                                                           
3 T. Akinola Aguda, The law of Evidence, 3rd  Edition , Ibadan, Spectrum law Publishing (1989), p. 3. 
3 Suit Nº CFIB/13C/2012 (Unreported). 
4 Law Nº  2005/007 of 27th July 2005. 
5 J.D. Hydon., Cases and materials on Evidence. London, Butterworths (1975), p. 3. 
6 www.signaturit.com accessed on the 01/03/2024. 
7 Sumit Kumar Suman,  ‘The Concept and Historical Background of the Evidence Law’’ Academike  Articles on                           legal 

Issues April 4, 2015. At www.lawctopus.com/academike/concept-historical-background-evidence/ accessed on the 25th of February 

2015.  
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with information contained on hard surfaces8 that will easily show mutilation or 

destruction of such surfaces when evidence is mutilated. This is different for the alterations 

of information contained in  electronic format where complex technological processes 

have to be applied to detect alterations. Considering the vulnerability of electronic data, a 

challenge that may arise is in the determination of the level of credibility that a court may 

attribute to information contained in a soft copy document. Thus it was succinctly put in 

a legal case on  dialogue held through the Chinese communication system ‘‘we chat that;  

“The possibility of manipulating digital files, through which this exchange of ideas 

materializes, forms a part of reality. The anonymity that such systems authorize and the free 

creation of accounts with a fake identity make it perfectly possible for a communication in 

which appear as a unique user relates to himself. Hence, the challenge of authenticity of any 

of these conversations, when they are brought to a court through printed files, shifts the 

burden of proof to whoever intends to take advantage of the probative suitability. It will be 

indispensable in such a case to carry out an expert’s test that identifies the true origin of this 

communication, the identity of the interlocutors, and thus the integrity of its content.”9 

The above implies that courts have to take cognizance of this phenomenon when considering 

to use electronic data.  It has been argued whether data in the electronic form are ‘‘goods 

as such’’ and therefore subject to property rights.  They are goods and that is why it can 

be deleted, transferred from one location to the other and the contents  edited to look 

otherwise. That is also why they can be used in trials to determine the facts in issue.  The 

examination of electronic data in this perspective has dire consequences in the law of 

evidence especially in their admissibility and relevance. The legal status of electronic 

data  as goods has to be therefore understood by a court  before attempting to use same 

as evidence that it may rely upon to make a decision. Thus electronic data are goods 

because they can be manipulated, transferred from one location to the other and even 

owned.  

The peculiarity of electronic data also lies in the  form in which it exists and has unlimited 

ability to go across territorial boundaries in cyberspace with high speed and their 

susceptibility to alternations with little or no detection. It is also easy and cheap to edit 

and delete by way of technology to make it look as if it never even existed. Information 

contained in data on  hard copies can easily indicate mutilations on the face of a document 

and a court can easily reject the admissibility of that type of evidence.  In electronic data, 

technology has made such mutilations very easy and sometimes fake information is 

conveyed as if it is the original with little or no possibility to ascertain its veracity. As 

examined above, since electronic data are ‘‘ goods as such’’ with its own peculiarities, if  

the information contained in the data is authentic  and has intergity, then it is the best form 

of evidence that a court can use to make its judgement. This is more so because its process 

of generation points to the fact that it will be indicative of the real actions of the parties in 

a trial and will tend to proof the intentions of the parties.  

                                                           
8 This may include papers, wood, metal or any other surface where indelible ink pattern may be applied.  
9  STS 300/2015, of May. 
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3.  The procedures laid down by the CPC in collecting Electronic Evidence.  

Procedure is a fundamental element in criminal law that failing to observe same properly 

may lead to the nullification of an entire trial.10  In order for evidence to be admitted, the 

steps taken to collect same has to be legal without violating the rights of any party. That is 

why evidence gotten by force, duress or promise of advantage is inadmissible. This rule 

has a long standing history in English case law.  

 

 It can arguably be said that the collection of electronic evidence in Cameroon  can be by 

any means since proof in the CPC is by any means.11 The collection of electronic evidence 

under the flagrante delicto procedure of the CPC may justify this argument because due to 

the nature of electronic evidence where data can be easily transferred or lost, it may be 

imperative at times to confiscate hardware containing the said evidence before informing 

the competent state counsel at the earliest possible opportunity. Paradoxically, this may 

still be dangerous because electronic evidence can be fabricated for self-service  through 

conventional technological processes like superimposing imaging, mirrow imaging, 

phishing, spamming etc. that may make the evidence that is sort to be  tendered to look as 

if it is real.  

 

The CPC has made provisions for the collection of electronic evidence but as regarding its 

admissibility rules during trials, the CPC is silent. Section 245 of the CPC elaborates how 

electronic evidence can be collected and empowers the examining magistrate as the 

competent authority to permit the collection of same. It is rather unfortunate that proper 

safeguards have not been indicated in the CPC on the certification of electronic evidence 

collected by competent certification authorities.12  

 

4.  Admissibility rules in Evidence that may apply to Electronic Evidence.  

   

The fate of a case may lie on tendering documents as proof. For instance, in a case of 

forgery, the forged document must be tendered in order to determine the act of forgery 

itself. So too in a crime committed online, an electronic record in the form of electronic 

data has to be tendered.  This falls in line with documentary evidence as captured by this 

article. Voice notes and  videos constitute electronic evidence if they are in soft copies.  

Documentary evidence may be admitted as primary evidence or secondary evidence. In the 

latter, the foundation must be laid to adequately explain the reasons why the original 

document is not in the possession of the party who is  seeking to tender same.  Worthy to 

note that electronic evidence exists mostly as secondary evidence.  This justifies why 

                                                           
10 CPC sctions 3 and 8 on relative  and absolute nullity.  
11 CPC, Section 308(b).  
12 A certification authority (CA) is an internal or a trusted third party entity that creates, signs and revokes digital certificates that 
bind public keys to user identities or  that verifies and issues the digital certificate with a digital signature that proves the SSL 
certificate was issued by the trusted certificate authority.   
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electronic data needs special rules to be tendered since electronic documents exist as copies 

of the original document stored in the random access memory (RAM) of computers. Such 

copies  are allowed if proper foundation is laid to tender them and if  the adverse party 

does not object to their admissibility or if the only record of the evidence sort to be tendered  

is with the adverse party and he fails to produce them after he has been served with a notice 

to produce.13   

Electronic evidence also needs proper foundation to tender because most exists  in 

duplicates of the same information in the hands  of  adverse or several parties at the same 

time who had engage in communication.  The aspect of admitting copies was articulated  

by the  Court of Appeal of the southwest region of Cameroon where it  held in the Tong 

Enow Lawrence case14 that exhibits J-J1 were rightly admitted because they complied with 

the provisions of section 314(b) of the CPC15 since the originals were in the possession of 

the adverse party. This is a right approach to admit electronic documents which lays down 

a proper foundation for the admissibility of copies from a plaintiff or defendant.  

It should be recalled under section 308 of the CPC that proof is by any means16 with its 

sub (c) laying emphasis on electronic evidence17 subject to sections 92 and 245. Section 

308 of the CPC attempts to throw light on electronic evidence but does not capture the 

conditions for tendering electronic evidence in court. While Section 245 of the CPC 

focuses only on the collection of electronic evidence by competent officers. These sections 

fall short of the general requirements laid down by the rules of evidence that insists on the  

proper foundation that has to be  laid down to tender documentary evidence.  Section 245 

of the CPC can be applauded because it clearly shows in all its sub sections the  various 

steps that have to be taken to validate electronic evidence without violating the rights of a 

suspect. It is also indicative of the competent authorities charged with issuing the requisite 

warrants to track and collect electronic evidence.  It clearly states issues of form and 

conformity  and goes further in its (1)  to view a post-master as a trusted  authority to send 

and receive correspondences. But however this does not fall in line with the requirements 

of certifying electronic messages  because  this role refers to what a postmaster can do in 

a paper regime type of communication.  

 

 The CPC18 gives  powers to an examining magistrate to order for the interception of 

electronic evidence. It insist that such order must be in writing.  It should also be recalled 

that this paper discusses on  the admissibility of electronic evidence in court during  a full 

                                                           
13 CPC, Section 313.  
14 Suit Nº CASWP/15M/C/2007(Unreported). 
15This is so because section 314(b) of the CPC describes copies as secondary evidence and when the    originals are in 

the possession of  the adverse party who refuses to produce same after a notice to produce has been served on him, any 

secondary copy tendered by the adverse party after laying this proper foundation is admissible.   
16 CPC, Section 308(b): Except where otherwise provided by law, an offence may be established by means of 

proof. 
17 Proof by means of wire tapping electronic listening devices or other instruments of 

surveillance is admissible under the conditions laid down in sections 92 and 245 above. 

 
18 Section 245(2) of the CPC. 
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trial which the CPC has not yet clearly indicate the rules for it’s admissibility during such 

trials in consideration to their nature.  

 

 The issue of proper foundation in the admissibility of electronic evidence during trial is 

even more complicated in the courts of records where such has to be specifically pleaded. 

Unlike in the Courts of First Instance,19  documentary evidence must be introduced by way 

of pleadings  in the courts of records by  the party who seeks to rely on them otherwise 

they will be inadmissible.20 The  High Court of Fako for instance  rightfully   admitted  

copies of documents tendered by the accused in the case of The People v. Nfor Gerald & 

Another21 because the documents were pleaded and the proper foundation was laid down  

for tendering the copies.  

 

It is common practice that most electronic evidence tendered in the law courts are not 

specifically pleaded by the prosecution thus casting doubt as to whether this rule has 

changed with the introduction of electronic evidence as a means of proving a fact in issue. 

Most often, even though not specifically pleaded, no certificates are usually attached from 

certification authorities to show that communication actually took place via a particular 

internet service provider (ISP) address or via other service addresses. This casts doubts 

upon the electronic evidence that our courts admit and relay upon  to make their judgment, 

thus creating floodgates for potential appeals and time wastage.    If  evidence in the 

electronic form is not specifically pleaded in these courts of records, then they  should 

arguably have no effect.  Hence evidence cannot be led to proof an unpleaded fact as was 

held in the case of Sonel v. Manfred M. Noto.22   Bawak JCA as he then was articulated 

this same point in Pierre Tchanque v. Paul Sinju23  that the defendants must plead all facts 

which according to them will show the action not to be maintainable or that a transaction 

is void or voidable.”24 

 

5. The Relevance of electronic Evidence in trials.  

  

As earlier mentioned, it will be an exercise in futility for a court to admit evidence that is 

irrelevant to a case. The process of collecting electronic evidence is cumbersome and a 

court dealing with same must carefully select what is relevant to a case because most often 

evidence in an electronic form may usually contain very long and lengthy scripts. Imagine 

going through the footage of a security camera that has recorded for twenty four hours 

every day for over a month. But the possibility to just rule out evidence because a counsel 

thinks it is irrelevant can lead to dire consequences because a fact may become relevant 

because it relevant to some other facts that are relevant to the facts in issue.  This is 

                                                           
19 This is so because courts of first instance are courts of summary jurisdiction. 
20 SCCPR, Order 3Rule 1. 
21 HCF/13C/2008(Unreported) 
22 (2002) 1 CCLR 13. 
23 (2002) 1 CCLR 95. 
24 M.A. Yanou M, Practice and Procedure in Civil Matters in the Courts of Records in Anglophone Cameroon. Calabar  

Wusen publishers, 2012. 
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buttressed by section 6 of the Nigerian Evidence Act 1990  which is instructive of the 

basic principle that the facts which are irrelevant are inadmissible. But the reverse is 

not to be taken as generally true. Facts which constitute facts in issue are relevant facts 

and those that form part of the same transaction with the facts in issue are relevant facts. 

Therefore to meet the requirement of relevance in the admissibility of electronic 

evidence, it is prudent to streamline the relevant parts of evidence that exist in electronic 

form to minimize waste of time and select those that throw more light in an instant case. 

 

Relevance is of great importance in the admissibility of electronic evidence by courts 

because by streaming the appropriate evidence to tender there is reduction of 

misconceptions, distractions and potential confusions. It is our opinion that a provision 

should be included in the CPC that dwells on the relevance of electronic evidence.    

 

6. Problems identified in the CPC on the admissibility of Electronic Evidence. 

 With the advent of computers and communication via internet and other communication 

protocols, much more needs to be  added to the law of evidence in Cameroon because  the CPC 

lays emphasis  on the way that electronic evidence is collected. It doesn’t clearly elucidate the 

manner of its preservation and the foundations that are supposed to be laid down before it is 

tendered in court. This is more so because electronic evidence is susceptible to alteration 

through complex technological processes  that may make falsified information to look as if it 

is real or that may falsify real information to look fake.  

 

 Inference on how electronic evidence can be handled in the Cameroonian courts could be 

drawn from the early  Indian Evidence Act of 1872 that was amended in 2000 under the  

Information Technology Act, 2000 which was based on the United Nations Convention on 

International Trade Law (UNCITRAL) Model Law on Electronic Commerce which  includes 

all documents plus  electronic record produced for the inspection of a court during a trial. Note 

that the phrase  ‘‘inspection’’ is used in the Indian Evidence Act which means certain conditions 

have to be fulfilled upon inspection before an electronic document is used in court as evidence.   

 

Due to the fact that electronic data interchange has no territorial boundaries by default and can 

be easily manipulated, the paramount question becomes its admissibility in courts where an 

authentication certificate is needed especially for communication that simultaneously took 

place within and abroad the territory of Cameroon. This aspect has been ignored by the 

Cameroonian CPC. 

 

It is opined in this article that  authentication needs to be done in order to lay foundation on 

electronic evidence before a court can admit same and rely on it. This is because contents 

transmitted via cyber space and telematics across vast  geographical territorial regions of the 

world with different systems of laws may  create  the potential for a court to use her own 

domestic rules to admit evidence which may not be accurate and can  lead to conflict of laws. 

Unfourtunately Cameroonian judges rarely pay attention to this aspect.   

http://www.ijrti.org/
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 Because of the fact that online communications traverse vast territorial boundaries with 

different systems of laws, it can be argued that the traditional rules for the admissibility of 

evidence should be applied uniformly across countries. It is for this reason that Lawrence 

Lessig argues that the invisible hand of cybers pace is building an architecture that is quite the 

opposite of what it was at  cyberspace’s  birth.25   

 

In determining the above, controversies as to the type of data that   can be admitted as electronic 

evidence can be resolved such that  if such evidence is admitted in court,  the court can rely on 

it to make its decision without fear. Even though it is  trite that the bedrock for admissibility is 

relevance, it may be an exercise in futility if a court spends time to admit evidence that will 

subsequently not be relied upon to make a decision.  

 

Despite the CPC in its section 313 mentioning the types of evidence that can be admitted by a 

court, it does not show how the foundation of electronic evidence   should be laid. This situation 

is further aggravated if such evidence concerns communication between two counterparts 

home and abroad.  But Law N° 2010/012 of 21st December 2010 relating to cybersecurity and 

criminality in Cameroon attempts to do so. 

 

7. A perspective for the Cameroonian CPC in the admissibility of electronic evidence.    

 A question that may be asked from the onset of trials involving cyber crimes is whether fair 

hearing rules are applicable in the Anglo-Saxon courts when hearing cyber offences? For an 

appraisal of whether the Anglo-Saxon courts in Cameroon really apply the rules of fair hearing 

in cyber crimes, it will be important to first of all understand the definition of cyber crime.  

Cyber crime is defined as any criminal activity that uses a computer either as an 

instrumentality, target or a means for perpetuating further crimes.26  It involves unlawful acts 

wherein the computer is either a tool or target or both. This involves activities such as financial 

crimes, sale of illegal articles, pornography, online gambling, intellectual property crimes, e-

mail spoofing, forgery, cyber defamation, cyber stalking and unauthorized access to a 

computer or system of computer networks.27  Theft of information contained in the electronic 

format, e-mail bombing,  Trojan attacks, internet time thefts, web jacking, theft of computer 

system, physically damaging the computer system all fall within the definition of cyber crime. 
28      

In December 2010, a new law on Cyber Criminality was enacted in Cameroon.29  The rational 

of this law is to fight cyber criminality. This law can arguably not be deemed to be necessary 

                                                           
25 Lawrence Lessig, Code and other Laws of cyberspace. Newrok: Basic Books (1999) P6.  
26 Pieter, K, Richard V. D., “Computers and Law in the Netherlands and the Role of the EEC” The European Review of 

Public Law,1991 vol. 3, Nº  .1 
27 This is also known as hacking. 
28 L.  Lessig, Code and other laws in Cyberspace New York, Basic Books ,1999, 
29 Law Nº 2010/012 of December 2010. 
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to stand as a legislation on its own because it creates a potential confusion between its 

application alongside the CPC which is the principal legislation that regulates criminal 

procedure in Cameroon.  

Although the said 2010 law regulates cyber security, there appears to be a misconception that  

stems from the fact that certain pre-questions on the legal status of electronic data have not 

been clearly defined.  Because of this misconception, the rules of evidence in trials concerning 

cyber crimes have been applied without consideration as to what constitute electronic data and 

their status as goods.   

The law on cyber criminality in Cameroon targets offences committed via the satellite, ground 

and electronic networks. It defines cyber criminality as an infraction of the law carried out 

through cyber space using means other than that used to habitually commit conventional 

crimes. Because of this vague definition, evidence on such has been wrongfully admitted by 

most courts. 

 Some courts have admitted copies of e-mails and rely on same to convict an accused without 

a third party certifying such mails. The decision of the court of First Instance Buea can be 

criticized for not following this basic rule. In the case of The People v. Obi Roland30 the 

accused  was sentenced to serve a  five years term   of imprisonment without having the emails 

properly verified. In the case, the complainant was not  even present in court rather 

communication tendered by the investigating officer were used the make a decision which was 

not only challengeable at the court of appeal but led to dire consequences that the accused 

suffered.31 It can be observed in this example that in cases where the complainant is not present 

to adduce evidence and where the accused challenges the evidence,  any electronic evidence 

collected has to be properly certified by a trusted third party because the consequences of a 

conviction greatly affects the fundamental rights of freedom of a convict.  In the above case 

one can suggested that the conviction was based on sentiments since cyber criminality was a 

new phenomenon in Cameroon in the mid 2000s and  judges did as much as they could to 

discourage same with disregarded of some fundamental rules of evidence. Woth noting that 

sentiments cannot justify the   breach of established legal rules in evidence.  

 

Paradoxically,  some judges have realized this lapse. It is for this reason that it  was held by 

Eware J. in the Buea Court of First Instance in the case of  The people of Cameroon v. Tamukum 

Fonjiyang Ferdinand & one other,32  that  the proper procedure was not carried out to obtain 

e-mails purported to be sent by the two accused persons. He further noted that besides, 

someone can create an e-mail address in another person’s name and send e-mails to the same 

address. He further held that, the e-mails were never certified by an authority to show that they 

                                                           
30 Suit Nº CFIB/55C/2008(Unreported). 
31 The basis for the conviction of the accused in this case never satisfied the audi alterem partem rule because no 

complainant was heard in chief nor cross examined nor re-examined. The judgment was biased because it was based 

only on police reports which were never authenticated by any internet service provider. This was purely a case where 

the accused was convicted against the hearsay rule in Evidence. 
32 (2014) 2 SLR. 
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emanated from Dallas in the United States of America. The judge categorically noted that; E-

mails are more susceptible to the fact that the information therein may be altered and 

forwarded, worse still, any person can create an email address in the name of another person 

and send e-mails to others that will make others to believe that the e-mails emanated from the 

person whose name appear as sender.33  

                                                        

The decision in this case can be applauded for sound legal reasoning and it can be concluded 

that some sections of the   2010 law on Cyber criminality dealing with authentication needs to 

be moved to the CPC.  Based on the above, the judge held that the evidence of the police was 

doubtful. He noted that; “because of procedural technicalities, the two accused who do not 

enjoy a good reputation will be walking free.” The accused persons were consequently 

acquitted and discharged. 

 

 In a technological advanced system, evidence in cyber crimes needs to be patiently assembled. 

That is why most police officers investigating cyber crimes will prefer to follow a suspects 

activities for a long period of time even  to a cyber shop where they can catch an offender in 

the act of communication in front of the computer or still to track a telephone conversation on 

registered numbers. By doing this, a strong foundation is laid for such evidence to be admitted 

and relied upon in court. The CPC as a procedural code, fails to consider this form of electronic 

evidence collection.  

 

Because  cybercrime is complex to detect and easy to commit, it is reasonable that evidence 

collected in cases of cyber criminality should be sent to an inquiry control chamber to ascertain 

the authenticity of the said evidence and a report drawn up before such is tendered in court. 

We strongly opine that this aspect should be incorporated in the CPC.  By so doing, a judge 

may be safe to convict based on the said evidence and may not violate the provision of section 

313 of the CPC.  Failure to observe this rule of evidence may render the decision of a case null 

under sections  3 and 8  of the CPC. 

 

Commencing criminal cases  concerning cyber offences by the flagrante delicto procedure is 

also very challenging. It has been observed that it is difficult to catch online criminals. That is 

why Eware J in the Tamukum Fonjiyang Ferdinand34 case supra emphasized that without 

taking time to gather the necessary e-evidence was fatal to the prosecution’s case. He insisted 

that certain procedural technicalities imposed by the law were not observed and that the 

investigation and the prosecution were  hastily and impetuously done.  

  

The same reasoning in the above case  led to the discharge of the accused in the case of  The 

People v. Mbah Valery.35   The complaint against the accused was based on allegation from an 

unknown Colombian whose identity could not be verified by the court and whose existence 

                                                           
33 (2014) 2 SLR. 
34 (2014) SLR 2. 
35 Suit Nº CFIB/225/10 (Unreported). 
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was doubtful. The complainant was never present in court during the hearing nor was his 

statement taken from him through any diplomatic channel as directed by the CPC.36  His 

discharge and acquittal was based on procedural lapses regarding the non certification of  

electronic evidence collected online. This was so because of the anxiety of the state counsel to 

prosecute the “new” offence called “scamming.” In the instant case, there was a gross violation 

in the way that the police recorded the statement of the accused.  

 

 It is a cardinal rule in the law of evidence and section 112 of the CPC  that evidence gotten by 

duress is inadmissible.  In the instant case,  evidence in chief from the accused pointed to the 

fact that  he was tortured at the police station  by hanging on a “Balansoire.”  The  prosecution 

never challenged this evidence but went further to tender doubtful records purporting to the 

fact that the accused had agreed to the communication between him and the victim of the 

offence of false pretence with the use of the internet.  

  

The above examples demonstrate the extent to which a case may be dismissed in court under 

section 3 and 8 of the CPC where electronic evidence has not been properly handled.  The 

flagrante delicto procedure37  as envisage by section 103 of the CPC itself  ought to strongly 

envisage electronic evidence because evidence collected in this procedure ought to be 

contemporaneous with the events. This is justified by the swiftness in which electronic 

evidence can be deleted or altered  from data bases. The best form of  electronic evidence that 

can be tendered in court will be that which  an accused person is caught in the act of using part 

of his own body to carry out.  

 

In some developed countries raids are common in cyber shops or homes upon the procurement 

of a warrant where  a suspect is actually caught in front of a computer and the computer itself 

confiscated and tendered in court the way it is. This aspect is in line with sections 93 to 100 of 

the CPC  which  shows that a  judicial police officer may conduct the search of a house, or 

premises and make seizures. This type of electronic evidence properly lays down the 

foundation to tender electronic evidence and can be integrated in section 313 of the CPC.  

 

It will be a mockery for a court to give weight to scanned documents tendered in court without  

having  the proper link that it came from an actual communication  between a complainant and 

an accused person and  linked to the alleged offence.38 This is because telematics and 

sophisticated technological processes can  allow for the reproduction of  document in different 

forms to suit a particular case or for self service.Where verification is not done to show that 

communication actually took place  via servers with known internet service provider (ISP) 

addresses, a party can  conveniently  win an  argument. 

 

                                                           
36 CPC , Section 198(2). 
37 CPC, Section 103 as read with section 114 has defined it. 
38 Such evidence could even be deemed credible if according to section 92 and 93 of the CPC they were retrived from 

the accused during the execution of a search warrant. 
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Cameroon is a signatory to many international conventions and a member of the Interpol. 

Section 45 of the 1996 Constitution as revised gives the authority to apply these conventions 

over national legislations when there is a  conflict.  This points to the fact that the constitution 

envisages the possibility to verify the authenticity of communications abroad through agencies 

like the interpol. In the same light, a provision can be included in the CPC for such verification 

through Interpol being a certification authority.   

 

Having the necessary warrant to consult the e-mail of an accused is a fundamental issue that 

makes the electronic data collected to have credibility. Confirmation of the authenticity of an 

e-mail from a host server like yahoo being a host server is an asset. In the process of 

certification, the CA authority will show the geopgrahical location where each communication 

was emitted with the use of   global positioning  system (GPS) co-ordinates.  In the Mbah 

Valery case supra,  Counsel urged the court not to give weight to the electronic evidence 

tendered for lack of credibility. The court agreed on this position. The accused, it may be 

recalled, was charged under section 318(1)(c) of the Penal Code.   

 

 According to section 7 of the Cameroonian penal code,39 the said offence was  committed 

through communication channels between  Colombia  and Cameroon as alleged by the 

prosecution40  this was a clear case that any electronic evidence retrieved from the 

communication between the parties outh to be certified though diplomatic channels to qualify 

its usage in court.  

  

7.1.  The authencity of the content of Electronic evidence.  

Electronic evidence can be manipulated to hide the truth. Thus the authenticity of electronic 

evidence refers to the process in which it is being collected. As seen above, evidence collected 

by force, duress or promise of advantage is inadmissible generally in criminal law. It is prudent 

that the methods of collecting electronic evidence has to be authentic such that its credibility 

will not be doubtful. The CPC attempts to elaborate on this. The 2010 Cameroonian law on 

cyber criminality elaborates more on this  but falls below the requirement in obtaining warrants 

to gain access into computer systems and other electronic devices that constitute private 

property of individuals. 

 

It will be logical if  the Cameroonian Criminal Procedure Code lay more emphasize on the 

ways of collecting electronic evidence such that electronic evidence  to be tendered in court 

should be sworn documents.  The CPC in its section 246 gives authority of judicial police 

officers to collect electronic evidence though tapping. But it has been observed in the past that 

this officers  collect evidence at times through unorthodox methods that undermine basic 

human rights. It is common knowledge that police officers without warrant or without any 

complaint randomly force especially young men to unlock their telephones for them to glance 

through the contents. The question that can be raised is whether such evidence can be 

                                                           
39 Law Number 2016/007 of 12 July 2016 (as revised) 
40 Penal Code, Section 7 defines offences and the jurisdiction of courts as a function of time and place. 
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admissible in court considering the fact that it violates criminal procedure rules as captured by  

sections 3 and 8 of the CPC? The CPC is  indicative of the fact that a warrant is needed for 

searches that should take place between 6am and 6pm but however the search can be prolonged 

beyond 6pm if it had started before that time. The failing to meet the requirements of 

authenticity can greatly jeopardized a trial even under the fraglante delicto procedure where 

police officers act as deemed necessary and only report to the competent state counsel. 

Authenticity is fundamental because it provides full proof.41  

 

7.2.  The integrity of the content of electronic evidence to be admitted.  

The element of certification of electronic evidence by a certification authority or a trusted third 

party (TTP)  like a notary public is important in  the admissibility of electronic evidence 

because the evidence tendered is believed to be true. A party seeking the validity of electronic 

evidence has to  provide other possible evidence to strengthen the evidence contained in the 

electronic evidence.  This may be  a computer expert who proves the authority and non-

manipulation of the data. The common practice in Cameroonian courts is that the electronic 

evidence is printed out and tendered as hard copy documents without any indication as to 

whether it has been manipulated or not.  

 

To give integrity to such evidence we may suggest that a notary public should certify same as 

a printed copy of the same information that he saw displayed on the screen of a computer.  

Electronic evidence is easy to manipulate and a manipulated evidence when printed will not 

show alterations if it is professionally manipulated. Thus the requirement for certification is 

not provided in the Cameroonian CPC. The integrity of electronic data from abroad can also 

be ensured by using diplomatic channels and agencies like the Interpol.    

 

7.3.  Technological safeguards to preserve electronic for use in court.  

It will be a reasonable opinion that electronic data in the  digital form sort to be tendered in 

court should be incorporated with aspects of digital rights management (DRM) wherein the 

various technics of securing data like encryption technics , Steganography and passwords are 

used. The unlock keys may be handed to a courts registry that can only be viewed  during trial. 

This aspect c2an also enhance the neutrality of a judge during trials.   

 

8. Conclusion 

In this article, we have attempted to show why electronic evidence is peculiar and how the 

traditional rules for admissibility of evidence is valid for electronic evidence. It has also been 

demonstrated that despite the fact that  these traditional rules are valid, due to the fragile 

nature of electronic evidence, additional rules for its  collection and admissibility has to be 

included in the Cameroonian criminal procedure. The need for certification authorities, to 

give integrity and credibility to information derived from electronic data interchange (EDI) 

has been emphasized while recognizing the fact that electronic data has no geographical 

boundaries. Reason why some evidence should be collected through diplomatic channels with 

                                                           
41 www.signaturit.com accessed on the 02/03/2023.  
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the aid of Interpol and other investigative agencies. The challenges posed by the discovery of 

information communication technologies on electronic evidence has been examined where it 

has been highlighted that the  possibilities to manipulate electronic evidence are varied and 

complex. That the CPC out to have incorporated sections containing the admissibility of 

electronic evidence to meet up with the modern era of new information communication 

technologies.  
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