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Abstract : The rapid growth of Internet of Things (IoT) devices has transformed connectivity but introduced significant security 

vulnerabilities, necessitating robust intrusion detection systems (IDS). This paper reviews advancements in IoT-based IDS, focusing 

on lightweight, scalable, and efficient solutions tailored for resource-constrained environments. By analyzing key studies, we 

explore technologies like Raspberry Pi, machine learning, federated learning, and blockchain for detecting and mitigating cyber 

threats. The review highlights methodologies, performance outcomes, and challenges, offering insights into future directions for 

enhancing IoT security. 
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INTRODUCTION 

The Internet of Things (IoT) has revolutionized industries by enabling seamless connectivity among devices, from smart homes to 

industrial systems. However, the exponential growth of IoT devices—projected to exceed 75 billion by 2025—has amplified 

security risks. These devices, often resource-constrained with limited computational power and memory, are vulnerable to 

cyberattacks like denial-of-service, malware, and unauthorized access. Traditional intrusion detection systems (IDS), designed for 

robust networks, are ill-suited for IoT environments due to their high resource demands and centralized architectures. 

IoT-based IDS address these challenges by leveraging edge computing, lightweight algorithms, and distributed frameworks to detect 

anomalies in real time. Solutions range from hardware-based implementations, such as Raspberry Pi, to advanced techniques like 

machine learning and blockchain for enhanced detection accuracy. The significance of this field lies in its potential to secure critical 

applications, including healthcare, transportation, and agriculture, where IoT plays a pivotal role. This paper reviews recent 

developments in IoT-based IDS, aiming to synthesize technological approaches, evaluate their effectiveness, and identify gaps. Key 

questions include: How do lightweight IDS balance performance and resource constraints? What role do emerging technologies 

play in improving detection? Through a detailed analysis of studies, we seek to advance the understanding of IoT security solutions. 

 

REVIEW OF LITERATURE 

This section provides a detailed review of referenced papers, summarizing their objectives, methodologies, findings, and limitations. 

Each study contributes to the evolving landscape of IoT-based intrusion detection systems. 

1. Sai, K., Gupta, B., & Hsu, C. (2021) 

The authors developed a lightweight IDS for IoT networks using a Raspberry Pi 3B+. The system employs signature-based 

detection to identify known attack patterns, optimized for low-power devices. Testing in a simulated IoT environment 

showed high detection rates for common threats like port scans. However, the reliance on predefined signatures limits its 

ability to detect zero-day attacks. The study emphasizes affordability but lacks discussion on scalability for larger networks 

[1]. 

2. Nguyen, X., Nguyen, X., Huynh, H., & Le, K. (2022) 

 

Realguard, a lightweight IDS for IoT gateways, uses anomaly-based detection to monitor network traffic. Implemented on 

resource-constrained devices, it analyzes packet headers to detect deviations from normal behavior. Experiments 
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demonstrated a detection accuracy of 92% with minimal latency. The system’s low memory footprint is a key strength, 

but its performance degrades under high traffic volumes, suggesting the need for optimization in dense IoT deployments 

[2]. 

3. Garalov, T., & El-Hajj, M. (2023) 

This study designed a Raspberry Pi-based IDS for IoT networks, combining rule-based and anomaly-based approaches. 

The system uses Snort for real-time traffic analysis, achieving a balance between accuracy and resource efficiency. Testing 

in a smart home setup detected 95% of intrusion attempts, including DDoS attacks. However, the computational overhead 

of Snort poses challenges for ultra-low-power devices, and the study lacks details on long-term performance [3]. 

4. Sforzin, A., Mármol, F., Conti, M., & Bohli, J. (2016) 

 

RPiDS, an early IoT IDS, leverages Raspberry Pi to monitor network traffic using signature-based techniques. The system 

integrates open-source tools like Bro to detect intrusions in small-scale IoT networks. Experiments showed effective 

detection of known threats with low energy consumption. Its simplicity suits resource-limited environments, but the lack 

of adaptability to evolving threats and limited scalability hinder broader adoption [4]. 

5. Verma, A., & Ranga, V. (2019) 

 

The authors explored machine learning-based IDS for IoT, evaluating algorithms like decision trees and neural networks. 

The system processes network data to identify anomalies, achieving up to 90% accuracy in simulated attacks. Its strength 

lies in adapting to dynamic threats, but high computational requirements make it less feasible for edge devices. The study 

suggests hybrid models to balance accuracy and efficiency but lacks real-world testing [5]. 

6. Ntizikira, E., Wang, L., Chen, J., & Saleem, K. (2024) 

 

This study proposes an IDS integrating emotion recognition and blockchain to enhance IoT security. Emotion-based 

analytics detect user behavior anomalies, while blockchain ensures tamper-proof logging. Testing in a smart office 

environment showed improved detection of insider threats. However, the complexity of combining these technologies 

increases latency, and the system’s reliance on user data raises privacy concerns [6]. 

7. Bhavsar, M., Bekele, Y., Roy, K., Kelly, J., & Limbrick, D. (2024) 

 

FL-IDS introduces federated learning for intrusion detection in transportation IoT. Edge devices collaboratively train a 

global model without sharing sensitive data, preserving privacy. The system achieved 88% accuracy in detecting attacks 

like spoofing. Its distributed approach suits large-scale networks, but communication overhead between devices impacts 

performance, requiring further optimization [7]. 

8. Katonova, E., Nehila, P., Fecilak, P., Kainz, O., Michalko, M., Jakab, F., & Petija, R. (2023) 

 

This paper implemented IDS functionality on Raspberry Pi for IoT environments, using open-source tools like Zeek. The 

system monitors network flows to detect anomalies, with a focus on ease of deployment. Tests in a lab setting reported a 

90% detection rate for common threats. However, the system struggles with real-time processing under heavy loads, and 

its scope is limited to small networks [8]. 

9. Huda, S., Musthafa, M., & Nogami, Y. (2024) 

 

The authors investigated Zeek-based IDS on Raspberry Pi for IoT agriculture monitoring. The system analyzes network 

traffic to detect intrusions, optimized for low-power operation. Preliminary tests showed effective detection of malware 

with minimal resource usage. However, the study is exploratory, lacking comprehensive evaluation across diverse attack 

scenarios, and scalability remains unaddressed [9]. 

10. Wei, C., Xie, G., & Diao, Z. (2023) 

 

This study presents a lightweight deep learning framework for botnet detection at the IoT edge. Using convolutional neural 

networks, the system identifies malicious patterns with 93% accuracy. Its compact design suits resource-constrained 

devices, but training requires significant initial resources, posing challenges for deployment on basic IoT nodes. The study 

suggests transfer learning to mitigate this issue [10]. 
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METHODOLOGY 
The methodology for this review was designed to systematically evaluate studies on IoT-based intrusion detection systems (IDS), 

with a particular emphasis on Raspberry Pi-based implementations due to their prominence in resource-constrained IoT 

environments. The Fig. 1 represents a generalized Raspberry Pi-based IDS framework for IoT networks, as derived from the studies: 

1. IoT Devices: These include sensors, cameras, or actuators in an IoT network (e.g., smart home or agriculture systems [9]), 

generating network traffic via protocols like MQTT or CoAP. Traffic may be normal (e.g., sensor data) or malicious (e.g., 

DDoS packets). 

2. Raspberry Pi IDS: The core component, typically a Raspberry Pi 3B+ or 4, serves as the edge device hosting the IDS. It 

performs three key functions: 

○ Packet Capture: Using tools like tcpdump or Zeek [9], the Raspberry Pi captures network packets in real time. 

This process leverages the device’s Ethernet or Wi-Fi interface to monitor traffic flows [4]. 

○ Analysis Engine: The captured packets are processed using detection algorithms. Signature-based tools like Snort 

[3] match packets against known attack patterns, while anomaly-based methods (e.g., statistical analysis [2]) flag 

deviations from baseline behavior. Hybrid approaches, combining both, were noted for improved accuracy [3]. 

○ Alert Generation: Upon detecting an intrusion, the Raspberry Pi generates alerts (e.g., logs or signals) sent to a 

central server or local dashboard. Low-power operation is prioritized to suit IoT constraints [1]. 

3. Central Server: This optional component aggregates data from multiple Raspberry Pi units, stores logs, and disseminates 

alerts via email, SMS, or web interfaces. It supports large-scale deployments but is less common in resource-constrained 

setups [8]. 

4. Network Traffic and Intrusion Detection: The diagram highlights the flow of traffic through the IDS, where tools like 

Snort or Zeek apply predefined rules or machine learning models to classify packets as benign or malicious. Anomaly 

detection often involves statistical thresholds or lightweight neural networks [10], optimized for the Raspberry Pi’s 

limited CPU and memory (e.g., 1–4 GB RAM). 

5. Notification: Alerts are visualized on dashboards or sent to administrators, enabling rapid response to threats like 

malware or unauthorized access [9]. 

 
Fig. 1  Raspberry Pi-Based IDS 

 

Technical Insights from the Studies 

The reviewed studies emphasize the Raspberry Pi’s suitability for IoT IDS due to its low cost (approximately $35–$50), adequate 

processing power (quad-core ARM processors), and support for Linux-based tools [1, 4]. However, challenges include limited 

memory for processing large packet volumes [8] and latency in real-time analysis under high traffic [2]. Optimizations, such as 

compressing packet data or using lightweight protocols, were proposed to mitigate these issues [3, 9]. The framework’s modular 

design allows integration with other IoT components, but scalability requires distributed architectures, as noted in federated learning 

approaches [7]. 

This methodology provides a technical lens to evaluate Raspberry Pi-based IDS, highlighting their operational flow, strengths, and 

constraints in IoT security applications. 

CONCLUSION  

IoT-based intrusion detection systems have made significant strides in securing interconnected devices, offering lightweight and 

adaptive solutions for resource-constrained environments. These systems leverage affordable hardware, advanced algorithms, and 

distributed architectures to detect threats efficiently, ensuring safety in applications like smart homes, transportation, and 

agriculture. Despite their promise, challenges persist, including high computational demands for complex models, scalability 

limitations in large networks, and privacy risks in data-driven approaches. 

http://www.ijrti.org/


  © 2025 IJNRD | Volume 10, Issue 4 April 2025 | ISSN: 2456-4184 | IJNRD.ORG 

IJNRD2504239 International Journal Of Novel Research And Development (www.ijnrd.org) 
 

 

c35 
c35 

Future research should focus on developing ultra-lightweight algorithms that maintain high accuracy without taxing IoT devices. 

Exploring hybrid detection methods, combining signature-based and anomaly-based techniques, could enhance adaptability to 

evolving threats. Integrating renewable energy sources for IDS hardware may improve sustainability in remote deployments. 

Additionally, addressing privacy through decentralized frameworks and robust encryption will be critical as IoT adoption grows. 

By overcoming these hurdles, IoT-based IDS can strengthen the security foundation of smart ecosystems. 
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