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Abstract : The software industry encounters a substantial and escalating issue of software piracy, resulting in substantial financial
losses of billions of dollars annually. Android applications, due to their open distribution model and ease of sharing, are more
susceptible to piracy. Traditional detection methods often struggle to keep pace with the constantly changing nature of threats like
adversarial attacks and modified pirated apps. This paper offers a comprehensive examination of machine learning (ml)-based
techniques for detecting software piracy in android applications. The survey evaluates the effectiveness, limitations, and relative
performance of various ml models, highlighting their unique advantages and obstacles in combating piracy detection. Additionally,
we examine the practical obstacles encountered during the application of machine learning algorithms for piracy detection and
propose potential avenues for future research to enhance their efficiency. This work provides a thorough examination of the current
situation and the vital role of ml in protecting android ecosystems.

Index Terms - Software piracy, android application, machine learning, android piracy.

INTRODUCTION

In the present age of advanced technology, the act of illegally copying, modifying, distributing, and selling computer software that is
safeguarded by copyrights—software piracy—has become a widespread and escalating problem. Software piracy leads to the
software industry losing a substantial amount of money, amounting to billions of dollars each year [1]. Android apps, among the
different platforms accessible, are more susceptible to piracy because of their open distribution model and the simplicity with which
they can be downloaded and shared [2]. Traditional methods of detecting piracy, like heuristic and signature-based approaches, often
have difficulty identifying newly updated and previously unknown pirated software. Additionally, adversarial attacks [3][4], where
attackers manipulate pirated software to bypass detection mechanisms, pose a persistent and ever-changing challenge. Machine
learning (ml)-based solutions provide a practical alternative to overcome the limitations of traditional piracy detection methods. ML
models can be trained to distinguish between authentic and fake applications and can evolve to identify new forms of pirated software.
Furthermore, ml models are more resilient to adversarial attacks because they can adjust and perform effectively even when there are
differences in how the application behaves and is organized [5].

This paper offers a thorough examination of machine learning-based methods for detecting software piracy in android applications.
Rephrase By examining elements like application code, permissions, and metadata, these techniques empower ml models to
effectively distinguish between genuine and pirated programs in a prompt manner [6]. The main results of this research are as follows:

1. Athorough examination of different techniques employed to identify software piracy in android applications.

2. In a thorough investigation, we analyzed the efficiency of these techniques on datasets tailored for android applications,
focusing on their impact on performance.

3. A thorough analysis of the advantages and disadvantages of using machine learning techniques for detecting piracy, in
contrast to conventional methods, will be carried out.

This paper is structured as follows: section 2 provides an overview of previous research on detecting software piracy, and section 3
summarizes the findings.

NEED OF THE STUDY.

Software piracy, also referred to as online piracy, encompasses the unauthorized copying, utilization, modification, distribution, and
sale of software without the consent of the rightful owner or company [1]. Rephrase The software industry is currently grappling with
a major obstacle, leading to substantial annual revenue losses amounting to billions of dollars. Due to their ease of download and
sharing, android applications are particularly vulnerable to piracy. Traditional methods of detecting piracy, such as heuristic-based
and signature-based approaches, often fall short in identifying newly created or modified pirated applications. Additionally, these
methods are susceptible to adversarial attacks, where pirates manipulate software to evade detection systems [3].
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Machine learning (ml)-based approaches have become increasingly popular as a potential solution to address the limitations of
conventional piracy detection techniques. MI models can be trained to identify the distinctive characteristics of genuine and pirated
applications, enabling them to detect previously unseen or evolving pirated software. Furthermore, ml models exhibit greater
resistance to adversarial attacks compared to traditional methods [4].

Several well-known ml-based approaches have demonstrated promising outcomes in detecting android software piracy:

e Droid-NNet: A deep learning-based method utilizing convolutional neural networks (CNNs) to extract and analyse features
from Android malware applications [2].

o ANDRE: A hybrid representation learning model that captures diverse information from multiple sources, including app
metadata, source code analysis results, and raw labels from antivirus vendors [5].

e Juxtapp: An approach leveraging opcode-level comparisons to identify similarities between genuine and pirated applications
[8].

While these ml-based methods are effective, they face challenges because they require large, high-quality datasets that contain both
legitimate and pirated applications. The financial impact of software piracy is significant, with global losses estimated to exceed $500
billion each year [2]. Given the numerous methods of pirating android apps—Iike unofficial app stores and cracked apks—developing
robust detection systems becomes even more critical [4]. The most common method of app piracy is through unofficial app stores,
which are often riddled with malware and phishing scams. The most common method of app piracy is through unofficial app stores,
which are often riddled with malware and phishing scams [5].

RESEARCH METHODOLOGY

Many studies have explored various models and methods for machine learning to identify Android piracy. Aafer et al. [2] proposed
a deep architecture of neural networks trained for various functions such as API calls, approval queries, and network traffic. Their
model showed exceptional performance, achieving 98.8% on the Drevin 215 data set and 99.3% on the Margenome-
215 data record. Zhang et al. [5] proposed a blended learning method to address the challenge of treating bad labels in malicious An
droid code. This approach uses information from a variety of sources, such as providers, metadata, and source code analysis provid
ers to gain different knowledge of the code. Your data record consisted of 5,416 malware samples. This was maliciously confirmed,
along with 9,000 rehearsals that they are a virus but are yet to be confirmed. Additionally, there were 3,324 malware patterns, whic
h were weakly labeled as because they were not maliciously marked as viruses.

Kim et al. [6] Introducing a new approach to Android malware detection. Android malware analyzes APP manifest files, DEX files,
and joint libraries to achieve a 98.8% accuracy.

These advances highlight the transformational power of ML-

based methods for innovative Android piracy detection, providing a flexible, scalable and accurate solution. Nevertheless, the requi
rement for broad and meticulously labeled data records and the ongoing battle against controversial attacks is an essential priority f
or ongoing research and development.

[1] 2018 This paper, proposed = The study used a  *Drebin-215 Accuracy Rate  Study needs more data and real-
coevolutionary computation = coevolutionary algorithm to  « Malgenome-215: = 98.8% and 99.3% world  evaluation.  Future
which develops variety of generate variety of mobile < Android Malware research should focus on real-
mobile malware that evade malware and anti-malware Dataset: time detection and prevention,
existing security solutions. solutions. * Benign App secure system design, and

Dataset: tools.

[2] 2019 The paper proposed Droid- — Droid-NNet employs a deep = Drebin-215 ¢ Accuracy: 98.8% | It is vulnerable to adversarial
NNet, a deep learning neural network to uncover the = Malgenome-215 on Drebin-215 and = attacks. Future research should
framework  for  Android = patterns of malicious 99.3% on = focus on improving robustness
malware detection method = applications. Malgenome-215 and transfer learning.
that outperforms existing
methods.

[3] 2019 The paper proposed amethod =~ The paper proposed a new 334,782 malware -« Accuracy: 0.89 It needs to be evaluated on real-
for modelling and method for modelling and samples from 25 e Precision: 0.66 world app markets. Future
forecasting virus propagated = predicting virus propagated Android markets e« Recall: 0.62 research could evaluate the
across the Android  between apps running on around the world. method on real-world app
application markets. Android. markets.

[4] 2020 This paper proposed a The suggested method for 215,786 Android @« Accuracy: 98.8% It needs to be evaluated on a
combination of methods to = obtaining traits about = applications, * Precision: 99.0% larger dataset of real-world
identifying malicious = applications  for ~ Android = including 105,893 @« Recall: 98.6% malware ~ samples.  Future
applications for Android combines two types of = benign applications research could explore new
through dynamic as well as = evaluation. and 109,893 ways to combine static and
static evaluation. malicious apps. dynamic analysis.

[5] 2023 This paper proposed an = The proposed method employs 2400 Android = * Accuracy: 98.2% It needs to be evaluated on a
inexpensive yet effective a deep machine learning applications, * Precision: 98.5% larger dataset of real-world
machine learning approach architecture known as the including 1200 < Recall: 97.9% malware  samples.  Future
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IV. RESULTS AND DISCUSSION

This study implemented four distinct machine learning models—K-Nearest Neighbors (KNN), Decision Tree, Random Forest, and
Support Vector Machine (SVM)—to detect software piracy in Android applications. Each model was evaluated using a balanced
dataset, and performance was measured using accuracy as the primary metric.

Among all the models tested, the Random Forest classifier achieved the highest accuracy of 91.1%, making it the most reliable
technique for distinguishing between pirated and legitimate Android applications in this context. The Decision Tree classifier
followed with a notable accuracy of 88.3%, indicating its capability to handle classification based on conditional logic effectively.
The SVM model also performed reasonably well, recording an accuracy of 87.4%. However, it was slightly less effective in
comparison to ensemble-based methods, likely due to the complexity of high-dimensional feature separation in this dataset. On the
other hand, the KNN classifier demonstrated the lowest accuracy of 85.7%, suggesting that instance-based learning methods may
not be optimal for this specific classification task due to their sensitivity to feature scaling and noise.

These results highlight the effectiveness of ensemble models, particularly Random Forest, in addressing complex pattern recognition
problems like piracy detection. The decision-tree-based ensemble was able to better capture the underlying patterns by aggregating
the results of multiple decision paths, thereby reducing overfitting and improving generalization.
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