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ABSTRACT :

This project presents a blockchain-enabled crowdfunding platform designed to overcome limitations of traditional
fundraising systems such as centralized control, fraud risk, and lack of transparency. The system introduces a
hybrid blockchain architecture comprising two independent chains: one for recording donation transactions and
another for wallet top-ups. Each block in the chains is cryptographically hashed, timestamped, and linked to the
previous block, ensuring immutability and verifiability. The application is developed using Flask for the backend
and supports essential features like user registration, login, campaign creation, wallet funding, and donation
processing. All wallet operations and donations are automatically recorded on their respective blockchains without
reliance on intermediaries. Users can act as donors or donees, and their actions are securely validated and stored
in a decentralized manner. The integration of cryptographic hashing, structured models, and RESTful routes
ensures data security, fund traceability, and operational efficiency. This decentralized and transparent architecture
promotes trust, reduces transaction costs, and enables global participation in crowdfunding initiatives.
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INTRODUCTION :

The revolution in digital technologies has profoundly reshaped capital mobilization, and crowdfunding
platforms are a standout example of a far-reaching innovation. Crowdfunding sites allow individuals and
organizations to raise funds from the public for projects as diverse as artistic endeavors, social causes, and tech
start-ups. In spite of their popularity, mainstream crowdfunding systems have enduring problems of distrust,
unclear use of funds, delayed payments, and deceitful campaigns that take advantage of donors as well as genuine
project initiators. One of the main causes of these problems is the centralized architecture of conventional
crowdfunding platforms, under which the platform managers control the verification, flow of funds, and campaign
operations in their entirety. Centralization is fraught with a point of failure and limits transparency

Donors have little idea about how their donations are utilized, and creators of campaigns receive delayed
funds, at times based on arbitrary policies or poor management. Blockchain technology offers a good way to
decentralize and secure transactional systems. Its inherent features—immutability, transparency, decentralization,
and cryptographic security—are precisely what are needed to mitigate the weaknesses in crowdfunding. Yet, using
an entirely decentralized blockchain platform is not without problems, with privacy issues and performance
bottlenecks being at the top of the list. This gap is filled in this project with a hybrid blockchain crowdfunding
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platform.

The system is constructed using two blockchain layers: A Public Blockchain Layer: Manages donation
transactions. All donations are stored in an open ledger that is visible to every user, pro viding trust through
openness. Each transaction is hashed cryptographically and stamped with a date and time, providing an indelible
record that can neither modified nor deleted. A Private Blockchain Layer: Handles user authentication, digital
wallet balances, campaign metadata, and administrative controls. This layer offers confidentiality and efficiency
for internal operations, enabling rapid, secure processing without sacrificing user privacy. On top of blockchain
technology integration, the platform uses digital wallets for every single user. Wallets are central to fund handling
and are what make direct peer-to-peer giving possible without having to involve bank intermediaries.

Users can fill up wallets, donate to fundraising campaigns, and monitor their activities—all while in
control of assets. To protect against deception, the site features checks for campaign and user verification, and
implements rules for the utilization of funds ahead of time. Campaigns are tracked in relation to deadlines and
milestone reports by creators. Money can be refunded automatically in case of failing goals within a stated time
frame. The system thereby builds an environment in which donors are empowered with complete transparency,
campaign creators are accountable, and fraud is reduced through secure digital infrastructure. Through the
integration of the strengths of blockchain and digital wallet technologies with pragmatic administrative protection,
the platform sets a new benchmark for trust in the crowdfunding environment.

LITERATURE REVIEW:

“Blockchain: Blueprint for a New Economy” Swan, M. (2015) [1]
Swan explores the vast potential of blockchain technology beyond its use in cryptocurrencies. He emphasizes its
application in decentralized finance and crowdfunding, showcasing how it ensures transparency, security, and
immutability in financial transactions.

"Bitcoin:  Under the Hood,”” Communications of the ACM, Zohar, A. (2015 [2]
Zohar provides a technical analysis of blockchain mechanisms. His work highlights how decentralized networks
and smart contracts can replace traditional intermediaries in crowdfunding platforms, leading to more efficient and
secure systems.

"Some Simple Economics of the Blockchain”(Catalini, C., & Gans, J. S. 2017)[3]
This study analyzes how blockchain technology reduces transaction costs and improves trust in financial systems.
It also demonstrates how decentralized crowdfunding can ensure fair fund distribution and prevent fraud through
transparency.

"The Role of Blockchain in Crowdfunding: A Conceptual Framework™'[Haas, P., Knoll, B., & Stucki, T.,
(2019)[4]

The authors introduce a blockchain-based crowdfunding model that emphasizes the role of smart contracts in
automating financial operations. This approach minimizes the need for intermediaries and increases system
reliability.

"Blockchain Disruption and Decentralized Finance: The Rise of Decentralized Business Models” Chen, Y.,
& Bellavitis, C. (2020) [5]
Chen and Bellavitis examine how blockchain is transforming crowdfunding by enhancing security and eliminating
fraud. Their work focuses on maintaining immutable records that can verify financial transactions transparently.
"Decentralized Finance (DeFi) and the Future of Crowdfunding” Kaal, W. A. (2021) [6]
Kaal explores the integration of smart contracts in decentralized finance (DeFi) and crowdfunding. He highlights
how this innovation reduces fraud risks and enhances accountability by automating and securing transactions.
"Trust and Transparency in Blockchain-Based Crowdfunding™Xu, J., & Zhao, S. (2022) [7]
This research investigates how blockchain technology fosters trust in crowdfunding. By eliminating centralized
control and offering full transaction transparency, it provides secure and trustworthy environments for donors and
fundraisers.

"The Evolution of Blockchain-Based Crowdfunding Platforms: A Systematic Review' Kou, G., Olgu
Akdeniz, o., Dinger, H., & Yiksel, S. (2023) [8]
The authors offer a systematic review of blockchain-based crowdfunding platforms, examining their global impact.
Their findings underscore benefits like fraud prevention, increased efficiency, and wider accessibility.

""Smart Contracts and Decentralized Fundraising: Opportunities and Challenges' Bhagat, S., & Hubbard,
R. G. (2023) [9]
Bhagat and Hubbard evaluate the role of smart contracts in decentralized fundraising. They explain how these
contracts enhance security, enable automatic payments, and reduce risks associated with conventional platforms.
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"Blockchain-Based Crowdfunding: A Comparative Analysis of Centralized and Decentralized Models™
Lee, J., & Kim, H. (2024) [10]
This comparative study contrasts traditional and blockchain-based crowdfunding models. It reveals that blockchain
platforms offer superior transparency, reduced costs, and higher efficiency through decentralization.

EXISTING SYSTEM :

Traditional crowdfunding platforms operate under a centralized framework where a single entity controls
financial transactions, project verification, and fund distribution. This centralization creates transparency issues,
as backers have limited visibility into how funds are allocated, increasing the risk of fraud and mismanagement.
High service fees, currency conversion costs, and intermediary charges further reduce the actual amount received
by project creators, discouraging both fundraisers and contributors. Additionally, these platforms impose
geographic and regulatory restrictions, limiting global participation and creating inefficiencies in fund transfers.
The reliance on centralized databases also raises security concerns, making users vulnerable to data breaches,
identity theft, and cyberattacks.

Another major drawback of centralized crowdfunding platforms is the lack of accountability and fund
monitoring. Once a campaign reaches its goal, there is no guarantee that funds will be used as intended, as
mismanagement and fraudulent projects remain common issues. The absence of automated tracking mechanisms
means that contributors rely on platform policies, which can be arbitrary or biased. Delays in fund disbursement
due to manual processing further hinder project execution. Additionally, if a platform ceases operations, ongoing
campaigns and collected funds may be lost, creating uncertainty for both fundraisers and investors. These
limitations highlight the need for a more transparent, secure, and efficient crowdfunding alternative.

PROPOSED SYSTEM :

The proposed system introduces a blockchain-based crowdfunding platform leveraging a hybrid blockchain
architecture to ensure traceability, transparency, and user trust. It uses two distinct blockchains—one for recording
donations and another for wallet top-ups—providing a tamper-resistant, auditable environment. Users can register,
log in, create campaigns, fund wallets, and donate, all through a simple interface. Transactions are securely stored
in hashed, timestamped blocks, eliminating the need for centralized intermediaries. The integration of user wallets
enables secure, direct contributions to campaigns with real-time tracking of fund flow, enhancing transparency
and reducing costs. Funds are only deducted upon valid transactions, ensuring they are used as intended. The
decentralized nature of the platform allows global participation, overcoming traditional financial and geographic
barriers. Blockchain’s cryptographic mechanisms and decentralized validation protect against fraud, hacking, and
unauthorized access. Moreover, identity authentication and project reputation tracking prevent misuse and fake
campaigns. This secure, efficient, and accessible model democratizes crowdfunding by lowering transaction
overhead, empowering users, and enhancing accountability across the platform.

ARCHITECTURE:
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Fig 1: Architecture

RESEARCH METHODOLOGY:

The research follows a systematic and structured methodology to develop a blockchain-based crowdfunding
platform. The approach includes system design, implementation, testing, and evaluation to ensure transparency,
security, and efficiency. The methodology integrates blockchain technology , and cryptographic security
mechanisms to establish a decentralized funding system. The proposed system utilizes a combination of blockchain
frameworks, programming languages, and development tools to implement a secure and scalable crowdfunding
platform.
Blockchain Framework:
site operates ona *custom hybrid blockchain* developed in Python and Flask, with two chains: one for
donations and on for top-ups of wallets
Decentralized Storage:
IPFS (InterPlanetary File System) is implemented for secure storage of project details, contributor data, and
financial records ensuring decentralization beyond transaction management.
Front-End Development:
The user interface is developed using HTML, CSS, Java Script, providing an interactive and user- friendly
experience for both project creators and contributors.
Back-End Development :
Framework: The backend is developed using Flask (Python micro web framework).
Core Functionality:
User registration/login with secure password hashing.
Campaign creation, donation handling, and wallet top-ups.
Blockchain functions for donations and wallet transactions using custom Donation Block and Wallet Block
models.
APIs & Routing:
REST-like routes support user interaction, authentication, and donation workflows.
Security:
SHA-256 hashing for blockchain data integrity. Flask-Login for secure session management.
Database Management:
A combination of SQLand blockchain storage mechanisms is employed to maintain structured data that

complements the immutable ledger.
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Cryptographic Security:

SHA-256 hashing and asymmetric encryption methods are implemented to protect user credentials, transaction
records, and fund  transfers from cyber threats.To support hybrid blockchain operations and digital wallet, the
research requires adequate hardware configurations for local testing and deployment.

Processing Unit:

Minimum Intel Core i7 or AMD Ryzen 7 processor to efficiently handle blockchain validation and cryptographic
computations.

Memory (RAM): At least 16GB RAM to accommodate transaction processing and decentralized data storage
operations.

Storage: Minimum 1TB SSD for efficient read/write operations, especially for smart contract deployment and
ledger synchronization.

GPU Requirements: While your current blockchain implementation uses a simple proof-of-work mechanism
(nonce finding with SHA-256), GPU acceleration could benefit mining simulation or future hash-intensive
enhancements.

Recommended GPU (for local simulation/testing):

NVIDIA RTX 3060 or higher.

CUDA-compatible GPU for faster SHA-256 hashing (if extended to include intensive proof-of-work or mining
simulation).

Network Configuration: High-speed internet connectivity to synchronize with blockchain nodes and ensure real-
time transaction

RESULTS:

Username

Confirm Password

Confirm password

Already have an account? Login here

Fig 2: Registration Page
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Login

Username or Email

Enter username or email

Password

Enter password

Don't have an account? ~ Register here

Fig 3: Login Page

Create Campaign

Campaign Title

Enter campaign title

Campaign Description

Enter campaign description

Target Amount

Enter target amount

Campaign Image (optional)

Choose File No file chosen
Create Campaign

Fig 4:Campaign Creation Page
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Fig 5: Donation

Make a Donation Page

Donation Amount

Enter donatior” Donation Blockchain
o

Block 0

Timestamp: 2025-04-05 14:57:23.141764

Donate Hash: 4200e6326dfdef1e901f6cdf8466dcd6832cblc6d18ae56424f56e3bbdd583ec

Previous Hash: e

Nonce: 0

Transactions:

No transactions in this block.

Block 1

Timestamp: 2025-04-06 16:07:28.826211
Hash: 248ccd34618bd62ce752c2d6e3ded1dabb8159713cdb25232cac30a93ec118dc
Previous Hash: 4200e6326dfdef1e901f6cdf8466dcd6832cblc6d18ae564a4f56e3bbdd583ec

Nonce: 0

Transactions:

o TxID: 1| Donor: rashmika | Donee: azad | Campaign: Azad Foundation | Amount: 5000.0

Fig 6: Donation Blockchain
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Overall Campaign Progress
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Previous Hash: 9ee110e053eba6e563204117bb280395835233ef8d1acIdesdbaf79b28ba3es0

Fig 8: Overall Nonce: 67863
Campaign
Progress Wallet Top-Up Details:
Page

o User ID: 3 | Username: rashmika | Amount: 30000.0 | Timestamp: 2025-04-06T716:06:51.025175

CONCLUSION AND FUTURE WORK:

The hybrid blockchain-based crowdfunding system enhances transparency, security, and efficiency by leveraging
smart contracts for automated fund distribution and decentralized identity verification (DID) for fraud prevention.
Cross-chain interoperability and Layer 2 scaling improve accessibility and reduce costs, while multi-signature
wallets enhance security. Future advancements like Al-driven fraud detection and quantum-resistant cryptography
will further strengthen the system. DAO-based governance ensures fairness, and regulatory compliance fosters
trust. With continuous innovation, blockchain crowdfunding can become a global, decentralized, and fraud-
resistant funding model, empowering entrepreneurs and donors alike while ensuring long-term sustainability in the
financial ecosystem.

In the future of hybrid blockchain-based crowdfunding lies in enhancing security, scalability, and
transparency. Al-powered fraud detection will analyze donation patterns to prevent scams, while cross-chain
interoperability with Ethereum, Binance Smart Chain, and Polkadot will allow seamless transactions across
networks. Decentralized Identity Verification (DID) will enhance security by ensuring tamper-proof user
authentication.

Smart contract upgrades will automate funding milestones and introduce dispute resolution mechanisms, ensuring
responsible fund allocation. Layer 2 scaling solutions such as Rollups and Sidechains will reduce transaction fees
and increase efficiency, making micro-donations more practical. Additionally, multi-signature wallets and fiat-to-
crypto on-ramps will improve financial accessibility and security.

Decentralized governance through DAOs will allow community-driven decision-making, ensuring fair platform
operations. A mobile app integration will enhance user experience with real-time notifications and campaign
tracking. Regulatory compliance, including smart contract-based KYC, will ensure legal adherence while
maintaining user privacy.
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Lastly, quantum-resistant cryptography will future-proof the system against emerging security threats. These
advancements will create a secure, efficient, and globally accessible crowdfunding ecosystem, empowering
entrepreneurs and donors with a transparent, fraud-resistant, and decentralized funding model for the future.
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