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Abstract:

Data security is a significant concern in today's digital landscape, particularly regarding the
unauthorized access and sharing of sensitive information. This paper presents the design and
implementation of a desktop-based Endpoint Data Loss Prevention (DLP) application that
enhances data security by identifying, locking, and encrypting sensitive files based on user-
defined keywords. Users can input two keywords and select text, PDF, or Word files for
analysis. Files containing these keywords are flagged as sensitive and can be encrypted and
zipped with a user-defined password. The same password is required to unlock and access these
files, thereby ensuring confidentiality and preventing unauthorized use. This lightweight
solution demonstrates an efficient approach to keyword-based data classification and protection.

Introduction:

The exponential growth of digital data and increasing reliance on electronic communication
have brought about pressing concerns regarding data privacy and protection. Sensitive files,
when inadequately protected, are at risk of being accessed or shared without authorization,
leading to data breaches and loss of critical information.

Endpoint Data Loss Prevention (DLP) mechanisms have become essential in organizational
security strategies to ensure sensitive data does not leave the system in an unauthorized manner.
However, many existing DLP solutions are complex and expensive, making them unsuitable for
smaller organizations or personal use.
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This paper introduces a lightweight, desktop-based DLP application that allows users to identify
and protect sensitive files locally using a simple interface. The application empowers users to
manually define the sensitivity of content based on keywords, enabling customizable and
flexible data protection. The key novelty lies in the seamless integration of keyword analysis,
password-protected encryption, and file compression—all within a user-friendly application

Literature Review:

-Survey of Current Data Leakage Incidents

The past decade has witnessed a dramatic increase in the frequency and severity of enterprise
data breaches [1], [2], [5]. These incidents underscore the vulnerability of organizations to both
external cyberattacks and internal threats [1]. High-profile breaches, such as the Target data
breach of 2013, serve as stark reminders of the potentially devastating consequences of data
leakage, encompassing significant financial losses, reputational damage, legal liabilities, and
erosion of customer trust [1], [5]. The scale and impact of these breaches vary widely,
depending on factors such as the type of data compromised, the number of individuals affected,
and the organization's response capabilities. However, a common thread is the significant
disruption and long-term consequences experienced by affected organizations.

Analysis of these incidents reveals a diverse range of attack vectors, including phishing
campaigns targeting employees [1], malware infections exploiting software vulnerabilities [1],
and malicious insiders leveraging their legitimate access privileges to exfiltrate sensitive data .
The increasing reliance on cloud services, mobile devices, and interconnected systems further
expands the attack surface, creating new avenues for data exfiltration [5]. The healthcare sector,
in particular, has experienced a significant number of breaches, highlighting the vulnerability
of sensitive patient data [4], [5]. These breaches often involve the stheft or unauthorized access
of protected health information (PHI), leading to substantial fines, reputational damage, and loss
of patient confidence [4]. The financial services industry is another sector particularly
vulnerable to data breaches due to the sensitive nature of the data handled. Breaches in this
sector can result in significant financial losses for both the organizations and their customers [5].
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-Current Methodologies for DLP Implementation

Current DLP methodologies employ a variety of techniques designed to prevent data loss across
different data states (in use, in motion, at rest) and transmission channels (email, USB drives,
cloud storage, etc.) [1]. These methods can be broadly categorized into basic security measures
and advanced DLP approaches. Basic security measures include access control mechanisms,
encryption techniques, and firewalls designed to restrict access to sensitive data and control its
flow [1]. These are foundational elements in any comprehensive DLP strategy. Access control
lists (ACLSs) regulate which users or groups have permission to access specific data resources.
Encryption transforms data into an unreadable format, protecting it from unauthorized access
even if intercepted. Firewalls act as barriers, controlling network traffic and preventing
unauthorized access to internal systems.

Fingerprinting, play a crucial role in identifying sensitive information within data streams [1].
Regular expressions allow for the identification of specific patterns of characters within data,
such as credit card numbers or social security numbers. Data fingerprinting creates unique
identifiers for data sets, allowing for the identification of unauthorized copies or transfers.
Machine learning algorithms are increasingly being integrated into DLP systems to detect
anomalies and predict potential data leaks, enhancing the accuracy and effectiveness of these
systems [1], [5]. The use of machine learning allows DLP systems to adapt to new threats and
patterns of data loss. The effectiveness of these methodologies is heavily dependent on accurate
data classification and the definition of clear policies that outline acceptable data usage and
transfer practices [5]. The deployment of DLP systems can range from endpoint-focused
solutions that monitor individual devices [3] to network-centric approaches that monitor all
traffic flowing across the network [3]. The choice of methodology depends on the specific needs
of the organization and the types of data being protected.

Methodology:

The application is developed using Python and provides a graphical interface through tkinter.
The workflow of the system is divided into several stages:

1. Keyword Input and File Selection

The user is prompted to input two keywords they consider sensitive. The application then allows
the user to select specific files (text, PDF, or Word & excel documents) that they want to analyze
for sensitive content.

2. Content Analysis
Each selected file is opened, and its textual content is extracted using appropriate libraries:
« Text files: Read using standard file handling in Python.

« PDF files: Processed using the PyPDF2 library.

« Word documents: Read using python-docx.
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« Excel documents: Read using import openpyx| and xlrd

The content of each file is scanned for the presence of either of the two user-defined keywords.
If a match is found, the file is marked as "sensitive".

3. Sensitive File Protection
Once sensitive files are identified, the user has the option to secure them:

[1 User Clicks "Lock the File":
« The app asks the user to set a password and confirm it.

« If the passwords match, the locking process starts.

eseeseed @

{ Password

[1 Locking Process (Inside lock_files()):
« For each sensitive file:

o A temporary folder is created.
o The file is compressed into a .zip file using Python's zipfile.ZipFile.
o The zip file is encrypted with the user’s password.

o The encrypted zip replaces the original file (with the same name and location, but
it's actually a zip).

[1 After this:
. The original sensitive content is not accessible unless the correct password is provided
and the file is unlocked through the app.

4. Access Control

To access any encrypted file, the user must provide the correct password. The application checks
the password against the encrypted archive, and only successful verification allows the file to
be extracted and accessed.

This methodology ensures that only authorized individuals with the correct password can view
or share sensitive files, adding a practical layer of security for personal or small-scale enterprise
use.
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Conclusion:

The desktop application developed in this project offers a practical and user-friendly solution
for protecting sensitive data at the endpoint level. By enabling users to define their own
sensitivity criteria through keyword inputs, the system provides a customizable and flexible
approach to Data Loss Prevention (DLP). The integration of content analysis, password-based
encryption, and secure file compression ensures that sensitive files are protected from
unauthorized access and sharing.

There are several challenges associated with DLP systems, before they are deployed it is
necessary and as well as important to adequately have a deep understanding and be able to
analyze these various challenges associated with the system. It is also important to make the
system easy to be used and managed, so as to avoid any form of complexity, as the more
complex a DLP system, the more likelihood the system will be compromised by the user. As
new technology are been developed and the ways this technologies communicates changes as
well, it is of great importance an organizations must keep pace with these increasing technology
advancements by identifying new and better ways in protecting data from been lost by
unauthorized users.
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