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Abstract: As digital transformation accelerates, managing identities across multiple cloud
platforms has become increasingly complex. Traditional Identity and Access Management
(IAM) systems suffer from centralized control, leading to privacy, security, and
interoperability issues. This paper presents a decentralized identity management system
leveraging Self-Sovereign ldentity (SSI) principles, blockchain technology, and OpenlD
Connect (OIDC). The proposed system enables users to authenticate using familiar cloud
services (Google, AWS), generate Decentralized ldentifiers (DIDs), store metadata on the
blockchain, and securely access multi-cloud services using verifiable credentials. The system
enhances data ownership, cross-platform access, and eliminates reliance on central identity
providers.

Introduction:

In the modern digital ecosystem, organizations and individuals increasingly rely on cloud
services for computing, storage, and application deployment. These services are often
provided by major cloud platforms such as Google Cloud Platform (GCP), Amazon Web
Services (AWS), and Microsoft Azure. With the proliferation of these services comes the
challenge of managing digital identities securely, efficiently, and across multiple providers.

Traditional Identity and Access Management (IAM) systems rely heavily on centralized
architectures where a single authority—such as a cloud provider—controls identity
verification, storage, and access policies. While functional, these systems introduce several
drawbacks:

« Vendor lock-in: Users become tied to specific platforms for authentication and
authorization.

« Single point of failure: A compromised central identity provider can expose the data
of millions of users.

o Limited user control: Individuals have little to no control over their identity
information, how it's stored, and who can access it.
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To address these limitations, the concept of Self-Sovereign Identity (SSI) has emerged. SSI
shifts identity ownership from centralized entities to individuals, allowing users to create,
manage, and control their own digital identities. This is enabled through Decentralized
Identifiers (DIDs) and Verifiable Credentials (VCs)—open standards developed by the
W3C that allow identities to be securely represented and verified without relying on a central
authority.

Blockchain technology provides a natural foundation for SSI by offering an immutable,
decentralized ledger to store identity metadata and verify credentials. Ethereum-based
solutions like did:ethr allow identities to be linked to blockchain addresses, enabling
verifiable and auditable authentication mechanisms.

Literature Review:

Numerous studies have investigated the complexities of IAM in cloud environments. Nida et
al. provide a foundational overview of IAM in cloud computing. They emphasize the
importance of identity management systems in protecting user identities. They also discuss
ensuring compliance. Alruwaili et al. propose a dual-factor IAM framework using iris
biometrics and user credentials. This aims to enhance security and trust between users and
cloud service providers. Varikuti explores advanced authentication mechanisms like MFA and
biometric authentication. He proposes an adaptive authentication framework based on real-
time risk assessment. Zhang et al. delve into attribute-based encryption (ABE) for access
control in cloud environments. They categorize ABE schemes and propose evaluation criteria.
These studies collectively contribute to a deeper understanding of IAM challenges and
solutions in the cloud.

Current State of IAM in Multi-Cloud Environments
1. Shift from Traditional IAM to Cloud IAM
o Traditional IAM was centralized and easier to manage within defined boundaries.

o Cloud environments are dynamic and distributed, demanding more adaptable
[AM solutions.

o A shared responsibility model between cloud providers and users adds
complexity.

2. Federated IAM and Standards-Based Protocols
o Federated identity (e.g., SSO) allows seamless access across platforms.

o SAML, OAuth, and OpenlD enable standardized and interoperable
authentication.

o These protocols reduce user burden and improve integration between services.
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. Emerging Authentication Mechanisms

o Widespread use of Multi-Factor Authentication (MFA), biometrics, and
adaptive authentication.

o Risk-based systems analyze user behavior, location, and device to determine
access levels dynamically.

. IDaaS (Identity-as-a-Service)

o Organizations are outsourcing IAM to cloud providers for scalability and
centralized control.

o IDaaS improves efficiency and ensures consistent policies across multiple clouds.
. Decentralized Identity & Blockchain

o Blockchain is emerging for self-sovereign identity (SSI), reducing reliance on
central authorities.

o Users gain control over their digital identities with verifiable credentials on-
chain.

. AI/ML Integration

o Machine learning supports behavior-based anomaly detection and automated
risk assessment.

o Enhances real-time decisions in authentication and access provisioning.
. Privacy-Enhancing Technologies

o Use of homomorphic encryption, secure multi-party computation, and
quantum-safe cryptography is growing.

o Enables secure processing of sensitive data while preserving privacy.

Challenges in Cloud IAM:

1. Scalability

o IAM systems must handle millions of identities, often with high concurrency.

o Systems need elastic scalability to match demand fluctuations.

2. Interoperability Issues

o Varying protocols and standards across cloud vendors cause integration
headaches.

o Lack of standardized frameworks for [AM in multi-cloud makes unified
control difficult.
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3. Privacy & Trust Concerns
o Use of biometric data raises user privacy concerns.
o Trust in third-party identity providers is limited due to data breach risks.
4. User Experience vs. Security Tradeoff
o Strong security (e.g., MFA, biometrics) can reduce usability.
o Weak security measures increase risk; finding the balance is key.
5. Decentralization Adoption Barriers
o Blockchain-based identity faces hurdles like:
= Scalability
= User education
«  UX complexity
« Interoperability with existing systems
6. Fragmented Trust Models
o Current systems struggle with cross-cloud trust negotiations.
o Need for dynamic, context-aware trust models.
7. Regulatory & Compliance Issues

o Managing compliance (GDPR, HIPAA, etc.) in multi-tenant, global cloud
systems is challenging.

o Especially critical when biometric and personal data is involved.
Methodology:

The system is built upon a five-step workflow integrating OIDC, DIDs, Smart Contracts,
and Cloud Service Integration:

1. Authentication using OIDC: Users authenticate using a cloud-based OIDC provider
like Google or AWS.

2. DID Generation: Upon successful login, a backend process checks for an existing DID
or generates a new one (e.g., did:ethr), and registers it on-chain.

3. Smart Contract Storage: A smart contract on the Polygon testnet stores the DID
metadata and maps the DID to the user’s wallet.

4. Frontend Dashboard: A React-based frontend interacts with MetaMask to sign
transactions, display DID data, and provide visibility into credential usage.
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5. Cloud Service Access: Access to Google Cloud or AWS is granted based on the
presence of a valid on-chain DID and verifiable credentials.

Procedure:
Step 1: User Authentication
« User accesses the React frontend and clicks “Login with Google” or “Login with AWS.”
o OIDC flow authenticates the user and returns an ID token (JWT).
« Backend extracts the user’s email/UUID.
Step 2: DID Generation
« Backend checks if the user’s UUID has an existing DID.
o Ifnot, a new did:ethr is generated.
o A verifiable credential (VC) or signed JWT is created.
o The DID and metadata are submitted to a smart contract on Polygon.
Step 3: Smart Contract Storage
o Smart contract stores:
o User’s public key
o DID Document hash (IPFS hash or direct metadata)
o Ethereum address mapping
« Transaction is signed via MetaMask.
Step 4: DID Dashboard
« Frontend retrieves the user's DID info using smart contract calls.
« User sees:
o DID
o Credential history
o Login timestamps
o MetaMask is used for signing identity operations (proof-of-possession).
Step 5: Cloud Access
« User requests access to a service on GCP or AWS.
« Backend validates:

o DID is valid and present on-chain
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o Credential signature is correct

« If successful, user receives a token (e.g., OAuth access token) for service access.
Results:
The proposed system successfully:

« Enables multi-cloud login using a decentralized identity model.

« Allows on-chain DID generation and storage.

« Displays user credentials transparently via a DID dashboard.

« Grants access to external cloud resources using verifiable credentials.

« Maintains a tamper-proof and publicly verifiable audit trail on the blockchain.

Discussion / Conclusion:

This project demonstrates a feasible and functional implementation of decentralized identity
management across multi-cloud environments. By leveraging OIDC for login and blockchain
for identity storage, it bridges the gap between Web2 identity and Web3 infrastructure. The
system prioritizes user privacy, portability, and interoperability. Challenges include key
management, MetaMask UX complexity, and real-world cloud integration beyond proof-of-
concept. However, the approach presents a strong foundation for future SSI-based cloud
authentication frameworks and could scale into production with enhanced user agents and
secure wallet integrations.
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