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Abstract

As cyber threats evolve, Distributed Denial of Service (DDoS) attacks pose significant risks to
network infrastructures. This research introduces a cutting-edge method utilizing Reciprocal
Points Learning (RPL) for Open-Set Recognition (OSR) in detecting both known and unknown
DDoS attacks. The framework leverages machine learning classifiers such as Passive Aggressive,
Random Forest, and Decision Tree, focusing on key traffic-based features like flow duration,
packet size, and statistical flow metrics. The system is designed to operate dynamically, ensuring
adaptability and resilience in detecting zero-day threats. Empirical analysis demonstrates its
robustness and effectiveness across diverse attack scenarios.
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1. Introduction

The increasing frequency and sophistication of cyberattacks necessitate innovative mechanisms for
securing digital networks. DDoS attacks, in particular, disrupt services by flooding systems with
illegitimate traffic. Traditional detection techniques often fall short when confronting previously
unseen attack variants. This study presents a novel detection framework that integrates RPL
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and OSR, addressing these shortcomings through adaptive machine learning strategies.

2. Problem Definition

Current intrusion detection systems primarily focus on identifying known threats based on fixed
signatures, leading to vulnerability against novel and unknown DDoS attacks. The lack of
adaptability in existing models demands a solution that can recognize both familiar and unfamiliar
patterns in real-time network data.

3. Objectives

- To develop an intelligent system capable of recognizing unknown DDoS patterns using RPL.

- To compare and evaluate the performance of Passive Aggressive, Random Forest, and
Decision Tree classifiers.

- To validate the model's effectiveness through empirical testing on a real-world dataset.

4. System Overview
4.1 Proposed Methodology

The proposed detection system analyzes real-time traffic metrics and classifies traffic flow using
an ensemble of machine learning models. The RPL technique plays a crucial role in identifying
deviations in traffic that may indicate new or previously unseen attacks.

4.2 Architecture

The architecture includes data preprocessing, feature extraction, classifier training, and final
decision-making modules. A visualization interface supports analysts in reviewing detection
results.

4.3 Workflow

1. Collect network flow data.
2. Extract statistical and behavioral features.

3. Apply classifiers and RPL for OSR.

B

Output categorized traffic as benign, known DDoS, or unknown attack.

o

Implementation Details
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5.1 Classifiers Used

- *Passive Aggressive:* Efficient in online learning with rapid adaptation.
- *Random Forest:* Offers high accuracy with reduced overfitting.

- *Decision Tree:* Facilitates interpretability and fast inference.

5.2 Feature Engineering

Important features include average packet size, flow duration, inter-arrival time, and byte count
variance. These help in distinguishing malicious flows from legitimate ones.

5.3 Dataset and Tools

- Dataset: CSE-CIC-IDS2018

- Tools: Python, Scikit-learn, Pandas, NumPy, Matplotlib

6. Experimental Evaluation

6.1 Performance Metrics

Accuracy

Precision

Recall

F1-Score

[JNRD2504121 ‘ International Journal Of Novel Research And Development (www.ijnrd.org) “



http://www.ijrti.org/

© 2025 IJNRD | Volume 10, Issue 4 April 2025 | ISSN: 2456-4184 | [NRD.ORG
- Open-set recognition rate

6.2 Results Summary

The hybrid model achieved:

- 98.7% accuracy on known DDoS attacks

- 94.3% recognition rate for unknown patterns

- Low false positive rate with high reliability

7. Design and Diagrams

- *UML Diagrams:* Class, Use Case, Activity, Sequence, and Deployment diagrams.
- *Data Flow Diagram:* lllustrates flow from input to detection decision.

- *ER Diagram:* Defines the system’s database entities and relationships.

8. Testing Strategy

8. 1 Testing Methods

- Unit testing for individual modules

- Integration testing for classifier ensemble

- System testing using simulated attacks

8.2 Test Case Example

- Input: Simulated UDP flood

- Expected Output: Classified as Unknown DDoS

- Result: Correct classification with alert generation
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9. Conclusion

This study successfully demonstrates an intelligent and adaptive framework for detecting DDoS
attacks, especially those that deviate from known signatures. By incorporating RPL and
ensemble learning, the system showcases high resilience and proactive capabilities.

10. Future Scope
- Integration of deep learning models like CNNs and LSTMs
- Real-time cloud-based deployment

- Expansion to multi-class intrusion detection
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