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ABSTRACT 

ABSTRACT: Decentralized voting using Ethereum 

blockchain is a secure, transparent and tamper-proof way of 

conducting online voting. It is a decentralized application 

built on the Ethereum blockchain network, which allows 

participants to cast their votes and view the voting results 

without the need for intermediaries. In this system, votes are 

recorded on the blockchain, making it impossible for 

anyone to manipulate or alter the results. The use of smart 

contracts ensures that the voting process is automated, 

transparent, and secure. The use of the blockchain 

technology and the implementation of a decentralized 

system provide a reliable and cost-effective solution for 

conducting trustworthy and fair elections. 

In this system, a decentralized application (dApp) is 

developed on the Ethereum blockchain, allowing registered 

voters to cast their votes securely from any location. Each 

vote is treated as a transaction and is immutably recorded 

on the blockchain, ensuring that once a vote is cast, it 

cannot be altered, deleted, or forged. This immutability 

enhances trust in the electoral process by eliminating the 

risks associated with centralized data storage and human 

intervention. 

Smart contracts—self-executing code deployed on the 

Ethereum network—form the backbone of this voting 

system. They automatically enforce voting rules, validate 

voter eligibility, prevent double voting, and tally votes 

without relying on any centralized authority. As a result, the 

voting process becomes fully automated, transparent, and 

verifiable by all participants in real time. 
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1. INTRODUCTION 

Voting in India has always been a topic of high 

controversy, whether with the initial “Balloting 

System”, implemented in the 1951−52 General 

Elections or the recent “Electronic Voting 

Machines”, implemented extensively since 1998. 

[1] In the balloting system, a voter casts their vote 

on a pre-printed ballot paper, in the presence of an 

appointed voting official and the cumulative votes 

are captured in a physical box and transported to a 

centralized vote counting location. The issues with 

this system as evident enough were mitigated by 

replacing them with an electronic voting system 

where votes are captured on an electronic balloting 

unit and transported across to a centralized 

location for calculation using the control unit. 

Votes cast on an EVM are assumed to be 

tamperproof to a great extent. However, the other 

obvious issues with this system were the reliance 

on an authority for the purpose of monitoring the 

voting process as well as allegations of influence 

by political parties to support their cause. Apart 

from this, other issues 

concerning the current voting system in India 

include, amongst the least, lack of transparency, 

fake voter IDs, prone to political manipulation in 

remote locations, as well as delay in the result 

declaration. All these identified issues can be well 

resolved by replacing any current voting option 

with a blockchain based electronic-voting system 

which operates on a user level capturing the votes 

on a distributed interface (web/mobile). 

Blockchain technologies are often implemented 

where there is a need for transparency or a 

decentralized authentication/identification of 

entities, whether currency, intellectual property or 

otherwise. This encrypted, decentralized and agile 

strategy for data storing lead by a government 

blockchain record will result in a progressively 

responsive and easy to use administrative 

cooperation. In this paper, we aim to establish the 

efficiency of a blockchain based digital voting 

system with higher security and complete 

transparency integrated .The purpose of 

integrating the Voter ID of citizen is to mitigate 

the duplicate/fake voter ID issues evident in our 

current 

infrastructure. 
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1.LITERATURE SURVEY 

 

Literature Earlier noted versions of an electronic 

system of voting have been attributed to David 

Chaum, who created a system with a public key 

cryptography for the purpose of vote casting, 

while keeping the voters anonymous, with the use 

of the Blind Signature Theorem. [2] Post which a 

lot of research has been conducted with other 

methods of electronic voting systems. [3−6] 

Kaspersky Labs has conducted their own case-

study with a blockchain secured voting system 

targeting proof-of-work to replace the issue of 

multiple voting, which is similar to “double 

spending” in Bitcoin. [7] With the help of unique, 

anonymous Bitcoin addresses, this system ensures 

the voting is completely transparent, while

 being authenticated 

using the U.S. based social security number. They 

have also created a proof-of-concept on a shared 

instance which can be accessible as a web 

application [7]. Other notable electronic/digital 

voting systems include the Estonian internet  

voting  system  [8].  The 

system was setup using the Estonian national 

identification card, which was used to generate a 

SHA1/SHA2 signature, as a private key. 

3.METHODOLOGY 

 

Voting UI (Web / Mobile App) The voting UI 

will be designed to allow the user to 

authenticate themselves and then selecting the 

election for which they wish to cast their vote. 

Once the user selects the election, they can cast 

their vote for the desired candidate. The vote 

along will be used to generated a digital 

signature sent across to the 

blockchain to create a new block. This UI will 

be designed keeping in mind the accessibility 

options for the disabled given election.Standard 

Authentication,using OTP/biometrics as available 

within the voting UI will be used to authenticate 

the user. 

 

Decentralized voting Blockchain The blockchain 

will be setup on a standalone instance available 

publicly for validating the vote count as well as 

adding votes. For the purpose of adding the vote, a 

private function add Vote is called from the 

http://www.ijrti.org/
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Voting UI. The function creates a new block with 

the supplied data, and with a SHA256 generated 

hash of the user’s data in the current block and the 

SHA256 generated hash of the previous block in 

the header of the current block. This completed 

block is then verified and added to the chain. Since 

the hashing process is a one-way transaction, no 

one will be able to reverse it. This will ensure that 

there is no way the user’s identity is revealed, 

although the vote count is available publicly. For 

the purpose of vote count, a private function 

display Vote Count can be called from the voting 

UI or from any authorized implementation of this 

publicly available endpoint. The function returns 

of the full details of vote count along with party 

wise breakdown and can be further modified to 

provide location wise breakdown as well. Since 

blockchain works on a broadcast mechanism, as 

opposed to traditional databases, the authenticity 

of votes captured is always  ensured.  As  long  

as  a 

particular block is valid, it is authentic. 

Additionally, instead of being a completely 

decentralized blockchain voting platform, this 

model incorporates the advantages of blockchain 

by having the nodes authenticate using a 

centralized permission (private key) for every 

node and then approving the addition of the block 

to the chain. 

 

Vote casting process in the Decentralized voting system 

http://www.ijrti.org/
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SYSTEM ARCHITECTURE 
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User enters the credentials (voter id & password) 

and they are matched with the database. If the 

match is found user is either redirected to admin 

page or voter page as per their role corresponding 

to the credentials in the database. Once the admin 

is logged in he/she can start the voting process by 

adding candidates and defining dates. Voter can 

vote once the voting process has been started. 

Once the voter has voted the transaction is 

recorded to the blockchain and the voting page is 

updated with real-time votes. 

 

RESULT 
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The developed blockchain-based voting system 

effectively demonstrates a secure and 

decentralized method for conducting elections 

using Ethereum smart contracts and MetaMask for 

identity management. The project was designed 

with two main user roles: Admin and Voters, each 

with specific access privileges and functionalities. 

The Admin holds a unique MetaMask wallet 

address, which acts as the sole authority to access 

the admin portal. Upon logging in with this 

verified wallet, the admin can perform critical 

election management operations such as adding 

constituencies, registering candidates, validating 

voter identities, creating new elections, and 

monitoring live results. This ensures that only an 

authorized entity can manage sensitive election 

data and configurations. 

On the other hand, general users must go through a 

registration process if they are not logged in with 

the admin’s wallet. Once registered, the admin has 

the ability to review and verify each user 

manually. Only after successful verification by the 

admin, users are granted access to log in to the 

system and participate in the voting process. This 

layered verification model enhances the integrity 

of the election process by allowing only 

authenticated individuals to cast their votes. 

Once verified, the user can log in using MetaMask 

and proceed to vote for candidates within their 

respective constituencies. The entire voting 

process is managed through smart contracts, 

ensuring that votes are immutable, transparent, and 

securely recorded on the blockchain. Each voter is 

allowed to cast only one vote, enforced 

programmatically through the smart contract logic. 

 

 

CONCLUSION 

 
At the current rate of development our country is 

going through, it is imperative that traditional 

methods of administration must be replaced with 

newer more advanced alternatives. At the same 

time ensuring that our efforts are applied in the 

direction of added user flexibility, security and 

complete transparency. This model of electronic 

voting system ensures the same while adding 

further benefits of instant electoral count, 

transparent and opensource voting platforms, while 

also providing the user the flexibility to vote from 

their convenience. The Election commission of 

India reportedly spent INR 35000 crores in polling 

for the 2014 Lok Sabha Elections [11]. A major 

chunk of this amount is spent in arranging and 

setup of the voting booths across all locations in 

the country. With a digital implementation of the 

voting system, a huge amount of the taxpayer’s 

money can be saved, which can then be utilized 

for other welfare projects 
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