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Abstract : Blockchain technology is one of the new technologies (BCT). BCT is looking into cybersecurity issues in an effort to
improve business operations and boost the value of business processes. This scoping review study set out to categorize various
cybersecurity challenges in BCT and explore the extent of the body of existing material. 51 research studies were found to be relevant
after a rigorous screening process that included employing a mix of terms to search databases such as Elsevier, ResearchGate, IEEE,
ScienceDirect, and ABI/INFORM Collection. Data coding was done through a scope review procedure. After careful analysis, 30
unique cybersecurity problems in BCT were divided into six standardized groups. Our research indicates that most studies address
cybersecurity issues in BCT in a broad way without identifying specific industrial sectors, and only a small number of publications
specifically address cybersecurity issues in BCT that are pertinent to specific industry sectors. Furthermore, strategies to lower
cybersecurity threatsin BCT were hardly studied in prior studies. The identification of gaps led to recommendations for future research
directions for scholars.
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. INTRODUCTION

This paper presents a scoping review of cybersecurity challenges in Blockchain Technology (BCT), aiming to explore and categorize
the various issues identified in the current literature. The review involved searching databases like Elsevier, ResearchGate, IEEE,
ScienceDirect, and ProQuest, which led to the identification of 51 relevant studies. Cybersecurity Challenges Identified: A total of
30 different types of cybersecurity challenges in BCT were found, which were categorized into 6 main groups. General vs. Specific
Issues: Most studies address general cybersecurity challenges in BCT, with very few focusing on challenges in specific industry sectors
(e.g., healthcare, finance).Lack of Mitigation Strategies: Few studies explore strategies to reduce or resolve the identified
cybersecurity challenges.The review highlights significant gaps in the current research, especially regarding industry-specific
challenges and solutions to mitigate risks in BCT. It suggests future research avenues for scholars to focus on these gaps to improve
the security of blockchain systems. As technology has developed, cybersecurity research has grown in significance. Numerous
corporate sectors are experiencing a sharp rise in cybersecurity-related issues [1]. Big businesses are focusing more on when a
cyberattack will happen than whether it will [2]. Businesses are pushing governments to combat cybersecurity risks [3] since these
issues are costing them a lot of money [4]. Cyberattacks have a major detrimental impact on organizations [5], and 61% of small and
medium-sized enterprises have suffered one, according to a report [6]. Similarly, another study discovered that cybersecurity issues
including data breaches and the loss of private information are expanding as cloud computing and online apps are used more frequently
[7]. In recent years, blockchain technology (BCT) has become one of the most significant emerging technologies [8]. In BCT, a
distributed database, every asset tangible.
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Il. LITERATURE SURVEY.

Berdik et al. (2021) [9] provide a comprehensive review of blockchain's role in information systems management and security. The
survey explores blockchain applications, benefits, and challenges, emphasizing its potential to enhance data integrity, transparency,
and security. It discusses emerging trends, implementation issues, and the technology's impact on modern information systems.

Wylde et al. (2022) [10] review the intersection of cybersecurity, data privacy, and blockchain technology. The study highlights
blockchain's potential to address privacy and security challenges through decentralized frameworks, encryption, and immutability. It
explores practical applications, limitations, and future directions, emphasizing its transformative role in safeguarding digital data and
infrastructure.

In their thorough analysis of blockchain-based smart contracts, Hewa, Ylianttila, and Liyanage (2021) [11] highlight its uses in a
number of industries, including IoT, healthcare, and banking. The report tackles issues like scalability and security while highlighting
advantages like automation and transparency. Their research highlights the revolutionary potential of blockchain technology and the
complications that come with it.

Blockchain integration in corporate management is examined by Pal, Tiwari, and Haldar (2021), [12] who also describe its uses in
operations, finance, and supply chain. They talk about issues like technical adoption and legal constraints while emphasizing how
blockchain may improve corporate operations' efficiency, transparency, and trust. Their research sheds light on how revolutionary
itis.

Blockchain technology in the future of business cybersecurity and accounting,” (S. Demirkan, I. Demirkan, and A. McKee),[13]
Journal of Management Analytics, 189-208, 2020.

RESEARCH METHODOLOGY

THIS STUDY USES THE ARKSEY AND O'MALLEY FRAMEWORK][15], ENHANCED BY LEVAC ETAL[16]., TO CONDUCT A FIVE-PHASE
SCOPING REVIEW. THIS APPROACH ENSURES DEPENDABILITY, CONSISTENCY, AND PRECISION[17]. UNLIKE SYSTEMATIC REVIEWS,
WHICH ANALYZE MATURE TOPICS AND SYNTHESIZE EMPIRICAL FINDINGS, SCOPING REVIEWS EXPLORE EMERGING TOPICS, SUCH AS
BLOCKCHAIN TECHNOLOGY (BCT). THE PURPOSE IS TO MAP THE LITERATURE, IDENTIFY RESEARCH GAPS, AND PROPOSE FUTURE
RESEARCH DIRECTIONS. GIVEN BCT'S STATUS AS AN EVOLVING FIELD, THE SCOPING REVIEW METHODOLOGY IS APPROPRIATE FOR
PROVIDING AN INITIAL OVERVIEW AND GUIDING FURTHER RESEARCH AGENDAS. FIGURE 3 ILLUSTRATES THE FIVE PHASES OF THE

REVIEW PROCESS.
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Fig 3: Phases for scoping review methodology

3.1Creating a review process

The scoping review involves creating a flexible, comprehensive review protocol in the first phase. This protocol includes determining
the research topic, search criteria, study scope, inclusion and exclusion criteria, conceptual framework, data extraction methods, roles
of team members, data analysis techniques, and work plans. The protocol serves as a guide and can be adjusted as the study progresses.
Key research questions explored are

e What cybersecurity concerns in BCT have been examined in the literature?
e What notable gaps exist in current research?
e How might cybersecurity issues in BCT evolve in the future?

3.2Screening pappers

The team employed a rigorous methodology for screening and selecting papers for a scoping review. Initially, six of the 205 papers
were randomly selected to train the team on applying the inclusion and exclusion criteria. This ensured consensus on criteria
application and prevented the omission of significant studies .Each paper addressed phase one research topics, and inclusion/exclusion
criteria were derived from literature recommendations [2]. Two team members screened all 205 articles independently, followed by
comparison and validation of their findings. A third member resolved any disagreements, ensuring the authenticity of the
process.Regular meetings were held to refine search criteria. Papers were filtered through collaborative screening, duplicate
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identification, and exclusion based on language, redundancy, and topic relevance. Ultimately, 51 research studies were selected for
further analysis in figure 3.2 enhancing reliability through cross-checking and extensive examination

ABI/INFORM Collection

Elsevier
N=31

(ProQuest)N=27

IEEE
N=40

ScienceDirect
N=59

Nl

\4 Initial Research Papers /

ResearchGate
N=48

Language N=1
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3.3 Charting the data

N=205

Other than English / \
etiact Baced / \

Final Selected Papers
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Fig 3.2: Paper selection process flowchart.
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A systematic coding process was employed to analyze cybersecurity challenges in Blockchain Technology (BCT) using an Excel-
based sheet structured into three information sheets. The first sheet captured basic details of 51 selected research papers, including
titles, authors, publication years, and publishers. The second sheet documented core information such as research questions,
summaries of cybersecurity issues, and potential implications. Color coding was used to identify 30 distinct challenges across the
articles. A thematic framework, based on Salvato and Corbetta's structure, was adopted to organize data into three levels:

e First-order data—concise descriptions of identified challenges

e Second-order themes—grouped thematic categories, and Aggregated second order
dimensions—standardized classifications of challenges.
e To prevent classification errors, a third sheet validated thematic grouping and Figures 3
illustrated relationships between themes. This structured, collaborative approach ensured
consistency and reliability in identifying and categorizing key cybersecurity challenges in BCT
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Fig 3.3: Thematic analysis for cybersecurity challenges in BCT
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IV. RESULTS AND CONCLUSION

4.1Publication year

Papers published between 2017 and 2022 are included in the scoping review to highlight trends from the most recent research.
Furthermore, because BCT is new, companies' interest in adopting and implementing it has lately led to a rise in awareness of cyber-
security issues in BCT. For example, there were 6 percent of articles published in 2017, 10 percent in 2018, 27 percent in 2019, 22
percent in 2020, and 24 percent and 12 percent in 2021 and 2022, respectively. A visual depiction of the primary research from each
year is shown in Figure 4.1

Figure 4.1. Research paper sample taken from each year.

 §
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m 2018 m 2021
2019 m 2022

4.2Publication type

The publishing type of the chosen research articles for this analysis indicates that, as Figure 6.2 illustrates, 84% of the sample of
papers are from peer-reviewed journals, whereas 16% are from conference proceedings. According to the year and type of publication,
it can be concluded that journal paper publications on this subject gradually increased after 2017. It follows that the topic is likely to
be of interest to practitioners and that future scholars may be interested in working in this developing field of study.

W Journal paper

= Conference paper

Fig 4.2:Type of paper publication

4.3 Nature of industry type

Figure 6.3 illustrates the type of industry where cybersecurity security issues in BCT have been studied. It shows that 57% of the
research have looked at cybersecurity issues in BCT generally without naming the sector type, whereas 24% of the sample studies
have focused on healthcare and smart cities. Six percent of the study has focused on the energy industry, and eight percent has focused
on the supply chain and energy sectors. Other industries include oil and gas, accounting and finance, and agriculture. The facts and
figures presented above suggest that more research is required on cybersecurity challenges in BCT in the fields of finance, accounting,
and oil and gas. supply chain, government, energy, and agriculture. In other words, there aren't enough specialized studies in the
literature that highlight cybersecurity issues in BCT that concentrate on particular industry types.
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Figure 4.3:Sector diversity

4.4 Nature of cybersecurity attacks

80% of the research studies included in our sample reveal malleability attacks as the most common cybersecurity challenge in BCT.
Following this are the wallet security attacks and 51% attacks as the most common cybersecurity challenges in BCT with 33% each,
respectively. The other significant cybersecurity attacks reported in BCT in our sample are smart contract loophole attacks, double-
spending attacks, and system errors attacks. A pictorial representation of sample studies reporting cybersecurity challenges in BCT
for each of the themes is shown in.

Fig 4.4: Cybersecurity challenges in BCT reported by sample studies
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4.5 Solution of cybersecurity challenges

According to our analysis, only 18% of the sample studies have examined solutions for the various cybersecurity challenges in BCT
that were reported in their research papers, while 82% of the sample studies do not offer any solutions for these cybersecurity
challenges. The reports listed a few solutions for the above-reported cybersecurity challenges in BCT, including the use of hot wallets
and cold wallets, routine audits, automation of blockchain incident response, multiple- signature technique, oyente, smart check,
regulatory compliance, and the selection of blockchain providers. Still, it is necessary to investigate more workable answers to these
problems. Based on this discovery, it can be concluded that more research is required to examine potential solutions for the many
cybersecurity issues that have been documented in BCT in a number of research publications.

This scoping review's primary objective was to identify the gaps, size, and scope of the existing literature on cybersecurity issues in
BCT. According to our findings, the majority of the study sample highlights cybersecurity issues in BCT in general without
mentioning any particular industry sector. Only a few example studies highlight cybersecurity issues in BCT that are only marginally
associated with particular industry sectors. Furthermore, there was little empirical study on this subject in the majority of the earlier
literature, which was conceptual review-based investigations. Additionally, previous research has seldom examined methods and
solutions to reduce cybersecurity issues in the implementation of BCT.
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