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Abstract :  Automated Teller Machine(ATM) allow people to do online transaction, check balance and do cash withdrawal without even going 

to the bank. The increasing number of ATM’s made the cash withdrawal easy for the people. The traditional way of ATM transaction takes place 
when both the card and PIN matches. The ATM security is significantly effected when either the card or PIN is manipulated by the frauds. There 
is a need to provide a means of securing ATM transaction against frauds and criminal activities taking place. So this system proposes to add 
advanced security to ATM. Our system is divided into four layers of security consisting of card verification,face recognition, OTP generation,PIN 
verification. In the first stage the card verification takes place where the card is verified with the existing data. Second stage is face recognition 
where the image of the owners or the close relatives is captured using the webcam present in the ATM and checks wheather it matches with the 
actual image in the database. In the third stage the user is prompted to enter the OTP generated to the customers email id. Fourth stage involves 
PIN verification where user has to enter the 4 digit PIN set by the user. If the PIN is correct then moves to next step. Final stage is where the 
transaction takes place, the user can enter the amount and withdraw cash. 

IndexTerms - ATM security, card Verification, face Recognition,OTP generation, PIN verification. 
 

I. INTRODUCTION 

Automated Teller Machines (ATMs) have revolutionized the way people handle their finances. These ubiquitous electronic devices 

have seamlessly integrated into our daily lives, allowing individuals to conduct a wide range of financial activities without even 

setting foot inside a traditional bank. From conducting online transactions and shopping to checking bank balances and making 

cash withdrawals, ATMs provide unparalleled convenience and accessibility to our hard-earned money. Banks across the globe 

have embraced the deployment of ATMs as a means to cater to the ever-increasing demands of their customers. This strategic move 

not only facilitates easy access to funds for account holders but also aids in reducing the operational costs for financial institutions. 

With ATMs readily available, the need for an extensive on-site bank staff is considerably diminished, translating into significant 

cost savings for banks. This dynamic shift in the way banking operates has played a pivotal role in shaping the modern financial 

landscape. The data reveals that there is now more than one ATM for every 3,000 people worldwide. The convenience of having 

an ATM within a short distance has become an expectation rather than a luxury for the majority of the population. 

Traditionally, the operation of ATMs required customers to insert a valid card and enter the correct Personal Identification Number 

(PIN). This two-step authentication process was instrumental in ensuring that only authorized users could access their accounts and 

conduct transactions. However, as the number of ATMs increased, so did the occurrence of thefts and fraudulent activities at these 

machines. The single-step verification system was no longer sufficient to protect users from increasingly sophisticated and pervasive 

threats. 

Recognizing the need for enhanced security, financial institutions have embraced a multi-layered authentication system. This five-

layer security protocol incorporates several robust mechanisms to safeguard users and their financial transactions.The five layers 

include the card verification,PIN Verification,Face Recognition ,OTP Generation (One-Time Password) and the Transaction Stage. 

This comprehensive five-layer authentication system significantly elevates the security of ATM transactions, making it 

exponentially more challenging for unauthorized individuals to access user accounts or engage in fraudulent activities. 

 

II. BACKGROUND 

The security is not improved while making transactions with a card alone. So the concept of a multi-layered security in the ATM 

system is put forward in this proposal. The suggested solution protects user transactions with extra security features including face 

recognition ,OTP generation,PIN verification in addition to ATM card verification, preventing fraud attempts connected to ATM 

manipulation. This ensures that even in the event of a vulnerability in one security layer, the remaining layers will prevent the attack 

from taking place. Hence rendering it highly improbable for attackers to breach ATM security. By utilising the facial recognition 

technology the transactions in the ATMs are protected from any fraud activities because it provides an additional degree of 

protection for the bank and the cardholder. Customers of banks can access their accounts using their cards. The bank is now able to 
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provide its clients with the highest level of security and open banking convenience. The fact that each user’s face ID is distinct and 

cannot be used by another person is the main benefit of this system.The user’s close relatives and their own facial photos are 

included.Following facial recognition, an OTP will be produced. There are three opportunities for the user to enter this OTP. OTP 

adds an extra degree of security protection to the network. A transaction can only be completed if the user enters the card’s four-

digit pin set by the user. The four level security system guarantees the integrity and confidentiality of financial transactions in 

addition to improving security. 

III.PROBLEM STATEMENT 

When a customer inserts a legitimate card and inputs the right PIN, the conventional ATM system functions assisting in the 

identification of authorised users and preventing fraudulent transactions. Only when the card and PIN match the customer can 

forward the transactions and cash withdrawal. However, installing cameras within the ATM or utilising scanning techniques make 

it simple to determine the PIN. ATM thefts typically happen when users insert multiple cards into the ATM's slots making it 

impossible for the system to recognise the original card. As a result, the machine asks for the PIN, while the second person observes 

it from behind. Given that the majority of patrons are unfamiliar with ATM operations, it is possible that they will forget the PIN. 

There is a possibility of losing their money in the event that their card is misplaced or their PIN is discovered, many are hesitant to 

utilise ATMs. Numerous fraudulent actions occur at ATMs, the banks compensation for ongoing robberies and ATM theft, 

including card trapping, skimming, shimming, PIN theft, keyboard jamming and card cloning, has resulted in a drop in reporting 

rates. If a fraudster manipulates the PIN or card, it has a major impact on ATM security. The card may be duplicated by the fraudsters 

using different scanning devices. Installing cameras inside ATMs is another way to determine the PIN. 

IV.LITERATURE SURVEY 

A literature review proves one’s knowledge of and comprehension of recent findings on a particular subject, including details on 

its features, problems, and solutions. 

Facepin : Face Biometric Authentication System for ATM Using Deep Learning 

Deep learning allows us to attain more accuracy in face recognition than we could with typical machine learning techniques. 

First, faces are localised using a face detector. Second, using normalised canonical coordinates, the faces are aligned. Third,the Face 

Recognition module is put into use . Face processing is used to handle variations before training and testing, such as poses and ages. 

Various architectures and loss functions are used to obtain discriminative deep features during training face matching methods are 

used to perform feature classification after the deep features in the FR module. Face anti-spoofing determines whether the face is 

real or spoofed. 

Unknown Face Verification Link Generator 

 
Fig. 1. Deep Face Model 

If there is a discrepancy between the captured image and the saved image, it indicates that the user is not authorised.In order to 

verify the identity of an unauthorised user, a Face Verification Link will be generated and sent to them. This will allow for remote 

certification, which will either authorise the transaction as intended or notify the banking security system of a security breach. 

Customers can now complete transactions using biometric and OTP pin authentication instead of utilising ATM cards.Initially, the 

customer’s fingerprint and face data are collected and uploaded to the MySQL database. After the fingerprint is successfully 

authenticated, patrons are required to face the camera that is placed in front of them. Subsequently, the two sets of biometric data 

are digitally encoded and compared with the biometric records of the registered consumer.The system prevents any more 

transactional progress if no match is identified. 

The method the bank uses is to take customers’ facial pictures in the bank branch and keep the pictures in a safe biometric database. 

Deep Face activates DL Model’s biometric software when a customer taps their ID card or inserts their bank card at an ATM.After 

taking several pictures of faces, the algorithm chooses which one to use for identification. The consumer will be asked to go closer, 

take a step back, take off their hat or sunglasses, or do everything else that is necessary in order to get a good picture if none are 

found to be appropriate.The biometric processing system receives the taken image and compares it to the customer’s image that is 

kept in the bank’s ID database. After being validated, customers can view their accounts and carry out approved transactions.The 

bank account owner must have a mobile device that can be connected to the internet and used around-the-clock in order to manage 

the remote certification.Dedicated intelligent agents for timely input (alerts) to the relevant banking security points and intelligent 

monitoring of transactions that are initiated.Multimedia message services (MMS) are required for certification and authorization 

procedures, and robust Internet and GSM networks are required to allow them. 
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Fig. 2. Block Diagram 

1. ATM Simulator 

A next generation testing tool for XFS-based ATMs is called ATM simulator (also known as advanced function or openarchitecture 

ATMs). ATM simulator combines automation for quicker, more effective testing of face authentication and unknown face forwarder 

technology with virtualization to deliver realistic ATM simulation. 

2. Face Recognition Module 

Face Enrollment The first thing this module does is register a few bank beneficiary templates’ front faces. Following that, these 

templates serve as the benchmark for assessing and registering the templates for the remaining poses: slanting left or right, coming 

closer or farther, and tilting up or down. 

Face Image Acquisition 

ATMs should have cameras installed in order to record essential footage.Here, a webcam is employed that is interfaced with a 

computer. 

Frame Extraction 

From the input video, frames are extracted. The video needs to be split up into a series of images that are processed further. Typically 

20–30 frames per second are captured and forwarded on to the following stages. 

 

 

Pre-processing 

The actions done to format photos before they are used for model training and inference are known as face image pre-processing. 

The actions to be performed are: 

• Read a RGB image and convert it into grayscale. 

• Resize image: Original dimensions (width, height, number of RGB channels) were 360, 480, 3 and is resized to (220, 220, 3) 

• Denoise (remove noise):Smear our picture to get rid of extraneous noise. We use Gaussian blur for this. 

• Binarization: Image binarization is the process of turning a grayscale image to black and white. This reduces the image’s 

information from 256 shades of grey to only two, or black and white, creating a binary image 

•  
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Face Detection 

Region Proposal Network (RPN) creates ROIs in this module by using anchors with varying scales and aspect ratios to slide 

windows over the feature map. Approach for face segmentation and identification based on enhanced RPN. ROIs are created using 

RPN and ROI alignment accurately maintains the precise spatial locations. They are in charge of supplying a predefined set of 

bounding boxes in various sizes and ratios that will be utilized as a point of reference when initially estimating the locations of 

objects for the RPN. 

Feature Extraction 

Following face detection, the feature extraction module receives the face image as input in order to identify the salient features that 

will be employed in the classification. The eyes, nose, and mouth are automatically extracted from each position, and the information 

is then used to determine the variation’s effects based on how it relates to the frontal face templates. 

Face Classification 

During the registration process, DCNN algorithms were developed to automatically identify and reject incorrect face photos. This 

will guarantee correct enrollment and, consequently, the highest level of performance. 

Face Identification 

The image is sent to the face detection module once the ATM camera has captured the facial image. This module identifies the 

image regions most likely to contain human content. Following face identification via Region Proposal Network (RPN), the face 

image is fed into the feature extraction module, which identifies the salient features needed for classification. In order to adequately 

represent the facial image, the module creates a very brief feature vector. Here, DCNN is used in conjunction with a pattern classifier 

to compare the retrieved features from the face image with those kept in the face database. The image of the face is then categorized 

as known or unknown. If the picture’s face is known,then moves to transaction process. 

In many different businesses, biometrics—especially fingerprint recognition—is crucial to improving security and precise 

identification. It is extremely valuable because to its non-transferable and non-reproducible character. By removing the need for 

PINs or passwords, fingerprint authentication in ATMs improves security through unique identification and facilitates user ease. In 

order to solve problems like card trapping and PIN theft, this solution uses a portable device to handle accounts through ATMs. 

The system is made to be both user-friendly and reasonably priced. The system’s implementation results show that it has been 

successfully used over The generated confusion matrix, based on a sample of 60 uses, shows a high classification accuracy rate and 

a low mistake rate. A comparatively low false positive rate, however, raises the prospect of some false alarms. 

Design and Implementation of Cost Effective Multi factor Authentication Framework for ATM Systems 

The proposed framework is designed for realtime security in financial organizations and relies on biometrics for authentication, 

leveraging unique individual characteristics.Keystroke dynamics is described as a strong behavioral biometric authentication 

system, monitoring typing rhythm patterns for user identification. It stands out as a 

cost-effective biometric system, requiring only a keyboard as hardware.The system outlines an affordable ATM Multifactor 

Authentication Framework with KBA,TBA, and BBA. The Proposed system introduces Secure-PIN-Authentication and OTP-based 

authentication using keystroke dynamics, offering benefits without requiring additional hardware. The system involves two main 

stages: registration (sign-up) and transaction stages: 

User registration module 

The conceptual framework is presented for the registration module of an inexpensive multifactor authentication scheme for ATMs, 

combining TBA, KBA, and BBA. Multifactor authentication for ATM users enhances security by employing multiple verification 

methods, providing a strong defense against various threats.The proposed system significantly enhances security by capturing and 

analyzing keystrokes while users enter their PIN, adding an extra layer of authentication. During the learning stage, users practice 

typing rhythm ten times to build a detailed profile of their unique typing patterns. In each cycle, the system stores rhythm data and 

computes a matching score, revealing the user’s typing consistency and habits. Keystroke dynamics analysis considers factors like 

key press duration,latency between key presses, and flight time (time between key up and key down), going beyond mere keystroke 

capture. From this timing data, the system extracts three crucial timing features: Press-to-Press (PP), Release-toRelease (RR), and 

Release-to-Press (RP). 

These timing features play a pivotal role in distinguishing between legitimate users and potential attackers, further strengthening 

the security of ATM transactions.Unlike other biometric systems that may require expensive hardware, keystroke dynamics 

primarily relies on the standard keyboard, making it a cost-efficient option. 
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Fig. 3. Conceptual design for user registration 

User Verification Module 

The user verification module confirms input matches the claimed identity, capturing it based on the keystroke dynamics system in 

use.Features are extracted from the biometric sample and compared to the claimed user’s model, typically resulting in a comparison 

score. If the comparison score is 1 (true), the user is authenticated; otherwise they are rejected.The user verification in the proposed 

system involves two stages: measuring typing speed for chosen passwords and the authentication stage. During the authentication 

stage, the user’s entered password is compared to the stored password and its related typing rhythm or speed in the database. If the 

compared password and typing rhythms match, the user is authenticated; otherwise, they are rejected.The system uses Keystroke 

Dynamics which is based on statistical approach and provides interesting results with more than 95% accuracy. 

Fingerprint Identification Banking (FIB);Affordable and Secure Biometric IOT Design 

The design is divided into two separate processing portions in the Algorithm section. The code in part one encompasses the 

utilization of the Arduino Uno in part one and two, while parts three and four encompasses the steps listed below: 

 

Fig. 4. Proposed PFIB System 

 

 

Part One – Observer Mode 

The Arduino Uno is used to implement the algorithm. The two main components and tasks of this section are adding and deleting 

fingerprints. It is executed during boot startup and a communication status check. When the user chooses the hash/pound key in the 

adding a fingerprint area, the software first goes into enrolling mode. When the user enters new ID number, the preceding ID is 
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overwritten if it has already been recorded. The user is then prompted to press their finger against the sensor in order to obtain a 

sample of their fingerprint. Second, the application goes into delete mode during the fingerprint removal function, which is initiated 

by the star key. The fingerprint ID that has to be removed must be entered by the user. The matching fingerprint is removed from 

the system upon entering the ID. 

Part Two–Fingerprint Scan/Matching 

The program immediately enters the scan mode after verifying the previous condition. It prompts the user to place their finger 

on the sensor to compare fingerprints. The acquired fingerprint is then compared to the samples that were saved by the computer. 

The user is prompted to enter the requested amount if a match is detected. Subsequently, the ESP8266 board receives the ID number 

and required amount for additional processing. 

Part Three and Four – ESP Section 

The ESP8266 module functions as the second processor and is responsible for implementing the second algorithm. Parts three 

and four illustrate the steps and process flow of the devices functioning that culminate in the outcome being presented on the 

webpage. The program initiates the module in a condition of anticipating data from the Arduino serial port. The program checks 

the data for accuracy after getting it. A threedigit ID and a seven-digit requested amount are the expected formats for the received 

data. The information is forwarded to the server via the PHP interface for additional processing after it has been verified. The 

fingerprint scan/matching and the server part are the two sections that make up this part. Two methods GET and POST were utilized 

in this section. User data is sent to a web server via these techniques. With GET the data is sent over the URL, available to all users 

and character is limited to 1024. Conversely, sending data using HTTP headers via the POST protocol offers increased security and 

permits greater data transfers without any cap. POST is recommended for sensitive information and larger data transfers, while 

GET is frequently used for straightforward requests and convenient data exchange. In ESP8266 section, the device connects to an 

internet server using a PHP language interface and MySQL database. The device sends data to the PHP interface via the GET 

method and the PHP interface updates the associated interface in the internet database. The device and the server may synchronize 

and communicate with each other without interruption. Through the utilization of MySQL’s power and PHP’s flexibility, the gadget 

guarantees effective data transport and storage, enabling instantaneous changes and information access. By utilizing these 

technologies, the device’s overall operation is streamlined and its communication to the internet server is improved. The procedure 

starts with confirming that data was successfully transmitted to the PHP interface. After confirmation, the data is checked to make 

sure it’s in the right format. The system waits for the ID to be received initially. For the requested amount the system transfers this 

data to the MYSQL server, if both items are received as predicted (Part Four). 

V. PROPOSED SYSTEMS 

In our system , we aim to enhance the security features of ATM machines by incorporating advanced artificial intelligence (AI) 

technologies. This multi-layered security approach comprises four crucial layers to ensure a robust and foolproof authentication 

process for ATM transactions. 

The four layers of security are : 

1) Card Verification 

2) PIN Verification 

3) Face Recognition 

4) OTP Generation 

Card Verification: 

Card verification is a critical component of the proposed advanced security system for ATM machines. This process serves as 

the initial layer of defense, ensuring that only authorized individuals with valid cards gain access to ATM transactions. The intricate 

details of card verification involve a series of steps that collectively contribute to the overall security of the system. 

When a user inserts their card into the ATM machine, the system activates a sequence of checks to verify the card’s authenticity. 

The first step involves reading and extracting information from the magnetic stripe or the embedded chip on the card. This 

information typically includes the cardholder’s account number, name, and other relevant details. The system then cross-references 

this extracted data with the existing information stored in the ATM’s database. 

The database contains a comprehensive repository of authorized cardholder information. This includes records of valid cards issued 

by the associated financial institution or bank. Each card entry in the database is linked to a specific account and is marked with 

unique identifiers, such as a card number or an encrypted code. During the card verification process, the system compares the 

information read from the inserted card with the corresponding records in the database. 

To enhance security further, the system may employ cryptographic techniques to verify the integrity of the card data. This involves 

checking digital signatures or other secure methods to ensure that the information has not been tampered with or altered. This 

cryptographic layer adds an extra dimension to the card verification process, protecting against potential attacks aimed at 

manipulating the card data during transmission or storage. 

In the event of a successful match between the card information and the database records, the system proceeds to the next stage 

of the authentication process. However, if any inconsistencies or discrepancies are detected, the system flags the transaction as 

potentially unauthorized, triggering security protocols that may include alert notifications to the bank and temporary suspension of 

ATM services for that card. 

PIN Verification : 

This intricate procedure plays a pivotal role in confirming the identity of the cardholder and ensuring that only individuals with 

the correct Personal Identification Number (PIN) can proceed with ATM transactions. Upon successful card verification, the system 

prompts the user to enter their four-digit PIN, a secret code known only to the legitimate cardholder. The PIN acts as a second line 
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of defense, adding an extra layer of security to the transaction process. The user inputs their PIN using the ATM’s secure keypad, 

initiating a sequence of verification steps. The system retrieves the stored PIN associated with the inserted card from the database, 

comparing it with the entered PIN to validate the user’s identity. The PIN itself is securely encrypted and stored in the database to 

prevent unauthorized access or tampering. Encryption algorithms play a crucial role in safeguarding the confidentiality of PIN 

information, ensuring that even if unauthorized access is gained, deciphering the PIN remains a formidable challenge. To mitigate 

the risk of unauthorized PIN access, the system typically imposes a limited number of attempts for PIN entry. After a predefined 

number of incorrect attempts, the ATM may temporarily suspend the card or alert the bank, triggering additional security measures 

to prevent potential fraudulent activities. This feature discourages unauthorized individuals from attempting to guess the correct 

PIN through trial and error. Furthermore, the system may employ additional security measures during PIN entry, such as obscuring 

the digits on the screen or employing antiskimming technology to thwart potential PIN theft devices. Anti-skimming measures 

include devices that can be attached to ATMs to capture card information and PINs illicitly. In the event of a successful PIN 

verification, the system grants access to the next stage of the authentication process, allowing the cardholder to proceed with their 

intended transaction. Conversely, if the entered PIN does not match the stored PIN or exceeds the allowable attempts, the system 

terminates the transaction, safeguarding the account from unauthorized access. 

Face Recognition : 

Face recognition is a sophisticated and integral component of the proposed advanced security system for ATM 

machines,constituting a pivotal layer in the multifaceted authentication process. This innovative technology leverages artificial 

intelligence (AI) algorithms to analyze and authenticate the identity of the ATM cardholder or their close relatives through facial 

features captured by a built-in webcam. 

Upon successful card and PIN verification, the system prompts the user to undergo face recognition. The webcam embedded in the 

ATM captures an image of the individual’s face, which is then subjected to a series of complex processes facilitated by AI 

algorithms. These algorithms analyze distinctive facial features, such as the arrangement of eyes, nose, and mouth, creating a unique 

facial signature that is compared with the pre-existing image stored in the system’s database during the initial account setup. 

The database contains securely stored facial templates associated with each cardholder, ensuring that only authorized individuals 

gain access to ATM transactions. Facial templates are typically generated using facial landmarks and unique characteristics, making 

them resistant to manipulation or fraudulent attempts to deceive the system. 

To enhance the accuracy of face recognition, the system may incorporate deep learning techniques, allowing the AI algorithms to 

adapt and improve their performance over time. Continuous learning enables the system to adapt to variations in lighting conditions, 

facial expressions, and other factors that may impact the reliability of the recognition process. 

Anti-spoofing measures are often integrated into the face recognition system to thwart attempts at using photographs or videos to 

deceive the technology. These measures include liveness detection, which assesses the liveliness of the presented face by detecting 

subtle movements or changes that occur in a live person but are absent in static images or videos. 

In the event of a successful match between the captured facial features and the stored template, the system grants access to the next 

stage of the authentication process. This additional layer of security significantly reduces the risk of unauthorized access, as even 

possession of a valid card and PIN is not sufficient without the corresponding facial verification. 

Conversely, if the facial recognition process fails to authenticate the user or detects inconsistencies, the system may trigger security 

protocols, such as alerting the bank or temporarily suspending ATM services for the associated card. This ensures that only genuine 

cardholders or their close relatives can proceed with ATM transactions, mitigating the potential for unauthorized access and 

fraudulent activities. 

OTP Generation : 

OTP (One-Time Password) generation provides an extra layer of security to the authentication process. This dynamic and time-

sensitive code is generated using a library such as Random in Python, and its purpose is to provide a unique and temporary credential 

for the cardholder, enhancing the overall security of ATM transactions. After successful card, PIN, and face recognition verification, 

the system proceeds to generate an OTP as the final step in the authentication sequence. The generation of OTPs is typically 

accomplished using algorithms that produce unpredictable and unique codes, which makes it difficult for attackers to replicate or 

predict the codes for unauthorized access. 

The system utilizes the Random library in Python or a similar mechanism to ensure the randomness and unpredictability of the 

generated OTP. The use of randomness is fundamental to the strength of the OTP, as it prevents attackers from predicting or 

deducing the next code in the sequence. The OTP is then associated with the specific transaction and the card holder’s session, 

ensuring that it is valid only for a short duration and for a particular purpose. 

Once generated, the OTP is sent securely to the card holder’s registered email address. Email communication adds an additional 

layer of security, leveraging a separate channel to transmit the OTP. This helps mitigate the risk of interception or compromise 

during the OTP delivery process. The cardholder is then required to input the received OTP into the ATM machine to complete the 

transaction. 

The time-sensitive nature of OTPs is a critical security feature. Typically, OTPs have a short lifespan, often ranging from a few 

seconds to a few minutes. This time constraint ensures that even if an OTP is somehow intercepted, its usability is limited, 

minimizing the window of opportunity for malicious activities. 

The integration of OTPs in the authentication process enhances security by introducing an element of unpredictability and 

temporality. Even if an malicious actors manages to obtain the card, PIN, and successfully pass face recognition, they would still 
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require the unique and time-sensitive OTP to complete the transaction. This multi-layered approach significantly reduces the risk 

of unauthorized access and fraudulent activities. 

The system provides a three chances to enter the OTP .If there is multiple unsuccessful OTP then the system blocks the cardholders 

card . These measures further reinforce the system’s resilience against potential threats, ensuring that only legitimate cardholders 

with the correct OTP can successfully complete ATM transactions. 

 

VI. ARCHITECTURE DIAGRAM 

The architecture diagram of the system involves: 

 

Fig. 5. Architecture diagram 

1) User Interface:Provides a user-friendly interface for interactions, displaying instructions and feedback during the facial 

recognition, PIN entry, and OTP processes. 

2) ATM Terminal: The physical ATM machine where users interact with the system. 

3) Facial Recognition Camera: Integrated cameras capture the user’s face during transactions. 

4) Facial Recognition Module: This module processes and analyzes facial features to identify unique characteristics. 

5) Database of Authorized Users: A secure database stores facial templates or biometric data of authorized users. 

6) Authentication Server: Responsible for comparing captured facial features with stored templates to verify the user’s identity. 

7) PIN Checking Module: 

Verifies the entered Personal Identification Number (PIN) for an additional layer of authentication. 

8) OTP Generation Module: Generates a one-time password (OTP) for added security. 

9) Email Service: Sends the generated OTP to the user’s registered email address. 

10) Transaction Processing System: Manages the financial transactions, ensuring security , pin checking and balance checking 

. 

By integrating these elements, the ATM security system establishes a robust multi-layered authentication process, enhancing 

security and protecting against fraudulent activities. In this figure, the user swipes the card into the ATM machine,then the face 

recognition module captures the facial image of the user, this captured image is then compared with the already stored image in the 

database.If the captured image and the stored image doesn’t match then it is an unauthorized user and they will be blocked.The user 

have to enter the pin and pin checking is done. If the image matches then it is authorized user and OTP will be generated in the mail 

. The user can enter the OTP and it will be checked. The user has 3 attempts to enter OTP, if it is invalid then the user will be 

blocked.After the OTP is entered, cash withdrawal, pin checking and balance checking can be performed. 

VII. SYSTEM IMPLEMENTATION 

The Admin module controls accounts, branches and ATM. It allows login to the system and branch management, including adding 

new branches with details like name, email, and phone number. Branch details can be viewed and edited. The transaction history 

records withdrawals with amounts, dates, and times. The module handles customer complaints and replies. If a transaction involves 

a face mismatch with stored images, the user’s card is blocked, with details like card number, fraud image, date, and time recorded. 

The module provides a logout option. 

A Branch provides banking services through branch offices. It has login access and manages ATM centers by adding, viewing, 

editing, or deleting them. Customer management includes adding, viewing, editing, and deleting customers. Branches can view 

account and transaction history, with account details including number and IFSC, and transactions detailing amount, date, time, and 

type. Branches handle ATM card requests, forwarding them to the admin. They manage complaints, viewing and replying to user 

submissions. User inquiries are also viewable and reply-enabled. Branches can view block history and offer a logout option. 

Customers can login to the system and manage their accounts, including adding known persons for withdrawals in their absence. 

They can add, view, edit, or delete known person details. Customers can change their PIN and send complaints, viewed by the 

branch. Requests for new cards are forwarded to the admin. Customers can request unblocking of blocked cards and view block 

history. They can also check their account balances and view transaction history. 
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Machine module provide four layers of security. The first layer of security involves the card verification.Once the card is being 

verified by the hardware of our system that is the RFID, the card checks with the existing data.The second layer of security involves 

the face recognition. In face recognition module the image of the owner or close relatives of the owner are captured in the system 

and then it is checked with the actual image which is already stored in the database.If the image stored and the image captured 

matches then he/she is an authorised user then a message will pop up indicating that face is recognised and it moves on to the next 

step. If he/she is not an authorized user then they will be recognised as a fraud user.The third layer of security involves the OTP 

generation. The OTP is generated using the library Random in python and is sent to the owners registered mail id.User has 3 chances 

to enter the OTP. If the entered OTP is wrong then the card gets blocked.The fourth layer of security involves the PIN verification 

where the user has to enter the four digit PIN set by the user earlier. If the entered PIN is correct then moves to withdrawal else 

exit.The withdrawal amount need to be entered along with the four digit ATM PIN.Then the transaction is successfully completed. 

 

Fig. 6. Card Verification 

 

Fig. 7. Face Recognition 

 

Fig. 8. OTP Generation 

 

Fig. 9. Amount and PIN 
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Fig. 10. RFID Hardware 

Radio Frequency Identification (RFID) is a card reader that can read data from customer’s ATM card. Card verification is done 

through RFID.Data of the card gets accessed through RFID and is verified with data stored in the database. 

VIII. RESULT ANALYSIS 

Analyzing the results of an advanced security system for ATMs offering four layers of security involves assessing various aspects. 

It offers several advantages including increased transmission speed, cost effectiveness, reduced failure rate,low 

maintenance,reduced operational cost. The system uses Face Recognition algorithm. The packages used mainly are OpenCV, 

NumPy, smtplib,face recognition. The cash withdrawal will only take place after following all the 4 steps correctly ,if any one step 

is wrong then the person will be detected as a fraud user. Radio Frequency Identification (RFID) is contactless card reader can read 

data from an RFID tag of a customer’s ATM card. Card verification is done through RFID. Data of the card gets accessed through 

RFID and is verified with data stored in the database. 

IX. CONCLUSION 

The implementation of a 4-layer security system marks a significant advancement in ensuring the integrity and confidentiality of 

financial transactions. This multi-layered approach not only fortifies traditional methods but also integrates cutting-edge biometric 

technology, thereby enhancing the overall security posture of ATMs. The inclusion of card verification ensures that only authorized 

cardholders gain access to their accounts, mitigating the risk of unauthorized transactions. PIN verification adds an additional layer 

of security by requiring users to input a personal identification number. The integration of face recognition technology introduces 

a biometric layer, enhancing security by verifying the user’s identity through facial features making it even more difficult for 

malicious actors to exploit the system. The onetime password serves as a time-sensitive authentication code providing an additional 

layer. This dynamic security measure significantly reduces the risk of unauthorized transactions, even in scenarios where other 

authentication factors may be compromised. 
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