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Abstract: This paper suggests a method for establishing data trust using blockchain, to remove obstacles to sharing
data. By ensuring transparency and maintaining quality standards, it addresses the worries of both data providers and
consumers. The framework evaluates data quality, controls access, and tracks data lineage. It also presents a model for
assessment that considers reputation, endorsement, and condensation factors. Furthermore, it proposes an adaptive
approach to selecting transaction validators based on trust metrics. Empirical findings validate the efficacy of the
proposed system.
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1.INTRODUCTION

Data sharing is a significant concern due to privacy breaches, data misuse, and legal issues, leading to a
reluctance among many data owners to share their data. This lack of transparency affects both data owners
and users, highlighting the importance of trust in data sharing. Blockchain technology offers a solution by
ensures transparency and security, with the potential to address key aspects of data trust such as provenance
and auditing. Our proposed framework leverages blockchain to establish trust between data controllers and
users, capitalizing on its distributed and secure nature. O'Hara identifies essential elements for data trust
architecture, some of which are inherent to blockchain technology. Our framework includes a trust model to
assess data responsibility, incorporating parameters like data owner endorsement and confidence levels.
Adaptive transaction validation enhances security. Performance analysis confirms the system's efficiency in
managing large transactions and meeting data trust requirements, while benefiting from transparency and
reliability.

Data sharing has become a major concern due to worries about privacy, confidentiality, and ethics. Both data
owners and users hesitate to share data because of trust issues. To address this, the concept of data trust aims

to create transparent and dependable frameworks for sharing data.

Data trust covers legal, ethical, governance, organizational, and technical aspects needed to facilitate data

sharing. Among various approaches, blockchain technology stands out for its potential to establish strong data
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trust frameworks. The decentralized and secure nature of blockchain can enhance trust by guaranteeing
transparency and immutability in data-sharing processes.
O'Hara outlined eight key properties for data trust architecture, some of which match well with blockchain
features such as provenance, auditing, and accountability. Others like discovery, access control, and impact
can be tackled using smart contracts on permissioned blockchains.
In our proposed framework, we introduce a trust model that assesses the reliability of input datasets based on
factors like data owner and asset endorsements, along with the confidence level of data owners in their
provided data. These factors are stored on the blockchain ledger and updated with each transaction. We also
implement adaptive transaction validation using Hyperledger Fabric, considering the trust value of datasets.
We conduct thorough performance analysis to showcase the system's effectiveness in handling large
transaction volumes and scaling across multiple organizations. By leveraging blockchain's transparency and
immutability, our framework ensures data trust while encouraging ethical and secure data usage for both data
owners and users.
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Figure 1.System architecture

2.PROBLEM DEFINITION

The problem with data sharing lies in concerns over privacy, misuse, and legal issues due to a lack of
transparency and trust. Traditional methods often fail to ensure data integrity, leading to a reluctance among
data owners. To tackle this, a data trust framework leveraging blockchain technology is proposed.

Blockchain's transparency and immutability offer a solution by recording transactions securely. However,
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challenges like scalability, privacy, and regulatory compliance must be addressed. Adaptive transaction
validation is crucial, adjusting validation criteria dynamically. The framework needs to be interoperable and

compliant with regulations while promoting transparency and trust.

3.LITERATURE SURVEY

Shala et al. devised a reward system to incentivize loT network peers with low trust scores to improve them.
This system utilizes control loops with a target trust score. Service providers with low trust ratings are offered
incentives such as discounts on other services to encourage them to enhance their service quality.

Wang et al. proposed an incentive-based strategy to motivate medical data owners to share their high-quality
data and receive income, along with incentivizing miners who confirm transactions. This system aims to
protect anonymity while generating high-quality crowdsensing contributions, rewarding participants with
Bitcoin or Monero for their accurate sensing data.

Zavolokina et al. introduced a financial incentive for joining the network and offering top-notch information
for automobile dossiers. They employ smart contracts to automatically calculate and implement incentives,
with penalties for bad behavior to reduce errors.

Shrestha and Vassileva utilized blockchain and smart contracts to incentivize data owners to contribute their
research data while retaining ownership. A subjective logic model was employed to evaluate the reputation of
nodes for ensuring high-quality data exchange in vehicular networks.

Dedeoglu et al. proposed a trust model for evaluating the accuracy of data collected by 10T sensor nodes. This
model considers the credibility and reputation of the data source, supplemented by evidence from neighboring
sensor nodes. Blockchain is used to monitor data accuracy by detecting incorrect or suspicious data.
Choudhury et al. maintained data privacy while ensuring data quality by having regulatory bodies evaluate the
accuracy of the data. They established private channels for specific activities to protect data privacy.

An et al. introduced Delegated Proof of Reputation (DPoR), a lightweight consensus technique, to address
computing challenges in managing data quality for crowd-sensing nodes. This is achieved through smart
contract verification procedures.

Su et al. devised a two-tier incentive scheme based on reinforcement learning to promote the sharing of high-
quality data in edge computing layers. Casado-Vara et al. introduced a cooperative approach based on game

theory to support data quality and detect false data in crowdsensing networks.

4. EXISTINGWORKS

The current data trust framework employing blockchain and adaptive transaction validation relies on
fundamental components to ensure its functionality. It commences with a robust blockchain infrastructure,
commonly utilizing platforms such as Ethereum or Hyperledger Fabric, which securely store data in a
decentralized ledger. Smart contracts play a pivotal role in automating transactions and enforcing rules within

the network, offering the flexibility to adjust validation criteria as necessary. Data validation mechanisms are
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essential for maintaining the integrity of shared data, employing cryptographic techniques and consensus
algorithms for verification.
Adaptive validation mechanisms further bolster the framework's efficacy by dynamically adjusting validation
criteria based on factors like data trustworthiness and network conditions. Privacy measures are also
incorporated to safeguard sensitive data while maintaining transparency, often utilizing technologies like zero-
knowledge proofs. Interoperability features facilitate seamless data exchange across diverse platforms and
organizations, fostering collaboration and operational efficiency.
To facilitate user interaction with the blockchain network, a user-friendly interface is provided, offering
dashboards or specialized applications for ease of access and navigation. Additionally, compliance
mechanisms are integrated into the framework to ensure adherence to regulatory requirements, incorporating

embedded rules and auditing mechanisms for regulatory compliance.

5. PROPOSEDMETHODOLOGY

In the proposed system, an end-to-end framework for data trust is introduced, utilizing blockchain to ensure
the reliability and quality of data for users while ensuring ethical and secure data usage for owners. Initially, a
trust model is introduced to evaluate the trustworthiness of input data sets based on three parameters: the
reputation and endorsement of the data owner and asset, and the confidence level of the data owner in the
provided data. These parameters are recorded on the ledger and updated with each transaction. Additionally,
the system employs adaptive transaction validation using Hyperledger Fabric's state-based endorsement,
which is determined by the trust value of datasets. Lastly, a comprehensive performance analysis is conducted
to showcase the system's effectiveness in managing large transaction volumes and scaling across multiple
organizations. The system emphasizes that it possesses all the necessary properties for data trust, benefiting
from the transparency, immutability, and security provided by blockchain technology, as well as the
automation capabilities of smart contracts.

The flow chart and various entities in it are explained following the figure
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Figure 2: Flow Chart

6.SOLUTION

The solution for a data trust framework using blockchain technology and adaptive transaction validation
involves selecting a suitable blockchain platform, developing smart contracts, implementing data validation
mechanisms, and adapting transaction validation based on factors like data trustworthiness. Privacy
enhancements, interoperability solutions, and a user-friendly interface are integrated, along with compliance
mechanisms to adhere to regulations. Testing, deployment, and maintenance ensure the framework's

efficiency, scalability, and ongoing functionality.

7. FUTURE ENHANCEMENT AND CONCLUSION

In the future, we can make the data trust system better by making it handle even more data and transactions,
so it works faster and more reliably. We can also focus on improving privacy to keep sensitive information
safe while still sharing data openly.

In conclusion, the data trust framework using blockchain and adaptive transaction validation is a great way to
make sure data sharing is safe and trustworthy. By using blockchain's transparency and adaptability, we can
create a system that builds trust between people who share data. With more improvements, this system can

solve many of the problems with sharing data securely and openly.
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8. RESULT
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