© 2024 IJNRD | Volume 9, Issue 4 April 2024| ISSN: 2456-4184 | JNRD.ORG

IJNRD.ORG ISSN : 2456-4184 ~

»2- INTERNATIONAL JOURNAL OF NOVEL RESEARCH
¢ S AND DEVELOPMENT (IJNRD) | JNRD.ORG
RD Anlnternational Open Access, Peer-reviewed, Refereed Journal

Research Through lnnova tion

Building a CNN model for Credit card fraud
detection using TensorFlow and Keras

G. Vijaya Lakshmi, 2Sumeet Sai Mahapatro, ®V. Monica, “S. Sowjanya

!Assistant Professor, 2Student, 41" B.Tech, 3Student, 4" B.Tech, Student, 4" B.Tech
!Computer Science & Engineering Department,
1Sanketika Vidya Parishad Engineering College, Visakhapatnam, India

Abstract : This study presents a novel approach to fraud detection using convolutional neural networks (CNNSs) in the digital
finance sector. The model is trained on a complex dataset of legitimate and fraudulent credit card transactions, highlighting patterns
and transaction characteristics indicative of fraudulent activity. The model is designed to capture complex patterns and adapt to
evolving fraud tactics. The performance of the model is evaluated against traditional methods, focusing on accuracy, precision,
recall, and F1 score. The study also explores the implications of false positives and false negatives in credit card fraud detection.
The research also addresses challenges in real-world scenarios, proposing a solution for integrating the CNN model into existing
systems. The study also addresses ethical considerations and privacy concerns, proposing responsible use guidelines to balance the
benefits of improved fraud detection with user data protection.

IndexTerms - Convolutional Neural Networks (CNN), Credit Card Fraud Detection, TensorFlow, Keras, Model Training
and Validation, Machine Learning, Dataset Splitting, Precision, Recall, F1 Score, Feature Extraction.

INTRODUCTION

The increasing frequency and sophistication of credit card fraud have led to a need for more advanced methods to detect and prevent
fraudulent activities. This study introduces a cutting-edge approach to credit card fraud detection using Convolutional Neural
Networks (CNNSs), a class of deep neural networks known for their pattern recognition and feature extraction. The model is trained
on a comprehensive dataset comprising both fraudulent and legitimate transactions, focusing on capturing latent correlations that
are not immediately discernible through traditional analysis. The model's performance is evaluated using accuracy, precision, recall,
and the F1 score, considering the implications of false positives and false negatives.

The research addresses challenges in real-world deployment, particularly computational efficiency and real-time analysis. It
presents viable solutions to integrate CNN models into current fraud detection frameworks, ensuring scalability and adaptability.
The study advocates for a responsible application of CNNs in fraud detection, suggesting guidelines to strike a balance between
enhancing security measures and upholding stringent data privacy standards. This research represents a significant step forward in
the fight against credit card fraud, reinforcing the potential of CNNs in a new application area and providing a practical blueprint
for financial institutions to enhance their defence’s against the ever-growing threat of fraud.

EXISTING SYSTEM.

The main method used by credit card fraud detection systems is a hybrid of conventional and machine learning techniques. Although
they are easy to understand and straightforward, rule-based systems—which establish conditional rules based on transaction
attributes—are not very flexible. Systems for detecting anomalies in user spending patterns use methods such as statistical analysis
and clustering to find transactions that significantly differ from the norm. Trained on historical data classified as "fraud" or "non-
fraud," supervised machine learning models are flexible but necessitate retraining on a regular basis. When labeled data is lacking,
unsupervised machine learning models aggregate similar transactions and spot odd patterns using methods like association analysis
and clustering. More sophisticated systems that employ deep learning models like Convolutional Neural Networks (CNN) and
Recurrent Neural Networks (RNN) are artificial neural networks (ANN) and deep learning. These systems are frequently employed.

PROBLEM STATEMENT

High false positive rates, poor adaptability to new fraud methods, and computational inefficiencies in real-time processing
plague current fraud detection systems despite advances in technology. Developing and putting into practice a CNN-based solution
that
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1. Increases Detection Accuracy: Compared to current methods, our method achieves improved precision and recall in identifying
fraudulent transactions, which lowers the number of fraudulent transactions that evade detection.

2. Decreases False Positives: This is important for preserving user confidence and operational effectiveness since it lowers the
percentage of valid transactions that are mistakenly reported as fraudulent.

3. Adjusts to Changing Patterns of Fraud: Exhibits the capacity to adjust to new fraud strategies and learn from fresh data,
guaranteeing long-term efficacy in a constantly changing threat environment.

4. Effective Real-Time Processing: Guarantees that the system operates computationally effectively to provide real-time transaction
analysis without generating appreciable transaction processing delays.

5. Handles Imbalanced Data: Handles imbalanced datasets—datasets in which the proportion of fraudulent transactions to genuine
transactions is substantially lower—effectively.

PROPOSED SYSTEM
The suggested system, described in a Jupiter notebook, aims to leverage Convolutional Neural Networks (CNNSs)

implemented with TensorFlow and Keras to create an advanced credit card fraud detection model. Here's a quick rundown:
1. Data Processing and Preparation: - The system begins by reading and importing a large dataset of credit card transactions, which
include both possibly fraudulent and valid transactions.

- To learn from transactional aspects, preliminary data exploration is carried out, which involves gazing at the first few rows and
understanding the structure of the dataset.
2. Convolutional Neural Network Implementation: - Using TensorFlow and Keras, CNN models are constructed at the center of the
system. This entails configuring several layers, including ConvlD, Dense, Flatten, Dropout, and Maxpooling1D, as well as putting
up a sequential model. These tiers are intended to identify trends and irregularities in transactional data that point to possible fraud.
3. Model Training and Validation: - To teach the model to distinguish between authentic and fraudulent transactions, a pre-processed
subset of data will be used for training. In order to make sure the model generalizes adequately to new, unknown data and to avoid
overfitting, validation is done.
4. Performance Evaluation: - The last phase is assessing the model's performance in terms of important metrics like accuracy,
precision, recall, and F1 score. A balanced recall rate, precision score, and high F1 score are highly valued in order to successfully
limit false positives and false negatives.
By guaranteeing reliable, real-time identification of fraudulent transactions, the system seeks to improve credit card fraud detection
by utilizing CNN's sophisticated pattern recognition capabilities, all the while preserving user confidence and operational efficiency.

TENSORFLOW

A framework called TensorFlow, created by Google Brain, makes the process of building intricate machine learning
models easier. It is named after tensors and facilitates deep neural network inference and training. It provides an adaptable research
and production platform that lets developers go from prototype to deployment with minimal coding modifications. TensorFlow
provides a high-level API for streamlining routine activities and a low-level API for optimizing models. It can operate on a number
of platforms, including Google's TPU, desktops, servers, and mobile devices.

KERAS

Developed on Python, KERAS is a high-level neural network API that facilitates rapid deep neural network testing. It is
well known for being easy to use, modular, extensible, and to prototype. Since TensorFlow 2.0 and later versions provide the official
high-level API (tf.keras), Keras is the preferred method for creating and refining neural network models. It makes difficult
knowledge easier to understand.

Advantages of choosing Tensorflow and Keras:

1. Ease of Use: Keras provides a high-level, intuitive API and is now integrated into TensorFlow. It makes a lot of tasks simpler,
making it user-friendly for novices while maintaining enough functionality for more experienced users.

2. Scalability and Flexibility: TensorFlow provides both low-level and high-level APIs, offering precise control for both simple
tasks and complex systems. It can run on a single CPU, multiple GPUs, TPUs, and distributed computing environments.

3. Strong Community and Support: Google's TensorFlow, a renowned deep learning library, boasts a large development community
providing regular updates, enhancements, and troubleshooting assistance, along with numerous tutorials and comprehensive
documentation.

4. Wide Range of Tools and Extensions: TensorFlow offers an extensive array of pre-installed tools, including TensorBoard for
visual aids, TensorFlow Extended (TFX) for production pipelines, and TensorFlow Lite for mobile and edge devices.

5. Excellent Performance: TensorFlow constantly adopts the most recent findings and developments in Al and machine learning,
frequently setting the standard for innovative functionalities.

6. Cross-platform & Deployment: TensorFlow models facilitate an easier transition from development to production by enabling
models to be delivered on a variety of platforms, such as servers, the web, and mobile devices.

7. Robustness for Production: TensorFlow is made to be used in both production and research settings. It provides the reliability
and resilience required for practical applications.

8. Application to a Wide Range of Domains: TensorFlow is not merely for use with traditional neural networks. It is useful for a
wide range of issues beyond credit card fraud detection because it supports a variety of methodologies, such as generative models
and reinforcement learning.
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DATASET USED

The dataset includes credit card transactions performed by cardholders throughout Europe in September 2013. This dataset
shows the transactions that took place over a two-day period. Of the 284,807 transactions, 492 were fraudulent. Because of the
extreme imbalance in the dataset, 0.172% of all transactions belong to the positive class (frauds). Its sole input variables are numbers
that come from a PCA transformation. Features V1, V2,... V28; are The primary components identified by PCA. "Time" and
"Amount" are the only features that have not undergone PCA transformation. The response variable, 'Class’, takes value 0 in the
absence of fraud and 1 in the case of fraud.

Here are the first 5 rows of the dataset used:
Vi V2 V3 V4 V5 Vo6 v7
8.8 -1.359387 .872781 -536347 1.378155 .338321 -A62388 B.239599
1.191857 B.266151 B .166480 - - 860018 -882361 -878883
B -1.358354 .348163 - 773209 - -583198 1.8868499
B -8.966272 -8.185226 . 792993 -86329] -0168369 1.247203 B.237609
8.877737 -.54A8718 - 3 -497193 -895921 B.592941

Soo V21 V23 V24 V25
B 8. - -8.018387 - -11e474 -866928
885102 --- -B.225775 : -101288 -3398416
B.247676 B --- ©.247998 - -989412 -689281
B.377436 s e --. -B.103300 - 9852 -198321 -1.175575
8.278533 8. 39 ... -0.089431 - 798. -137458 -141267

V26 V28 Amount
8.189115 @. .821853 149.
8.125895 -8. 8.814724 AN
8.139097 -0.0 .@59752 3
8.221929 ©.86 3 ©.861458
B.582292 8.219422 6.215153

[5 rows x 31 columns]

Screenshot 1: First 5 rows of dataset.
This Dataset contains 284807 rows and 31 columns.

Dataset link: Credit Card Fraud Detection (kaggle.com)

WORKFLOW
The workflow of our project is divided into two phases: creation & Production Phase
Creation Phase

1. Historical Data: This is the dataset that has been collected over time. It includes past data points that the model will learn
from.

2. Feature Extraction: From the historical data, relevant features are extracted. These features are the variables that the model
will use to learn patterns. Feature extraction is a crucial step as the quality and relevance of features can significantly impact
model performance.

3. Training Set: A subset of the data, with extracted features, is used to train the model. This set is used by the machine learning
algorithm to learn the underlying patterns and relationships between features and the target variable.

4. Test Set: Another subset of the data is reserved for testing the model. The model has not seen this data during training, which
allows for an unbiased evaluation of its performance.

5. Model Training/Building: The selected machine learning algorithm is applied to the training set to build the model. During
this process, the algorithm iteratively adjusts the model parameters to minimize error between the predictions and the actual
outcomes.

6. Train/Test Loop: This represents the iterative process of training the model and testing it to ensure it performs well. It may
involve tuning hyperparameters, adjusting features, or even changing the model architecture.

7. Test Model Predictions: The model's predictions are compared against the actual outcomes in the test set to evaluate its
performance. Metrics such as accuracy, precision, recall, F1-score, etc., may be used depending on the problem.
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Figure 1: Workflow of Project.

Production Phase
Stream/Topic: This is the post-deployment real-time data entering the system. This could be the ongoing flow of transactional
data in the instance of credit card transactions that needs to be screened for fraud.
Deployed Model: After training, the model is put into a live environment so it may begin predicting based on data that is
collected in real time.
Prediction: The deployed model receives streaming data, processes it, and generates predictions. This would entail categorizing
transactions as fraudulent or lawful in a fraud detection scenario.
Feedback Loop (not explicitly shown): Although not depicted in the diagram, typically there's a feedback mechanism in
production where the model's predictions are evaluated, and any misclassifications are fed back into the system to retrain or
fine-tune the model, thereby improving its accuracy over time.

DATASET SPLITTING

The dataset is split into training and testing sets

scaler = StandardScaler()
scaled_features = scaler.fit_transform(df.drop('Class’, axis=1))

X_train, X test, y train, y test = train_test_split(scaled features, df[’ s'], test size=0.2, random_state=42)

X_train = np.expand dims(X train, axis=2)
X _test = np.expand dims(X test, axis=2)

Screenshot 2: Splitting the dataset.

The test_size=0.2 argument specifies that 20% of the data will be set aside for testing the model, and the remaining 80% will be
used for training. After splitting of the dataset we build a Sequential neural network model for binary classification.
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BUILDING MODEL

f f > in t BatchNormalization

model = Sequential()

model . add{Conv1D({filter < lu', input_shape=(X_train.shape[1], 1)))
model . add{BatchNormalization()

model . add({Dropout(8.2))

model.add(ConvlD(filters=64, kernel size=2, actiwvation=
model . add{BatchNormalization())
model . add (Dropout(@.5))

model _add(Flatten(
model . add{Den

model . add (Dropou

model .add{Dense(1, activation=

model . compile{optimizer= » loss="bina

Screenshot 3: Model Construction.

TRAINING THE MODEL
After building the model we train the model to 100 epochs by using early stopping function to avoid overfitting.

, callbacks=[early stopping])

- precision 80e+00 - recall: 0.00000+00
: FuturelWarning: The behavior of “series

with an integer-dt
Tms/step precision: 8. recall: B8.6764 - val loss: e val precision: ©.8353 - val recall: 8.8353

5697/5697 [ Tms/step 8 precision: 8. recall: B8.7023 - val loss: 8029 - val precision: @ val recall: 8.8235
Epoch 3/10@

5697 /56 Tms/step precision: 8. recall: 8.7120 - val loss: 9 - val precision: @ val recall:

Epoch 4/108

5697/5697 [ 1s 7ms/step % precision: 0. recall: 0.7087 - val loss: @ - val precision: @ val_recall:

7ms/step precision: ©.8669 - recall: - val_loss: 0 val_precision: €.8313 - val _recall:

Tms/step % precision: 0.86 recall: - val_loss: 0.00 val_precision: ©.8500 - val_recall:
Epoch 7/16@
5697/5697 [ Tms/step 1 precision: @.877@0 - recall: - val_loss: val_precision: €.83 val_recall:
Epoch 8/16@
5697/5697 [ 25 Tms/step @ precision: 0.86 recall: - val_loss: 0 val_precision: @ val_recall:

Screenshot 4: Training the model.

Here’s the performance metrics graph of the model:
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Graph 1: Performance metrics graph.
Training and Validation Precision: With a few small variations, the graph indicates that the training precision is generally constant
throughout the epochs. On the other hand, epoch 5's validation accuracy spike indicates that the model did remarkably well on the
validation set at that time. Validation precision declines after the spike, which may be a sign of overfitting to training data or model
instability when applied to validation data.

Training and Validation Recall: The recall on the training data in this graph appears to be gradually decreasing over time, but the
recall on the validation data exhibits some variability but a general rising trend. An increased recall on validation data suggests that
the model is improving in its ability to recognize every pertinent occurrence

Analysis:

1. The validation precision spike may be the consequence of the model correctly predicting a small number of validation cases
that are exceptionally well-represented in the training set, or it may be a statistical anomaly arising from the distribution of
classes or the size of the validation set.

2. A regularization effect or an imbalance in the distribution of classes may be the cause of the model's increasing conservatism
in positive class prediction as it continues to train, as indicated by the decline in training recall. The validation recall's variability
indicates that the model's capacity to generalize is not constant. This could be because of the model's complexity, learning rate,
or other hyperparameters that alter the model's performance with unknown input.

Here are the performance metrics of the model at a threshold of 0.2 (can be tuned for the desired output).
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threshold = 8.2

predictions = (model.predict(X_test) > threshold).astype(int)

1781/1781 [==============================] - 4s 2ms/step

arn.metrics import accuracy score, precision score, fl score,recall score

accuracy = accuracy_ score(y test, predictions)

print{f"Accu laccuracy: . ")

precision = precision_score(y_test, predictions)
recall = recall score(y test, predictions)
f1 = f1 score(y test, predictions)

print(f"Pr
print(f"R
print(f"F1 S

Accuracy: 1.80

Precision: 8.83
Recall: ©.84

F1 Score: 8.83

Screenshot 5: Performance Metrics.
Every occurrence in the dataset that the model accurately predicted has an accuracy of 1.00, or 100%. However accuracy is not
necessarily a good measure of how well a model is working, particularly when the dataset is unbalanced. With a precision of 0.83,
the model is 83% accurate 83% of the time when it predicts a positive instance (probably fake in this case). With a recall of 0.84,
84% of real positive (fraudulent) cases are accurately identified by the model. The model appears to have a fair balance between
recall and precision, as indicated by its F1 score of 0.83.

CONFUSION MATRIX
Let's plot the confusion matrix which illustrates the results of the above classification model.

IJ]NRD2404155 International Journal of Novel Research and Development (www.ijnrd.org


http://www.ijrti.org/

© 2024 IJNRD | Volume 9, Issue 4 April 2024| ISSN: 2456-4184 | JNRD.ORG

earn.metrics import confusion_matrix
i

confusion_matrix(y_test, predictions)

def plot_confusion_matrix(cm, classes, normalize= 2 N ma , cmap=plt.cm.Blues)
plt.imshow(cm, interpolation="ne t', cmap=cmap
plt.title(title)
plt.colorbar()
np.arange(len(classes))
. marks, classes, rotation=45)
s(tick_marks, classes)

if normalize:

cm = cm.astype('float’) / cm.sum(axis=1)[:, np.newaxis]

shape[@]) (cm.shape
ontalalignmen color= f cm[i, j] > thresh e

plt.xlabel(

plt.figure()
plot_confusion matrix(cm, classes=[’Non-Fraud’, *Fraud’])

After executing the above code we get:

Confusion matrix

50000
Non-Fraud 17
40000
F:
© - 30000
i
[~
|_
20000
Fraud - 16 82
r 10000
T T -
O bl
A )
d(c- ,(@
P

Predicted label

ANALYSIS:
Here's the breakdown of this matrix:

1.

2.

3.

4.

True Negatives (Top-Left Cell): 56,847 transactions were correctly classified as "Non-Fraud". This is the count of legitimate
transactions that the model has correctly identified.

False Positives (Top-Right Cell): 17 transactions were wrongly classified as "Fraud". These are actually non-fraudulent
transactions that the model incorrectly labeled.

False Negatives (Bottom-Left Cell): 16 transactions were incorrectly classified as "Non-Fraud". These are fraudulent
transactions that the model failed to catch.

True Positives (Bottom-Right Cell): 82 transactions were correctly identified as "Fraud.” This indicates the successful
detection of fraudulent transactions by the model.

The off-diagonal cells indicate misclassifications, whereas the diagonal from top-left to bottom-right displays correct classifications.
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Implications:

1. True Negatives: A high proportion of true negatives suggests that the model is capable of identifying authentic transactions.

2. False Positives: minimal genuine transactions are likely to be reported as fraudulent when there are minimal false positives,
which minimizes inconvenience to consumers.

3. False Negatives: The quantity of false negatives, which indicate real fraud that is missed, is crucial for fraud detection. While
a lower number is preferable, false negatives are nonetheless cause for concern.

4. True Positives: A fraud detection system cannot function properly without true positives. Importantly for combating fraud,
the model has properly identified 82 fraudulent transactions.

Evaluation:

e The model appears to have a decent balance between specificity (the capacity to identify non-frauds) and sensitivity (the
capacity to detect frauds), according to the confusion matrix. However, the cost and consequence of false negatives, or missed
frauds, can be substantial in the context of fraud detection, thus it's critical to concentrate on minimizing these.

e The relative frequencies of each cell are displayed on the color scale on the right, where larger numbers are represented by
darker shades.

With a tiny rise in false positives, this model seems to have done better in terms of identifying real positives, or fraudulent

transactions. A fraud detection model is doing well when there are fewer false negative results.

CONCLUSION
The algorithm shows a high degree of accuracy in recognizing transactions that are not fraudulent, as evidenced by the

56,847 true negatives. The primary problem with a fraud detection system is its capacity to accurately identify fraudulent

transactions, as demonstrated by the true positive count.

With 82 true positives and 16 false negatives indicating fraudulent transactions the model was unable to detect, the model's ability

to detect fraudulent transactions is average. While fewer legitimate transactions are being wrongly reported as fraudulent, the low

percentage of false positives (17) suggests that false negatives are still essential for identifying fraudulent activity.

SUGGESTIONS FOR FURTHER RESEARCH

1. Class Imbalance: Datasets used for fraud detection are frequently very unbalanced. To address this problem more skilfully
approaches like the Synthetic Minority Over-sampling Technique (SMOTE), modifying class weights, or anomaly detection
techniques could be investigated.

2. Feature engineering: More investigation into the transactional data may yield more complex or nuanced features that improve
model performance, particularly in accurately detecting more subtle fraud tendencies.

3. Model Complexity: Changing up the design of a neural network by experimenting with deeper networks or different kinds of
layers might help. For the purpose of identifying temporal patterns in transaction data, recurrent neural networks (RNN) or
long short-term memory (LSTM) networks may be particularly useful.

4. Hyperparameter tuning: Performance may be enhanced by modifying the model's hyperparameters, which include the
learning rate, the number of neurons, the number of layers, and the dropout rate.

5. Ensemble Methods: In certain cases, combining the predictions of several models can yield better outcomes than using just
one. It is possible to test a group of different machine-learning algorithms.

6. Cost-Sensitive Learning: A cost-sensitive learning strategy that penalizes false negatives more than false positives may be
helpful in fraud detection since the cost of erroneous negatives is probably higher than the cost of false positives.

7. Temporal Validation: To account for idea drift in fraud trends over time, make sure the model is validated using the most
recent data. It might be more reliable and reasonable to divide the training and validation sets according to time.

8. Real-Time Feedback Loop: By putting in place a mechanism that allows the model to absorb fresh data as it is received and
to receive input from fraud analysts, it may be possible to react to changing fraud tactics.

9. Threshold Adjustment: Although it may increase false positives, modifying the threshold for labeling a transaction as
fraudulent could assist lower false negatives. The expenses connected to each kind of inaccuracy can be used to assess this
trade-off.

By correcting these issues, the model may become more adept at spotting fraudulent transactions, boosting the system's overall

efficacy in detecting fraud.
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