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Abstract : This abstract presents a state-of-the-art speaker verification and authentication system for reliable user authentication. It
compares input speech samples with stored speaker models using classification algorithms like GMMs, SVMs, or DNNs. The
system offers advantages over traditional methods by being non-intrusive, user-friendly, and secure. It utilizes unique vocal
characteristics that are difficult to forge or replicate, providing accurate identification and authentication.

INTRODUCTION

Speaker verification system is a type of biometric authentication system that uses unique voice patterns to verify the
identity of an individual. It works by comparing the voice of a speaker to a previously recorded voice sample in order to determine
whether or not the speaker is who they claim to be To achieve this, It is necessary to involve biometrics based authentication in the
security systems like speaker recognition and speaker verification models which aim to discover information about the identity of
the speaker.

The different speech tasks can be declined into speech recognition, language identification, and speaker recognition.
Interestingly, speaker recognition is one of the few biometric approaches which is not based on image processing. Objective of
speaker verification is authentication of a claimed identity from measurements on the voice signal. Applications of speaker
verification include user access control, access to privileged information, funds transfer, credit card authorization, voice banking,
entry control to restricted premises and similar transactions through machine learning and deep learning. The implementation
develops a website that performs the speaker verification tasks and provides access to the user’s desired information during the
login procedure as a security password .

NEED OF THE STUDY.

Speaker verification systems offer a high level of security by utilizing the unique vocal patterns of individuals as a means
of authentication. This makes it difficult for unauthorized individuals to gain access to sensitive information or systems, reducing
the risk of security breaches and fraud. Speaker verification systems are convenient for users, as they eliminate the need for
passwords or PINs, which can be easily forgotten, lost, or stolen. VVoice authentication is also faster and easier for users, as it requires
minimal effort and can be done remotely. Speaker verification systems can be cost-effective, as they eliminate the need for
expensive hardware tokens or smart cards. This makes it a more practical solution for organizations that require high levels of
security, but may have limited budgets.Speaker verification systems can be used in a wide range of applications, from financial
institutions and government agencies to call centers and mobile devices. This flexibility makes it a versatile solution that can be
customized to meet the specific needs of different industries and use cases. Overall, the need for a speaker verification system is
driven by the need for secure and convenient authentication methods that can meet the growing demands of today's digital world

RESEARCH METHODOLOGY

The methodology section outline the plan and method that how the study is conducted. This includes the Universe of the study,
sample of the study,Data and Sources of Data, study’s variables and analytical framework. The details are as follows;

3.1 Dataset
Dataset used in this study is self collected dataset of 100 speakers and of 7 minutes each

3.2 Data processing procedure
Background noises are removed using NVIDIA Broadcast.Audio clips are converted to 16khz frame rate and dual audios
are converted to mono.Audios are split into 4 seconds interval and features are extracted.
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3.3 Feature extraction
It yields better results than applying machine learning directly to the raw data A 40-dimensional Mel spectrogram refers
to a specific type of spectrogram where the frequency axis is divided into 40 Mel-scale bins. The Mel scale is a perceptual scale of
pitches that approximates the human ear's response to different frequencies. It is commonly used in audio and speech processing
applications.

3.4 CNN Layers
Early stopping is a form of regularization used to avoid overfitting when training a learner with an iterative method, such
as gradient descent,it checks if the Model has reached a flat line in accuracy and loss curve and stops the training process.
Altering learning rates dynamically can increase the model's learnability and improve the performance of the model. The
training loss is monitored for each epoch if the loss found to be increasing then learning rate is reduced and vice versa.

Input: voice.

Output: identity of claimed person.

Step 1: Record the audio of different person voices in .wav format.

Step 2: Train the resnet model using collected audio samples.

Step 3: Average pooling is performed .

Step 4: Get the Trained background model used for further testing.

Step 5: For enrollment of a new person's voice , audio of about 7 mins is recorded.
Step 6: Extract the embeddings of enrolled audio samples.

Step 7: Perform L2 normalisation on the extracted embeddings.

Step 8: Perform cosine similarity test during the verification of claimed person. Step 9: Check matching score , if it is greater than
95% then the claimed person and enrolled person are the same.

3.5 FEATURE EMBEDDINGS EXTRACTION

The output from the resnet 18 + custom cnn model is in the form of unique speaker embeddings which can be stored locally to
perform speaker verification and recognition in the future .This speaker embeddings is in the form of nested list containing values
belonging to real numbers , the size of the embeddings depends on the no of frames in the input data

3.6 SPEAKER ENROLLMENT

The speaker enrollment process in speaker verification typically involves capturing and storing the unique characteristics of an
individual's voice to create a reference model or template for future comparison.Overview of the speaker enrollment process:

Text Prompt Selection: The speaker may be asked to read a specific set of text prompts or sentences during the enrollment
process. These prompts are carefully chosen to cover a wide range of phonetic content and capture various aspects of the
speaker's voice.

Feature Extraction: Once the audio samples are collected, the next step is to extract relevant features from the recorded
speech. These features can include characteristics such as pitch, spectral shape, formants, and duration of speech segments.
Template Creation: Using the extracted features, a unique template or model is created for the speaker. This template
represents the speaker's voice characteristics and serves as a reference for future verification or identification.

Storage and Database Management: The created speaker template is stored securely in a database, usually along with
relevant metadata such as the speaker's identification information. The database may also include templates for multiple
speakers, allowing for efficient comparison and identification.

Quality Assessment: It is important to assess the quality of the enrolled speaker's voice samples and template. This may
involve checking for factors like recording artifacts, inconsistent audio quality, or other issues that could affect the accuracy
of speaker verification.

The enrollment process involves extracting the relevant embeddings and storing in the database or local storage

3.7 SPEAKER VERIFICATION PROCESS

The speaker verification process is done in the steps
1) L2 NORMALIZATION: L2 normalization, also known as Euclidean normalization or vector normalization, is a technique
used to scale vectors to have a unit norm or length. It is a common preprocessing step in various machine learning and data
analysis tasks. L2 normalization ensures that the vector's values are proportionally adjusted while preserving the direction
or orientation of the vector
2) COSINE SIMILARITY METRICS: Cosine similarity is a metric commonly used to measure the similarity between two
vectors in a vector space. It calculates the cosine of the angle between the vectors, which represents their similarity. Cosine
similarity is often employed in various applications, including information retrieval, text mining, recommendation systems,
and speaker verification
the cosine similarity of normalized embeddings for claimed and actual speaker is found if the embeddings match more than the
threshold then the speaker is accepted else rejected
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3.8 EER (EQUAL ERROR RATE CALCULATION) FOR OPTIMAL THRESHOLD IDENTIFICATION

Equal Error Rate (EER) is a common performance metric used in speaker verification, biometric systems, and other classification

tasks. It provides a single point of reference to compare the performance of different systems or algorithms. EER is calculated by
determining the point at which the False Acceptance Rate (FAR) and False Rejection Rate (FRR) are equal

e FAR: False Acceptance Rate : The curve of the FAR represents the case when the impostor can be identified as a an
original and passes at the threshold of 0 all the impostors will pass, by increasing the threshold the impostor has a lower
chance to pass.

o FRR: False Rejection Rate: The curve of the FRR represents the case when the original gets rejected, by increasing the

threshold the original chance to get rejected increasing. at the threshold of 0 the original will pass 100% and this decreasing
by increasing the threshold

The point of EER represent the best threshold to choose because it is the point where FAR and FRR meet, the optimal value is the
nearest to zero

IV. RESULTS AND DISCUSSION
4.1 OPTIMIZATION FUNCTIONS

Optimization function describes a class of problems for finding the input to a given function that results in the minimum

or maximum output from the function. The objective depends on certain characteristics of the system, called unknown variables
/hidden variables and internal weights

4.2 Performance on SGD Optimizer

Accuracy plot :
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avg accuracy: 96%
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4.3 FRR,FAR,EER

ERR is best used to find out the optimal threshold to keep so that the wrong person does not get access permission

Here are some EER,FAR,FRR graphs for different speakers:

FAR,FRR and EER

100
1
|
|

80 4 |
1
i
1
i

604 ll
i
|
|

40 1 ]
1
|
[l
|

20 H
1
:
J

0 . . . ; A

0 20 40 60 80 100
threshold
®| €9 Q= x-980y-65

FAR,FRR and EER
100
-—- FRR H
--- FAR |
1
80 \
1
1
L]
i
601 H
1
1
|
1
40 - i
1
1
1
i
20 )
1
;'gl
N
0 . : ‘ ‘ .
0 20 40 60 80 100
threshold
# €| blal=]

x=98.0 y=120

We can see that the average threshold for the given graphs is about 98%

so THRESHOLD is set to 98% in the verification process
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