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Abstract: Web chat applications have become an essential tool for online communication, but privacy concerns have been raised
due to data being saved by application providers, compromising user privacy. This research paper presents a web chat application
that provides privacy protection and doesn't save user data. The application is built using HTML, CSS, JavaScript, and Node.js
and uses the Advanced Encryption Standard (AES) algorithm for encryption. The application was tested for performance and
security, and the results show that the application provides privacy protection and is highly secure.
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1 INTRODUCTION

In the digital age, web chat applications have become a common tool for online communication. These applications provide an
easy and convenient way for people to interact with each other in real-time. However, the increasing use of web chat applications
has raised privacy concerns as the data shared on these platforms is often saved by the application provider, putting user privacy
at risk. To address these concerns, this research paper presents a web chat application that offers privacy protection and doesn't
save user data. The application is built using the HTML, CSS, JavaScript, and Node.js stack and uses the Advanced Encryption
Standard (AES) algorithm for encryption.

2 LITERATURE SURVEY

Sabah, Noor & Kadhim, Jamal & Dhannoon, Ban N. pointed out missing features such as less security and privacy in different
social media applications such as WhatsApp, Facebook and Telegram [1].

Kumar, Ashutosh& Singh, Atul proposed a group chatting application which can be used in two forms such as list from and chat
form [2].

The literature survey analyses the existing web chat applications and their privacy policies. Web chat applications such as
WhatsApp, Facebook Messenger, and Telegram are widely used. However, these applications often store user data, including chat
history, media files, and personal information, which compromises user privacy. To ensure privacy protection, web chat
applications should use encryption. The AES algorithm is a widely used encryption technique that provides high-
level security. Because it uses symmetric keys, the same key is used for encryption and decryption.

This web chat application is inspired by Web3, which aims to build a decentralized and privacy-focused internet. The application
uses the same principles of decentralization and privacy to provide a secure and private communication platform.

3 TECHNOLOGIES USED

The web chat application is built using the HTML, CSS, JavaScript, and Node.js stack. HTML is used for creating the layout of
the web page, while CSS is used for styling. Client-side scripting is done with JavaScript, and server-side scripting is done with
Node.js.

The application uses the AES algorithm for the encryption of chats and user data. The AES algorithm is implemented using the
crypto module provided by Node.js. The createCipher function is used to create a new Cipher object, which is used to encrypt the
data. The key and initialization vector (1) used for encryption are randomly generated for each session, ensuring that the data is
highly secure.

3.1 HyperText Markup Language (HTML)

Web pages are made using a markup language called HTML (HyperText Markup Language). All current web browsers support
this standard language for structuring content on the World Wide Web [3].

HTML provides a variety of tags to structure web pages. It also provides a way to add multimedia content, such as audio and

video, to web pages [4].
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3.2 Cascading Style Sheets (CSS)
The presentation of HTML or XML documents, including the colours, layout, fonts, and other visual elements of a web page, is
described using the styling language CSS (Cascading Style Sheets). CSS separates presentation from content, making it easier to
maintain and update web pages.
HTML and CSS are frequently combined to produce aesthetically pleasing and responsive web pages. With CSS, you can create a
consistent and cohesive look and feel for your web pages, and you can also create different styles for different types of devices
[51[6].
3.3 JavaScript
Web pages that are interactive and dynamic are made using the high-level, interpreted programming language known as
JavaScript. For building robust client-side functionality for web sites, it is frequently used with HTML and CSS.
JavaScript is a flexible language that can be used for a variety of web development tasks, from making straightforward animations
and form validation to developing sophisticated web applications. It is a popular choice for front-end web development and is also
used in back-end development with Node.js [7].
3.4 Node.js
Node.js is a cross-platform open-source JavaScript runtime environment that enables developers to run JavaScript code outside of
a web browser. It is based on Google's V8 JavaScript engine and employs an event-driven, non-blocking 1/0 approach, making it
both efficient and scalable.
Node.js is frequently used for back-end web development since it enables programmers to create scalable and fast server-side
JavaScript applications. It is frequently used to create network applications such as real-time chat, web servers, and REST APIls
[8].
3.5 Advanced Encryption Security (AES)
The AES (Advanced Encryption Standard) algorithm is a popular symmetric-key encryption technique that provides strong
encryption and is considered secure for many applications. It was adopted as the standard for encryption by the US government in
2001 and has since been widely used in industries such as finance, healthcare, and technology [9].
4 CHAT APPLICATIONS
According to security and privacy considerations, we briefly introduce several popular chat software in this area.
4.1 WhatsApp
WhatsApp is a well-known messaging programme that enables users to communicate with other users via voice, text, and video
conversations. However, the app has faced privacy and security concerns over the years. WhatsApp's privacy policies were
amended in 2016 to permit the exchange of user data with its parent firm, Facebook. This caused concerns among users, who felt
that their data was being shared without their consent. While WhatsApp has since updated its privacy policy to allow users to opt
out of data sharing, the company still collects a significant amount of data about its users [10]. While end-to-end encryption is a
key feature of WhatsApp, it has also been criticized for potentially providing a safe haven for criminals and terrorists to
communicate without being detected. Law enforcement agencies have called for a way to access encrypted messages in order to
investigate criminal activity, while privacy advocates have argued that this would weaken the security of the app for everyone
[11].

WhatsApp Architecture Diagram

cometchat

Fig. 1. WhatsApp Architecture
There are numerous clients (web and mobile apps), each of which keeps conversations in a local SQL ite database.
To send and receive multimedia data from the YAWS web server, such as images and videos, the clients use HTTP WebSocket.
But in order to send those files and other messages to other users, XMPP is used [16].
4.2 Telegram
Telegram is a cloud-based messaging app with end-to-end encryption to ensure secure communication. However, the app has
faced criticism and controversy over its privacy and security practices. While Telegram offers end-to-end encryption for
messages, this feature is not enabled by default for all conversations. Only "secret chats" offer end-to-end encryption, which
means that users must manually start a secret chat to ensure that their messages are fully encrypted [11]. Telegram was founded
by Pavel Durov, a Russian entrepreneur who has been critical of the Russian government. However, the company has faced
criticism over its decision to comply with Russian censorship laws and its alleged links to the Russian government [12].
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Fig. 2. Telegram Client-Server Encryption Architecture

The protocol is made to allow mobile applications to connect to a server API.

There are three essentially independent parts to the protocol:

e The process by which API requests and responses are converted to binary messages is defined by the high-level component
(API query language).

e The process by which messages are encrypted before being transmitted through the transport protocol is described by the
cryptographic (authorization) layer.

e Transport component defines the method for sending messages over existing network protocols [17].
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Fig. 3. Telegram End-to-End Encryption Architecture

In addition to the encryption used for cloud chats, Telegram's end-to-end encrypted Secret Chats use a second layer of encryption
[17].

4.3 Facebook Messenger

Facebook Messenger is a messaging app that is integrated with Facebook's social networking platform. However, the app has
faced privacy and security concerns over the years. Facebook is known for collecting and sharing user data for targeted
advertising. Facebook Messenger is no exception, and the app collects a significant amount of user data, including contact lists,
message content, and device information. displays ads to users based on their activity on the platform and other Facebook-owned

properties. This has raised concerns about the privacy of user data and the potential for targeted ads to be used in unethical ways
[11][13].

Fig. 4. Facebook Messenger Architecture 18]
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4.4 Instagram
Instagram collects user data, including information about your activity on the platform and your device. While this data is used to
improve the user experience and provide personalized content, it can also be a privacy concern. Since Instagram is owned by
Facebook, and Facebook has a history of having a lot of Qrivacy issues and data breaches [13].
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Fig. 5. The components and connectors of Instagram architecture (9!
5 PROPOSED ARCHITECTURES

The proposed architecture is a client-server configuration. The message gets encrypted at when a message is sent by a user, and it
is decrypted when received by another user.

User 2

User 1 User 3

Server

message
transmission

User &

Fig. 6. Multiple users chatting architecture
Messages can be sent and received simultaneously by multiple users. Nowhere on the server or database are messages kept.

Low Level Architecture

Sender

Fig. 7. Low level architecture of proposed chat application

5.1 Methodology
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Fig. 8: Advanced Encryption Standard Block Diagram
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AES uses a series of rounds to encrypt data with fixed block sizes and key sizes. With 10 rounds for 128-bit keys, 12 rounds for
192-hit keys, and 14 rounds for 256-bit keys, the number of rounds depends on the key size. [15].
The basic operation of AES involves four key steps:
i. Substitution Bytes: Each byte of the input is swapped out for a corresponding byte from the S-box, a fixed substitution
table, during the SubBytes step.
ii. Shift Rows: The rows of the input matrix are moved by a specific number of bytes during the ShiftRows step.
iii. Mix Columns: Each column of the input matrix is multiplied by a fixed matrix in the MixColumns step.
iv. Add Round Key: The AddRoundKey step employs bitwise XOR to combine a round key with the input's current state
[15].
6 WORKING OF WEB CHAT APPLICATION
The web chat application has a simple and user-friendly interface. When the user opens the application, they are prompted to
create a new session. Once a new session is created, the user is given a unique session key that they can share with their friends.
Chats and user data are encrypted and decrypted using the session key.
All communication between the client and server is encrypted using the AES algorithm, ensuring that the data is secure. The
user's data is not saved by the application, and once the user closes the session, all data is deleted from the server.
7 RESULTS
The web chat application was tested for performance and security. The application was found to be highly secure, and no data was
saved by the application. The application was also found to be high performance, with no lag in communication between users.
7.1 Analysis
Popular chat programmes like WhatsApp, Telegram, Facebook, and Instagram are contrasted with the suggested app in this
section. The table below shows the comparison.
Table 1: Comparison between proposed app and other popular chat applications

Features WhatsApp Telegram I\'jl?e(;ile)ggtl:r \eigorany Proposed App
Data Storage Yes Yes Yes Yes No
Reliability Partial Partial Partial Partial Full
Encryption Yes Yes Yes Yes Yes
Chat Backups Yes Yes Yes Yes No
Integrity Partial Partial Partial Partial Full
Data Owned By Company Company Company Company User

Platform Centralized Centralized Centralized Centralized Decentralized

Private Partiall Partiall Partiall Partiall .
Communication Possible Possible Possible possiple | Fully Possible

7.2 Graph Analysis
7.2.1 Reliability and Private Communication

Level of Reliability and Private Communication

0.4
0.2

0
Telegram WhatsApp Instagram Facebook Proposed App

Fig. 9: Comparison of reliability and private communication between proposed app and existing apps
The above graph represents responses to a question related to reliability and private communication. A value of "1" represents
"Fully Possible", while a value of "0.5" represents "Partially Possible”. The graph visually displays the results of multiple
platforms surveyed.
7.2.2 Chat Data Storage and Backups
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Fig. 9. Comparison of chat data storage and backups between proposed app and existing apps
The above graph represents responses to a question related to Chat Data Storage and Backups.A value of "1" represents "Yes",
while a value of "0" represents "No". The graph visually displays the results of multiple platforms surveyed.
7.2.3 Usage of Users Data
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Usage of User Data
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Fig. 10. Usage of user data between apps
The above graph represents responses to a question related to Usage of Users Data.A value of "1" represents "Used Ethically",
while a value of "0" represents "Can be Used Unethically". The graph visually displays the results of multiple platforms surveyed.
8 CONCLUSIONS
This research paper presents a web chat application that provides privacy protection and doesn't save user data. The application is
built using the HTML, CSS, JavaScript, and Node.js stack and uses the Advanced Encryption Standard (AES) algorithm for
encryption. The application provides a highly secure and performant way for people to communicate online. The future scope of
this research includes further testing and optimization of the application, as well as integrating additional security features.
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