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ABSTRACT

Nowadays, most companies that have a transaction process want to ensure that there are no possible failures. For
instance, if sudden damage happens at the primary database, the second one will take over the responsibility of
previous work automatically. This process can happen if the company systems have data replication. Data replication
is a process that copies and maintains data from a database in one computer or servers to a database in another so
that all users share and store the same level of the information. This also increases data availability and enhances data
access relevant to their task without interfering with the work of others. The problem is how to make sure that
connection/value in data replication is secure. In view of this issue, this paper proposed a secure data replication using
encryption algorithm. Encryption is the process of converting readable characters into another version of
transformation to prevent unauthorized access. So that valuable data information will be more secure and this method
shows that data from a database will be encrypted first then replicated to another server. The unauthorized user also
cannot sniff into the database server easily. Thus, this paper approaches encryption of data replication using Advanced
Encryption Standard (AES) encryption is a symmetric encryption algorithm which can encrypt and decrypt data or text.
AES was created to be efficient and support block- length of 128 bits and key lengths of 128, 192, and 256 bits. This is
useful to ensure that sensitive data is secured.
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I.INTRODUCTION

The great development of the Internet and World Wide
Web makes the number of people surfing the internet
by accessing system development increase. 1.7 billion
people have used the internet since 2012. Despite the
rapid growth of the internet, a large amount of data was
shared and used by database systems. If this continues
to happen the database performance will become
slower than usual. World Wide Web is an information
platform where documents and other web resources
which are identified by Uniform Resource Locators
(URLs) are then linked by hypertext links and can be

accessed through the internet. Internet and World Wide
Web are two different things which are usually used
without much dissimilarity but linked to each other. The
Internet is a worldwide system which enables multiple
computers to connect with each other while the web is
an application that makes use of the system. Without
the Internet people cannot access the Web. The Web is
a path between the Internet and computers that allows
people to communicate and share information,
whereas the Internet is the connection between
computers for data transmission. Information
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Replication is the activity or procedure of putting away
information in excess of one site or hub. This is essential
for enhancing the accessibility of information. There can
be full replication, in which a duplicate of the entire
database is put away at each site. There can likewise be
halfway replication, in which case, some sections of the
database are duplicated and others are not recreated.
There are advantages to data replication which are
improved availability and increasing parallelism. For
example, if one of the sites containing experience
failure, we have another database server to use. Thus,
queries can be continued to be processed in spite of the
failure of one site. In terms of increasing parallelism,
both database servers can run queries simultaneously.
This can speed the execution and reduce waiting time.
This data replication will be implemented by using
MySQL. For instance, MySQL database was quite
popular among database systems as it is a very
attractive task in the implementation of replication.
MySQL replication is a database that processes and
allows you to easily maintain multiple copies of a MySQL
data by having them copied automatically from a
master to a slave database. Master server is a database
that has original copy of data while Slave server is

I. TECHNOLOGY

Symmetric-key algorithms: These algorithms use the
same key for both encryption and de cryption. Examples
include the Advanced Encryption Standard (AES) and
the Data Encryption Standard (DES).

Asymmetric-key algorithms: These algorithms use a pair
of keys for encryption and decryption, a public key and
a private key. Examples include the RSA algorithm and
the Elliptic Curve Cryptography (ECC) algorithm.

Hash functions: These algorithms create a fixed-size
hash value (also known as a message digest) from input
data. They are used for data integrity checks, but are not
generally used for encryption. Examples

include the Secure Hash Algorithm (SHA) and the
Message Digest Algorithm (MD5).

Digital signatures: These are used to authenticate the
source of a message and to ensure that the message has
not been tampered with. They are often used in
conjunction with asymmetric-key algorithms.

Quantum cryptography: This is a emerging field that
involves using quantum mechanical phenomena, such
as the principle of superposition, to perform
cryptographic tasks. It is still in the early stages of
development, but has the potential to provide
significantly more secure encryption than classical
methods.

database that contains replicated copy of data. Data
encryption is used all over the place in todays connected
society. As a modern society becomes more connected,
and more information becomes available there is need
for safeguards which bring data integrity and data
secrecy. In addition, authenticating the source of
information gives the recipient, with complete
certainty, that the information came from the original
source and that it has not been altered from its original
state. Data encryption translates data into another
form, or code, so that only people with access to a
secret key formally called a decryption key or password
can read it. Encrypted data which cannot be read by
humans is called ciphertext, while human readable data
is called plaintext. Currently, encryption is one of the
most popular and effective data security methods used
by organizations. Types of data encryption are divided
into two types which are symmetric encryption and
asymmetric encryption. The purpose of data encryption
is to protect digital data confidentiality as it is stored on
computer systems and transmitted using the internet or
other computer networks. The examples of encryption
algorithms that are popular are AES, Blowfish, Two fish,
Triple DES, MD5 and many more

PROPOSALS

Secure communication: Encryption is used to secure
communication over networks, such as the internet, to
prevent unauthorized parties from accessing the
information  being transmitted. This includes
applications such as email, instant messaging, and
virtual private networks (VPNs).

Data storage: Encryption is also used to protect data
stored on devices, such as laptops, smartphones, and
servers. This ensures that the data remains confidential
even if the device is lost or stolen.

Payment systems: Encryption is essential for secure
online transactions, such as online shopping and
banking. It helps to protect sensitive financial
information from being accessed by unauthorized
parties.

Internet of Things (IoT): Encryption is used to secure the
communication between loT devices, such as smart
home devices and wearable devices. This helps to
prevent attackers from accessing the data being
transmitted by these devices.

Cloud computing: Encryption is used to protect data
stored in the cloud and to secure the communication
between cloud servers and clients.

In the future, encryption and decryption will continue to
be important for securing data and communication in a
wide range of applications. There is also likely to be an
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increasing focus on developing new and more secure
encryption algorithms, as well as on finding ways to
efficiently implement and use encryption in new
technologies, such as quantum computers.

RESULTS
So here we can see that it is finally working and we have
given it a interface to make it to easier for the user to
use all we can say it gives us a GUI. The effectiveness of
encryption and decryption depends on several factors,
including the strength of the algorithm being used, the
length and complexity of the keys being used, and the
security practices of the organization implementing the
encryption.
One key factor that determines the effectiveness of
encryption is the strength of the algorithm being used.
Strong algorithms are resistant to cryptographic attacks
and are able to withstand efforts to break them. On the
other hand, weaker algorithms may be more vulnerable
to attacks and may be easier to break.
The length and complexity of the keys being used is also
important. In general, longer and more complex keys
provide stronger encryption, as they are more difficult
to guess or crack.
Finally, the security practices of the organization
implementing the encryption are also important. This
includes things like properly securing and managing
keys, regularly updating software and protocols, and
following best practices for secure communication and
data handling.
Overall, encryption is an effective method for protecting
the confidentiality, integrity, and authenticity of data.
When implemented correctly, it can help to ensure that
sensitive information is secure and is only accessible to
authorized parties. However, it is important to regularly
review and update encryption protocols and practices
to ensure that they remain effective.

IV.

V.

|£| Encryption and Decryption of Files - m] X

Encrypt and Decrypt Any Files

SIMULATION

To simulate the encryption and decryption of data, you
will need to choose an encryption algorithm and then
implement it in your simulation. This will typically
involve writing code that takes the plaintext data and
the encryption key as input, and produces the
encrypted ciphertext as output. To decrypt the data,
you will need to use the decryption key and the same
algorithm to reverse the process and produce the
original plaintext data.

It is important to note that the security of an encrypted
system is only as strong as the encryption algorithm and
key being used. Therefore, it is important to choose a
strong and secure algorithm, and to keep the key secret
to prevent unauthorized access to the encrypted data.

CONCLUSION

Encryption and decryption are important techniques for
securing data and communications. Encryption is the
process of converting plaintext into ciphertext using a
mathematical algorithm and a key. Decryption is the
reverse process of decrypting the ciphertext back into
plaintext using the same key.

There are various encryption algorithms available, each
with their own strengths and weaknesses. Some
commonly used encryption algorithms include
symmetric-key algorithms, such as AES and DES, and
asymmetric-key algorithms, such as RSA and Elliptic
Curve Cryptography.

In symmetric-key encryption, the same key is used for
both encryption and decryption, while in asymmetric-
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key encryption, a pair of keys is used, a public key for
encryption and a private key for decryption.

It is important to use strong encryption algorithms and
keys to ensure the security of the data. Additionally,
proper key management is crucial in ensuring the
security of the encryption process.

Overall, encryption and decryption play a vital role in
securing data and communications in today's digital

age.

is important to choose the appropriate

encryption algorithm and implement it securely to
protect sensitive information.
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